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assets oX: TH. &
0. mmap. EXERE
iR

Property / PropertyList /
McpTool / McpServer 58
BARITFEN + basebs g
e

MCP #HiY###fT + initialize
/ tools/list / tools/call
=RAEEM + REIR
AR

Settings Z#E0
NVS s &= (B3
BSHIEERS

B MAC / BRES / i
nNE / ESR

EFERAR

ESP-IDF app_main

A, Bl

FreeRTOS EventGroup.
esp_timer. lambda.
Schedule({£%) . ERF
ft, unique_ptr

enum

B

std::atomic<> .

JRZSH,. switch case %5
k. MEEEL

HTTP POST + JSON.
HMAC-SHA256 .
esp_https_ota

esp_partition_x .
mmap . izt CRC., HTTP

T

std::variant .
std::optional . iR,
JSON-RPC 2.0

JSON-RPC. cJSON. %72
puk:om =

nvs_flash

esp_chip_info .
uxTaskGetSystemState



Xt

audio_codec.h

audio_codec.cc

audio_service.h

audio_service.cc

audio_processor.h

wake_word.h

processors/afe_audio_processor.

{cc,h}

processors/no_audio_processor.
{cc,h}

processors/audio_debugger.
{cc,h}

wake_words/afe_wake_word.
{cc,h}

wake_words/custom_wake_word.
{cc,h}

wake_words/esp_wake_word.
{cc,h}

codecs/no_audio_codec.{cc,h}

codecs/es8311_audio_codec.
{cc,h}

codecs/es8374_audio_codec.
{cc,h}

codecs/es8388_audio_codec.
{cc,h}

codecs/es8389_audio_codec.
{cc,h}

codecs/box_audio_codec.{cc,h}

61

77

160

686

26

26

187+

59+

67+

208+

254+

87+

359+

196+

197+

221+

203+

244+

DE

*kk

ok

Jokk

Jokk

ok

*k

*k

*k

ok

ok

Aok

— AR

AudioCodec ISR EZE:
W IARE. 12S G,
Read/Write 45

EEIAZI: B2, 18
#=. Start
AudioService &0 + BA

5 ERRE + BHNUR +
AudioServiceCallbacks

=£5

(input/output/codec)
+5 PG + MEEE
18/AFE 3 + 5% +
Opus EX##

AudioProcessor S E
& (FImtIE)
WakeWord f5E

ESP-SR AFE £ij:
VAD + AEC + F&%

RETIESZH (VA
A)

REFEREZAA Python
FIARITER

FH ESP-SR AFE &
213

BEX MFCC + &85
Kas

FRNBR (C3) MR
EIREE

{4 12S codec (FTHNE
&E, & MCU BIR
PDM/Z 7 X)

ES8311 128 codec ™ A
I¥sh (RENL)

ES8374 codec

ES8388 codec (lyrat/
FLE hox)

ES8389 codec

5 ESP-BOX BXR4A
=Wk

EFERAR

17S. HKEE

BINMTH

E55/BATIIRIT

FreeRTOS Task.
%MHTE. deque

BAZI

std::chrono o
. Opus 4RfERS.

RAFRERF

FitiES

it

ESP-SR AFE API

Hi#

ot

UDP i

=5

wakenet &5

ES4biE

wakenet9

12S std, PDM

I°C LB F 73

itk it



Xt

codecs/dummy_audio_codec.

{cc,h}

README.md

1.4.3 main/protocols/ — BFMY (6 T™X4)

X4

protocol.h

protocol.cc

websocket_protocol.h

websocket_protocol.cc

mgtt_protocol.h

mgtt_protocol.cc

1.4.4 main/display/

T8

98

90

34

253

65

382

AT

D

ok k

ok k

*kok

ok k

KAk

Jokk

DE

ETRFERER (13 ™)

— AR

BIEH G (RiF

o)

IR IR

—aiEER

Protocol £z +
AudioStreamPacket
+ PR Z#HImSk + L

N enum

NEENEEM + &iE
abort/listen/mcp 12
JSON + BRI

WebsocketProtocol 2
=1!)3]
B WSS EEERE

JSON A + Opus —
praitl [ ]

MattProtocol Z£75HR
MQTT EZHNESS
UDP+AES-128-CTR &
Opus T&A;
hello/goodbye 11

EERAKR

HZ:EZ. PoD struct +

__attribute_ ((packed))

JSON F15EHtE

esp_websocket_client .
HTTP hello ##3F

MQTT EFi%. UDP socket.
mbedtls AES-CTR. [,
nonce



Xt

display.h

display.cc

oled_display.{cc,h}

lcd_display.{cc,h}

emote_display.{cc,h}

lvgl_display/lvgl_display.{cc,h}

lvgl_display/lvgl_theme.{cc,h}

lvgl_display/1lvgl_font.{cc,h}

lvgl_display/lvgl_image.{cc,h}

lvgl_display/emoji_collection.
{cc,h}

lvgl_display/gif/{gifdec.c,
lvgl_gif.cc}

lvgl_display/jpg/{image_to_jpeg.cpp,

jpeg_to_image.c}

1.4.5 main/led/ —— LED JRESIETR (4 1 32{F)

X 1TE
led.h 17
single_led. .

{cc,h}

gpio_led.{cc,h} —

circular_strip.
{cc,h}

81

56

396+

1196+

657+

258+

30+

12+

63+

123+

Aok

*ok

*k

*ok

—a)iE(EA

Display E£#E0 +

EFERAR

DisplayLockGuard

%, RAI

RAIl + NoDisplay

=Y\

LA (80

= WFEES)

SSD1306/SSD1315
OLED LVGL EF

LCD (ST7789,

LVGL. I’C &

ILI9341, AMOLED.

e—Paper) LVGL &

LVGL widget.
TR, BREES

fo, SRSRE/MRS

WA

RIFEAZTRE (5

Eft. BRER)

LVGL Animation

LVGL B&f. tick {£

5. ERAR
EFB OR/%e)
FRER (B

= /font_awesome)

B 5 SRS

LVGL Port

KIEEER (twemoji

32/64)

GIF fiztg

(emote_display FB)

JPEG #Rf#RS (F1RH

FOtRF )

—a)iE(ER
Led & + NolLed 5§
i

8 LED (GPIO [J¥F)

ZE LED (% GPIO &

‘)

WS2812 RGB (T
(state—ENEBARET)

1.4.6 main/boards/common/ — RFEHAEE (22 ™MXH)

EERAR

i

esp_timer ERtI#%k

RMT 3&xf



Xt

board.h

board.cc

wifi_board.{cc,h}

m1307_board.{cc,h}
dual_network_board.
{cc,h}
button.{cc,h}
knob.{cc,h}
backlight.{cc,h}

power_save_timer.
{cc,h}

sleep_timer.{cc,h}

system_reset.{cc,h}

i2c_device.q{cc,h}

adc_battery_monitor.

{cc,h}
axp2101.{cc,h}
sy6970.{cc,h}

camera.h +
esp32_camera.{cc,h}

lamp_controller.h

afsk_demod.{cc,h}

blufi.{cpp,h}

press_to_talk_mcp_tool.

{cc,h}

1.4.7 main/boards/<&t+F>/ — 110 IRAF &R

93

178

359+

274+

777

BRIRFEZTELRRE 3 £

DR

ok k

*ok

okk

*ok

Kok

—aiEER

Board B +
DECLARE_BOARD 7 +
NetworkEvent enum +
PowerSavelLevel

NHFEBIALI
(GenerateUuid,

GetSystemInfodson.

GetlLed/Display ERIA 1)

FiE WiFi iR FROEE: &
WiFi, foi

(SmartConfig/AP/BIuUFi) |
BHOR

4G E4A (FF ML307) 1R
TFHIEZE
Bt 1F WiFi+4G i

RERL. KERES
fieth (4mE323)

LCD &3 PWM

SRTTRIBEINFE

SR FE REAR BT A
KiREHEN. B

12C 1&&XRZE (codec/PMIC
£H)

ADC iZHEEHEE

AXP2101 EBJRETE IC IKE]
SY6970 ZHE IC

DVP/MIPI B&L3R5) (FiR
&LH9AR 7 )

STRERFED

AFSK FEiRECHERE (1A
web & wifi BB&)

H55F BLE B2 (BIUFi #1Y)

BT RERIE R UEM AR
MCP TH

EFERAR
MREE, EREH.

DECLARE_BOARD
BHIR

UUID &%

esp_wifi,
esp_netif, E

UART + AT 8%

RILFHZ

jot_button 4t
iot_knob

ledc

esp_timer

esp_sleep

nvs erase + reset

i2c_master

adc_oneshot

12C

12C

esp32-camera 4Aft

DSP

nimble BLE

MCP tool £ &R



<board-name>/

— config.h @ GPIO 3IHISHENX

— config.json 44 CI B MRFIUM4. BINMLE sdkconfig”

— <board>_board. cc 447% WifiBoard / M1307Board, X GetAudioCodec / GetDisplay
=

L— README.md / EK Al

ANHEASIE 110 REIF/FFH—EEE 95% S5IH=SZEZR. EHE 9 ESH 3 MUEK (bread-compact-wifi
EER. esp-box-3 RE|EHF AR, xmini-c3-4g & 4G WFEHE) HER NOAEE—RFER" . ERIRF
REFIERB xxx-s3-touch-amoled-1.8 XFhFEEFH AR, BRIEKEHE GPIO AN BREN config.h,

1.4.8 main/assets/

"R (JEREB)

FEHZF FS 7R
5 PiEA OGG 1@ "& (success /

common/ exclamation / vibration / popup / —
low_battery)

36 FE=HY language.json (XAE)
locales/<lang>/ BR) + BOIBSHHER OGG HFEFEIR  —
B (EBEIER)

CMake FHERH
lang_config.h scripts/gen_lang.py BRIMIIN —
locale #9 JSON 4 REHY C++ 3k

RN XERFENE: “XAENER + R7F ogg XM, FmIFHAKBREIEMG ",

1.4.9 TNEBNH IR



£ £ES

partitions/vl/ . partitions/v2/

scripts/gen_lang.py

scripts/build_default_assets.py

scripts/release.py .
scripts/versions.py

scripts/audio_debug_server.py
scripts/ogg_converter/ .
scripts/mp3_to_ogg.sh
scripts/Image_Converter/

scripts/spiffs_assets/ .
scripts/p3_tools/ .
scripts/acoustic_check/

scripts/sonic_wifi_config.html

docs/mcp—protocol.md
docs/mcp-usage.md
docs/websocket.md
docs/mgtt-udp.md
docs/custom—board.md
docs/blufi.md
docs/v@/ . docs/vl/

.github/workflows/

1.5 RME%IMEARS FER
FEETRMBAREN, KEEI—H BEXHRBREITA WES:

1.5.1 FreeRTOS / (R AR H EFiE

D&

2 e

A[E Flash 2. FARISHNDXR
Ccsv

M locales/*/language.json 4 Rf, C++
B

BRI+ RIG+REIAERI TR —
assets.bin

RIRFIEZHA

24 audio_debugger.cc MIFiZ&E
#9 UDP RIrE R

RAEEBIA

LVGL B K &R

BR/EFENHNTAR

AFSK 75K ES I FR R 5T 25 DT E
MCP MY EF5i5ER

MCP FiE#iE2

WebSocket BS54

MQTT + UDP {54 T
BARIECHIRT

BIuFi 15 5 Be M5 EA

IR ZE A

BHRIRFH Cl ERIIER



KA FEMRERZY Fita

application.cc B

event_group_ . M@ task Z[EHA 1bit 1 NEHR”IZEE”
audio_service.cc B9 FRU®TIE

event_group_

EventGroup (ZE{f4H)

audio_service.cc

(input/output/codec = MESH) .
TaskCreat BIFEMIL RTOS £55
xaskireate application.cc BSEIEES. &IRF iz 2

AUIRRESS

application.cc B9 clock_timer (1
esp_timer EHAER WBEEIINEE) . HERZRTE timer 5 ETXEIHE
led/single_led.cc AIAYE

application.cc Y main_tasks_ A

5. device_state_machine.cc B e
std::mutex / std::lock_guard i T BESHZHRERF
listeners_. audio_service.cc K

audio_queue_mutex_

audio_service.cc B9
std::condition_variable T PAFIZ /AT FEZE /I%EE codec {£55
audio_queue_cv_

device_state_machine.cc
std::atomic - - REFEREES
current_state_

vTaskDelete HEESHTEER —IRMESIFE

uxTaskPriorityGet/Set + RAIl

L application.h FREH helper £ IRETRANBIRE, BRFREEES
( TaskPriorityReset )

1.5.2 JKEN + MEE

e 1T MNRE (device_state.h);

o —IREERRIRRK (device_state_machine.cc::IsValidTransition) —3ELEEERBEEEMEH ESP_LOGW ;

o WIEE: AddStateChangelListener SEMENE, HIREINGEEDE;

o Application IB”JRZSZE T ”EWiEAL MAIN_EVENT_STATE_CHANGED i, BAEFBHEHITEIEMNEIER (&
KT/PEMES/VN), RIEEHERAEBREEES L TX.

1.5.3 Hifl{&z + DECLARE_BOARD %

e Application::GetInstance() . McpServer::GetInstance() . Assets::GetInstance() .
Board::GetInstance() # C++11 magic static (LRELZENFBPFHFSTE);

e {BE Board Lbi45%3: F3% DECLARE_BOARD(BoardClass) HE{MRFEN create_board() ,
Board::GetInstance() MEBIAMA static_cast<Boardx>(create_board()) SEMZEXLAEIN. BIHMBRE—
WIREREEGFIME, T CMake &R FAUEXEIRIATE create_board() FERREEDFE, XME 110 MRFEAH
FBRE—1#% Application Xi3” 9<%,

1.5.4 I + HigEE

BT FREHE XN MREE + 2T + T EE™:



B EApE S

WifiBoard / M1307Board /

Board DualNetworkBoard / 110 PEKiR
%
. NoAudioCodec /
AudioCodec .
Es8311AudioCodec / Boxx / ...
. OledDisplay / LcdDisplay /
Display : :
EmoteDisplay / NoDisplay
AfeWakeWord /
WakeWord CustomwWakeWord /
EspWakeWord
] AfeAudioProcessor /
AudioProcessor .
NoAudioProcessor
WebsocketProtocol /
Protocol
MgttProtocol
SingleLed / GpiolLed /
Led

CircularStrip / NoLed

1.5.5 B4tz (B%R EEXOTEHET)

I RER

DECLARE_BOARD % (CMake i%&tRF)

£HRFH GetAudioCodec()

BERFHDERHE new

audio_service.cc::Initialize +
Kconfig

audio_service.cc::Initialize +
Kconfig

application.cc::InitializeProtocol
+ RSB T RNEE

BEIRFHY GetlLed()

e Protocol::0nIncominglson(...) it Application JRZE JSON K7 /EALE;

e AudioServiceCallbacks il Application REM:EE/VAD/BI A T EANN ;

e Board::SetNetworkEventCallback(...) it Application FERZEILATER Ul FLRZS:

e McpTool HY std::function<ReturnValue(const PropertylList&)> itS&NTEMEIRSIIMAIZE lambda,

A DA B 52 BRI Y5

o Ota::Upgrade(...) EZHERNE, B HEEARTR M OTA BATH #E.

1.5.6 JSON-RPC 2.0 (MCP {#i¥)

e mcp_server.cc Rt method FEE, 9 &% initialize / notifications/initialized / tools/list /

tools/call;

T E#R (input schema) #% JSON Schema #3EE: type=object, properties={}, required=[...];

o ARERA—FEER {"content": [{"type":"text","text":"..."}],"isError":false} ;

1.5.7 BRI (F55m)

e WebSocket: Wik BinaryProtocol2 (16 &¥) + Opus payload;

AIEBBRID AT INIRAR " X AR ERE T set_volume / set_brightness / press_to_talk T &, ABREA].

e MQTT+UDP: UDP ik BinaryProtocol3 (4 %) + AES-128-CTR(nonce, opus_payload);
o WEBFERATRSIH AEC (BIFEEIR) : IRSBI[AERN A RHWEW—E TTS, MEEEMRX—BRARBIEE,

1.5.8 RREEES Flash 9 X

o 7XE (partitions/v2/*.csv) ¥IH assets PKX;
e assets.bin IR : BEEX + XHRSIFK + EXHRIGEIE:

o &1THA: esp_partition_mmap() IBHXEIEMETH CPU ihitZ (8], A/GIR Asset { offset, size } REZE
BIE—FMEE mmap 45 LVGL, REEIE mmap 4§ ESP-SR. F45RWF.
o K HTTP THIH assets.bin = EADKX — &% CRC — & mmap — N,



1.5.9 ESP-IDF 4§ API &1

e nvs_flash_init() : B{EZMEMBML;

e esp_event_loop_create_default() (7 wifi_board E): ZRIASBHEIR;
e esp_https_ota_x : Ef OTA;

e esp_partition_x . esp_partition_mmap() : 2 XFKIEE. mmap;

e esp_timer_x: SIEENTENE;

e esp_chip_info() / esp_efuse_* / esp_mac_addr_x : FEHEE;

e esp_wifi_x / esp_netif_x: W%E%;

e i2s_std_x / i2s_pdm_x : w)?l‘lx,

e mbedtls_x : base64 / SHA / AES,

1.5.10 B=FAF

e cJSON: Ffi5 JSON f#f /%51t

e Opus (& encoder/decoder/resampler = MNE12E2E, EEEIBAMY) . 1ESRENE;
o ESP-SR: MEZ{FIEE! (wakenet) + AFE BIIHALER;

e LVGL: UI #EZ8;

e esp-websocket-client: WebSocket;

e esp-mqtt: MQTT EFi;

o jot_button. iot_knob: ¥&HE/KEtH;

e mbedtls: HNfZE%;

o 4G 1&E2HFH ML307 SDK (espressif/atomic_*),

1.6 ERAEIRMNIZEER

o & main/ RWHERIEB, HEBRRAZME/FR

o XNE—RFANSLEZT app_main - Application::Initialize - board.StartNetwork - HM@T -
ActivationTask - HifRS588ECE - & WS/MQTT - # idle ZHIREE

o BEBEEDRFRMEMAR: &b 7-8 DXHLIEMEHFEIIME

o FEXMABARINZOMIARER, BEIEMRUEBRERIETM A

T—EFFE# N main.cc + application.cc/h —FiAERRER R,

o INE B README_zh.md BESLIIIHRETIR
e docs/mcp-protocol.md MCP ¥

e docs/websocket.md WebSocket Mgzl
e docs/mgtt-udp.md MQTT + UDP {87
e docs/custom-board.md FRHIIBEXIRF



% 2 E Eiﬁlg%ﬁz main.cc + application.{h,cc}

AEETBER” O — Application BHl——MEBI—ZIEREFERZ., BfD application.cc =2 1055
17, XERHRRTE — W& — Initialize — Run £BH — — PP EHLERE — HXEEEMR — TEFE IR
FRF. 8—BEREEXITS, BHEEMTA. BRTARAR, ITAXAE.

2.1 main.cc (30 1?, iZ?i')

RENE:

d

extern "C" void app_main(void)
{
// Initialize NVS flash for WiFi configuration
esp_err_t ret = nvs_flash_init();
if (ret == ESP_ERR_NVS_NO_FREE_PAGES || ret == ESP_ERR_NVS_NEW_VERSION_FOUND) {
ESP_LOGW(TAG, "Erasing NVS flash to fix corruption");
ESP_ERROR_CHECK(nvs_flash_erase());
ret = nvs_flash_init();
¥
ESP_ERROR_CHECK(ret) ;

// Initialize and run the application

auto& app = Application::GetInstance();

app.Initialize();

app.Run(); // This function runs the main event loop and never returns




17
extern "C" void

app_main(void)

nvs_flash_init()

if (ret ==
ESP_ERR_NVS_NO_FREE_PAGES \|\|
)

ESP_ERROR_CHECK( ret)

Application::GetInstance()

app.Initialize()

app.Run()

app_main BCME—" FreeRTOS {55, FRX Run() B xEventGroupWaitBits(...

Fita

ESP-IDF #EZRAEMAD, BFLAR
app_main, BAEE C++ name-
mangling, FilAfD extern "C"

M AESREME (NVS), EE
Settings . Wi-Fi E#E. OTA frE#R
ZH

SE—IRIEREL NVS FRASZE T MR B3R

T, EIRIFTENEEIRAGH abort

E—RIBRRAME (C++11 magic
static, %L E)

B EFMA"MAEMN NE, THES
(EF:S

KR EIRNEHHEER

MRS

C/C++ HBIEATE

ESP-IDF NVS

HIEET

ESP-IDF £iR%

BHRR

portMAX_DELAY) FEZEMFE

B MES.

2.2 application.h ﬂ:’ﬂ’ﬁ (187 ?'__I')
2.2.1 BB

#include <freertos/FreeRTO0S.h>
#include <freertos/event_groups.h>
#include <freertos/task.h>
#include <esp_timer.h>

#include <string>
#include <mutex>
#include <deque>
#include <memory>

#include "protocol.h"

#include "ota.h"

#include "audio_service.h"
#include "device_state.h"
#include "device_state_machine.h"




P R

event_groups.h FreeRTOS HE14#4 APl (13 NEHIEREIX L H)
task.h xTaskCreate / vTaskDelete / vTaskDelay
esp_timer.h 1 #5HE timer
<mutex> <deque> Schedule() & lambda ## main_tasks_ FAZI
protocol.h Protocol %
ota.h Ota (BUE. AR)
audio_service.h AudioService
device_statex.h JRZSHE + RS
JEE8E include board.h — XERATEAZ Board , BRMEIMKE (HRFEIREFZI Application) ,

2.2.2 13 MEMH (BHANZIG)

#define MAIN_EVENT_SCHEDULE (1 << 0)
#define MAIN_EVENT_SEND_AUDIO (1 << 1)
#define MAIN_EVENT_WAKE_WORD_DETECTED (1 << 2)
#define MAIN_EVENT_VAD_CHANGE (1 << 3)
#define MAIN_EVENT_ERROR (1 << 4)
#define MAIN_EVENT_ACTIVATION_DONE (1 << 5)
#define MAIN_EVENT_CLOCK_TICK (1 << 6)
#define MAIN_EVENT_NETWORK_CONNECTED (1 << 7)
#define MAIN_EVENT_NETWORK_DISCONNECTED (1 << 8)
#define MAIN_EVENT_TOGGLE_CHAT (1 << 9)
#define MAIN_EVENT_START_LISTENING (1 << 10)
#define MAIN_EVENT_STOP_LISTENING (1 << 11)
#define MAIN_EVENT_STATE_CHANGED (1 << 12)
fi S set iX—{iI ETREABREFHA
N EXH main_tasks_ E2E lambda &
SCHEDULE Schedule(lambda) HF7 S T TR
TIT
M audio_send_queue_ £ Opus £
SEND_AUDIO AudioService YRR35E—Ii - - -
7 BN
WAKE_WORD_DETECTED WakeWord &EUGNFMREE BRI
VAD_CHANGE AFE 1EN” FHATHIE" 8L SR IRIE" B0 LED THE
ERROR HINEIR WL IR [ idle + 85I
ACTIVATION_DONE WEEAESHR HENERETIER
CLOCK_TICK esp_timer & 1% RRZSHE; 210 FITENHEE
NETWORK_CONNECTED / . s s . —
- HRR ML [B]i7 HNEE [ KAEEE

NETWORK_DISCONNECTED

TOGGLE_CHAT / START_LISTENING

2%, WakeWordInvoke . MCP T i IRES
/ STOP_LISTENING e v 8 mHRR

BHIFRAT DRSS EIER (RXT.

STATE_CHANGED RASHLENA
i RESHLEE EEHIS. Rl U



BRIt E: A REETES LMK ATHT set —NEMHI, ER/IF wait FIFLE, Xt:

. BESBETHERONG. ESE:
. AEAIEMER—LTXESFNT, NFFBEERH:
. B-HE—EFHETN—RE (S bit —2HE).

2.2.3 AecMode ¥ &

enum AecMode {
kAecOff,
kAecOnDeviceSide,
kAecOnServerSide,

IE

AEC = Acoustic Echo Cancellation EIF}EER . EBEMEREZRNXNSENREIBIIENES, HIVHIE,

o KkAecOff : Il AEC—E"¥WIT”, BNHENAEE.
e kAecOnDeviceSide : 7Nith AFE i (2E ESP32-S3/P4 + XZ X reference 55).,
e kAecOnServerSide : ZAHEZERNX, PCM —HiERtEE A& X, =i

MG ERERIRYE sdkconfig JEMI—Fh:

#if CONFIG_USE_DEVICE_AEC && CONFIG_USE_SERVER_AEC
#error ...
#elif CONFIG_USE_DEVICE_AEC
aec_mode_ = kAecOnDeviceSide;
#elif CONFIG_USE_SERVER_AEC
aec_mode_ = kAecOnServerSide;
#else
aec_mode_ = kAecOff;
#endif

2.2.4 Application 2B R

ATHEO (Ti%):



void
void

bool
bool

void
void
void
void
void
void
bool
bool
void
void

void

void

bool
bool
bool

static Application& GetInstance();

Initialize();
Run();

DeviceState GetDeviceState() const;

SetDeviceState(DeviceState state);
IsVoiceDetected() const;

Schedule(std::function<void()>&& callback);
Alert(...); void DismissAlert();
AbortSpeaking(AbortReason reason);

ToggleChatState(); void StartListening(); void StopListening();
Reboot () ;

WakeWordInvoke(const std::string& wake_word);

UpgradeFirmware(const std::string& url, const std::string& version = "");
CanEnterSleepMode();

SendMcpMessage(const std::string& payload);
SetAecMode (AecMode mode) ;

AecMode GetAecMode() const;

PlaySound(const std::string_view& sound);

AudioService& GetAudioServicel();

ResetProtocol();

ThEEIE:
std::mutex mutex_; // 1R#F main_tasks_
std::deque<std::function<void()>> main_tasks_; // Schedule() AIEAIH
std::unique_ptr<Protocol> protocol_; // WebSocket 3¢ MQTT, BUZ/=7 new
EventGroupHandle_t event_group_; /! EFMHA
esp_timer_handle_t clock_timer_handle_; // 1 BEE
DeviceStateMachine state_machine_; /! REH (25, BEiEIFE)
ListeningMode listening_mode_; // AutoStop / ManualStop / Realtime
AecMode aec_mode_;
std::string last_error_message_;
AudioService audio_service_; // EiFIFH, T2
std::unique_ptr<Ota> ota_; /! BUFAIT new, BUETHEF reset() FEHL
bool has_server_time_;

aborted_;
assets_version_checked_;
play_popup_on_listening_;

int clock_ticks_;
TaskHandle_t activation_task_handle_;

RITER:

1. audio_service_ # state_machine_ HiIE{FHE (K2 unique_ptr)

#)3& Application R Ef1—#E new,

WH9Bf—iE destroy, EffiEdmiiE TR A ®EA,

2. protocol_ 1 ota_ A unique_ptr —RIEEFEFZIERETEERE new WS B2 MQTT; EEBEME
M (OTA EEREHENER, EEENE).

3. event_group_ = RTOS A)#fi, #i&RS xEventGroupCreate() , ##JAF vEventGroupDelete() ,

2.2.5 SAFEHLIEEZH helper



void HandleStateChangedEvent();

void HandleToggleChatEvent();

void HandleStartListeningEvent();

void HandleStopListeningEvent();

void HandleNetworkConnectedEvent();

void HandleNetworkDisconnectedEvent();

void HandleActivationDoneEvent();

void HandleWakeWordDetectedEvent();

void ActivationTask(); /! JEEESE

void CheckAssetsVersion();

void CheckNewVersion();

void InitializeProtocol();

void ShowActivationCode(const std::string& code, const std::string& message);
void SetListeningMode(ListeningMode mode);

void OnStateChanged(DeviceState old_state, DeviceState new_state);

BNE 2.4-2.7 TTRFF.

2.2.6 XK EM TaskPriorityReset

class TaskPriorityReset {
public:

TaskPriorityReset(BaseType_t priority) {
original_priority_ = uxTaskPriorityGet(NULL);
vTaskPrioritySet (NULL, priority);

1

~TaskPriorityReset() {
vTaskPrioritySet (NULL, original_priority_);

private:
BaseType_t original_priority_;

IE

RE—T RAI TR: WERESIESNMARIGIIRAZR priority,, HTMIIRE. RE:

TaskPriorityReset boost(20); // EZE5E48 20
/] e X—ERTHERITHT
Y // BAEAEENE

RRERMMSOEREMERR, ERETRXTIA, HERFESIRIILITR,

FARR: RAIl (Resource Acquisition Is Initialization) —— AN RAGHIBIERR/IRS, C++ JBRAE,

2.3 application.cc *ﬂiﬁ'—i*ﬁ'*’@

2.3.1 ¥ERE (23-47 17)



Application::Application() {
event_group_ = xEventGroupCreate();

#if CONFIG_USE_DEVICE_AEC && CONFIG_USE_SERVER_AEC
#error "CONFIG_USE_DEVICE_AEC and CONFIG_USE_SERVER_AEC cannot be enabled at the same time"
#elif CONFIG_USE_DEVICE_AEC

aec_mode_ = kAecOnDeviceSide;
#elif CONFIG_USE_SERVER_AEC

aec_mode_ = kAecOnServerSide;
#else

aec_mode_ = kAecOff;
#endif

esp_timer_create_args_t clock_timer_args = {

.callback = [](void* arg) {
Application* app = (Application*)arg;
xEventGroupSetBits(app—>event_group_, MAIN_EVENT_CLOCK_TICK);

Yo

.arg = this,

.dispatch_method = ESP_TIMER_TASK,

.name = "clock_timer",

.skip_unhandled_events = true

I
esp_timer_create(&clock_timer_args, &clock_timer_handle_);
¥
17 Fita BRARR
xEventGroupCreate() BIEEHETR FreeRTOS
#if .. #error RIZHARA LT AEC RIRSFF FRALbFEER

HR—TMREREE: callback, 2. &

esp_timer_create_args_t ##3 ESP-IDF designated initializers

BB
.callback = [1(void* arg){ .. FBTCHE3% lambda 7% C B8, AR - ‘
C++ lambda R C EIiA
d RIS ++ lambda 3% C B

xEventGroupSetBits (app-
>event_group_, timer ZATR set —1 bit 1B timer F TFXEIEIEB/IRLETX
MAIN_EVENT_CLOCK_TICK)

.dispatch_method = EIATE esp_timer WEBESERIT (M

B ¥ 7
ESP_TIMER_TASK F£ ISR) BRETHETHRS

.skip_unhandled_events = true @ FK{EFE—ERESEIFR*—R tick, RHEFR BALEVRE IF 1000 1 tick SREREFR

esp_timer_create(...) BlIEE timer, EIREEN BEHTE Initialize B

71t callback A lambda MAS— 1 E@ERE? EANFTMIELTX (this) BT arg FEREHEE, BREREE.
Foi#3R lambda FJIARTRREIEH, X2 C++11 EHNESHIE, EI1R#S C AP &It

2.3.2 1R %N (49-55 1T)



Application::~Application() {
if (clock_timer_handle_ != nullptr) {
esp_timer_stop(clock_timer_handle_);
esp_timer_delete(clock_timer_handle_);
¥

vEventGroupDelete(event_group_);

EXLHRFEUL, B EXTMIKERSHAR (26 + Run() FRE), BEXERZFIIR.

2.4 mitialize() REXFFIE (61-164 17)

void Application::Initialize() {
auto& board = Board::GetInstance();
SetDeviceState(kDeviceStateStarting);

FE—HIIRSHIEH unknown - starting , SetDeviceState REREIASHA TransitionTo, SfEAS M
listener ({BRULLEISEM, FRIAFTEIER) .

auto display = board.GetDisplay();
display—->SetChatMessage('system'", SystemInfo::GetUserAgent().c_str());

ZRE, EESEEMBEN—NHREE"— SystemInfo::GetUserAgent() JREZE xiaozhi-esp32/v2.0.0
(xiaozhi-esp32-main; esp32s3) KRR,

auto codec = board.GetAudioCodec();
audio_service_.Initialize(codec);
audio_service_.Start();

ERRIGEE, YIRMLEMRS (8I2 input/output/codec =MESS, HEEYF Opus HiEIGRISEH], (BERAIZFERN.
NI ZIRREEETE) . Start() ZEMB=MESHE RTOS BT, BEAEE"BMHAL = 0VRSEME.

AudioServiceCallbacks callbacks;

callbacks.on_send_queue_available = [this] () {
xEventGroupSetBits(event_group_, MAIN_EVENT_SEND_AUDIO);

1

callbacks.on_wake_word_detected = [this](const std::string& wake_word) {
xEventGroupSetBits(event_group_, MAIN_EVENT_WAKE_WORD_DETECTED) ;

%

callbacks.on_vad_change = [this] (bool speaking) {
xEventGroupSetBits(event_group_, MAIN_EVENT_VAD_CHANGE) ;

1

audio_service_.SetCallbacks(callbacks);

ESMFREN="EHHRESMA:
» “send RAFIEH Opus BT" — EEHIE, & Pop RERIMIN
o “MEEEMA T - EEMIE, RERS:
o “WIE/MRIET” (VAD) — EfENAE, EP) LED Be,



state_machine_.AddStateChangeListener([this] (DeviceState old_state, DeviceState new_state)

{
xEventGroupSetBits(event_group_, MAIN_EVENT_STATE_CHANGED) ;
17) g

RENABHEFEERE set — bit—EFBIVER#ZEI MM HandleStateChangedEvent BF, X—HEXE
B EXMRBHAELESKO: IRESHA TransitionTo FIREREEIESEWIAR (SZHES. MHUES. REBES.
MCP {£53), {BFRE"IDIRE listening EERSSIGIETS " XMEIER, MEEZF/IAENT, F2BESHEL.

esp_timer_start_periodic(clock_timer_handle_, 1000000);
BB 1 M timer (SEEBMZMF, 1000000us = 1s),

auto& mcp_server = McpServer::GetInstance();
mcp_server.AddCommonTools();
mcp_server.AddUserOnlyTools();

S MCP 1% T H., AddCommonTools IBFFEMRFHEMNIE (BE. [T, BHHBHEE. IT&REE) FH—E;
AddUserOnlyTools JEftREELERFE (Al AL, audience=[“user”]) ML H., ¥ 6 &,

board.SetNetworkEventCallback( [this] (NetworkEvent event, const std::string& data) {
auto display = Board::GetInstance().GetDisplay();

switch (event) {

case NetworkEvent::Scanning:
display—>ShowNotification(Lang::Strings::SCANNING_WIFI, 30000);
xEventGroupSetBits(event_group_, MAIN_EVENT_NETWORK_DISCONNECTED) ;
break;

case NetworkEvent::Connecting: { ... }

case NetworkEvent::Connected: {
std::string msg = Lang::Strings::CONNECTED_TO;
msg += data;
display->ShowNotification(msg.c_str(), 30000);
xEventGroupSetBits(event_group_, MAIN_EVENT_NETWORK_CONNECTED) ;
break;

¥

case NetworkEvent::Disconnected:
xEventGroupSetBits(event_group_, MAIN_EVENT_NETWORK_DISCONNECTED) ;
break;

// «.. 4G modem JRZSHZ:

case NetworkEvent::ModemDetecting:

case NetworkEvent::ModemErrorNoSim:

case NetworkEvent::ModemErrorRegDenied:

case NetworkEvent::ModemErrorInitFailed:

case NetworkEvent::ModemErrorTimeout:

1)

EMMEEHEIR, X1 lambda ZHARFER WiFi/4G REEXIEG), EEXS:

o VZMBEEEBFE L TXEFH (WER notification, ik alert) MEET;
o PREMNERERS. BEUEES"FWSHEN, DHRR set FHMILERALE (W
MAIN_EVENT_NETWORK_CONNECTED ),



board.StartNetwork();
display->UpdateStatusBar(true);

/28 board.StartNetwork() itRFEE WiFi 5ikS 4G (%
Rl —RIRESHE,

Initialize() ARMEESEL), REBIZ

Initialize ZfGUEATIEZY:

o —TEMEWHIER (FEFDKEEHA Run, E5ER);
o« BMESER, BEMHUMRE, FIUNEZRXEIF. Opus i&4;
s WEEFHEIHE;

o REE/R starting,

2.5 rn() FEHEF (166-257 17)

void Application::Run() {
const EventBits_t ALL_EVENTS =
MAIN_EVENT_SCHEDULE | MAIN_EVENT_SEND_AUDIO | MAIN_EVENT WAKE_WORD_DETECTED |
MAIN_EVENT_VAD_CHANGE | MAIN_EVENT_CLOCK_TICK | MAIN_EVENT_ERROR |
MAIN_EVENT_NETWORK_CONNECTED | MAIN_EVENT_NETWORK_DISCONNECTED |
MAIN_EVENT_TOGGLE_CHAT | MAIN_EVENT_START_LISTENING | MAIN_EVENT_STOP_LISTENING |
MAIN_EVENT_ACTIVATION_DONE | MAIN_EVENT_STATE_CHANGED;

while (true) {
auto bits = xEventGroupWaitBits(event_group_, ALL_EVENTS, pdTRUE, pdFALSE,
portMAX_DELAY) ;

xEventGroupWaitBits(group, bitsToWaitFor, clearOnExit, waitForAll, timeout) :

e bitsToWaitFor = ALL_EVENTS : {R{al—(IE(IERMET;

e clearOnExit = pdTRUE : R[EIEYBEhFIEHEAMAE A —FTIUT—R wait AREEHEER—FH;
e waitForAll = pdFALSE : OR iEX ((EE—{uBI7], FEEFMENUIHE);

e timeout = portMAX_DELAY : ;KX PHZE, REHTMIES;

o IR[EME bits : #HAWKLRY bit B, AJREZNI—IC,

BT RIS TR

if (bits & MAIN_EVENT_ERROR) {
SetDeviceState(kDeviceStateIdle);

Alert(Lang::Strings::ERROR, last_error_message_.c_str(), "circle_xmark",
Lang: :Sounds: : 0GG_EXCLAMATION) ;

}

HiREM: PIE idle + B— Alert (FREESR + HXIETRE).



if (bits & MAIN_EVENT_NETWORK_CONNECTED) HandleNetworkConnectedEvent();

if (bits & MAIN_EVENT_NETWORK_DISCONNECTED) HandleNetworkDisconnectedEvent();
if (bits & MAIN_EVENT_ACTIVATION_DONE) HandleActivationDoneEvent();

if (bits & MAIN_EVENT_STATE_CHANGED) HandleStateChangedEvent();

if (bits & MAIN_EVENT_TOGGLE_CHAT) HandleToggleChatEvent();

if (bits & MAIN_EVENT_START_LISTENING) HandleStartListeningEvent();

if (bits & MAIN_EVENT_STOP_LISTENING) HandleStopListeningEvent();

R—IEER R BRIRRE, 2.6 TRIT.

if (bits & MAIN_EVENT_SEND_AUDIO) {
while (auto packet = audio_service_.PopPacketFromSendQueue()) {
if (protocol_ && !protocol_->SendAudio(std::move(packet))) {
break;

b

H Opus BEK: B Pop BEEIFA=. SendAudio iR[E] false FifE (ZHEWEHTT), ILTRER., TEH
std::move %% unique_ptr FRE.

if (bits & MAIN_EVENT_WAKE_WORD_DETECTED) {
HandleWakeWordDetectedEvent();

if (bits & MAIN_EVENT_VAD_CHANGE) {
if (GetDeviceState() == kDeviceStatelListening) {
auto led = Board::GetInstance().GetLed();
led->0nStateChanged() ;

VAD ZEf{ R7E listening FH@AN LED (“HTERIE/BIRERIE WMEIR) ., HERST VAD TXEE,

if (bits & MAIN_EVENT_SCHEDULE) {
std::unique_lock<std::mutex> lock(mutex_);
auto tasks = std::move(main_tasks_);
lock.unlock();
for (auto& task : tasks) {
task();

Schedule() BASUBIERHESHAT:

1. 281, BPBAGI move HKFIAMTE (FBZ main_tasks_) ;
2. SLAMBI—T task BRI RISHEHL, BHREANIED (task BUIRE Schedule, BEIZENZZNBHEINFHIT—H9
main_tasks_) ;

3. IRFHATEIA task.

B RFEE BT BRI BNEHATE,



if (bits & MAIN_EVENT_CLOCK_TICK) {
clock_ticks_++;
auto display = Board::GetInstance().GetDisplay();
display->UpdateStatusBar();

if (clock_ticks_ % 10 == 0) {
SystemInfo::PrintHeapStats();

1TRBE: FIRSE; 8108 (10 MEF) TH—XEREF (BEREAFILR) .

2.6 TRAENEHFLIER (—T1TH)

2.6.1 HandleNetworkConnectedEvent() (259-282)

void Application::HandleNetworkConnectedEvent() {
ESP_LOGI(TAG, "Network connected");
auto state = GetDeviceState();

if (state == kDeviceStateStarting || state == kDeviceStateWifiConfiguring) {
SetDeviceState(kDeviceStateActivating);

if (activation_task_handle_ !'= nullptr) {
ESP_LOGW(TAG, "Activation task already running");
return;

¥

xTaskCreate([] (void* arg) {
Applicationk app = static_cast<Application*>(arg);
app—>ActivationTask();
app—>activation_task_handle_ = nullptr;
vTaskDelete (NULL) ;
¥, "activation", 4096 x 2, this, 2, Sactivation_task_handle_);

auto display = Board::GetInstance().GetDisplay();
display—>UpdateStatusBar(true);

REEMH " WiFi EERNP"IE LN MENE, HERS (LENELER. RELEXINE) MAERNERE.

xTaskCreate(...) i&—" 8KB t#&8{FSE M ActivationTask() , HISEEZ (vTaskDelete(NULL) ), B/RFE: A
Jcii3k lambda £ C API BIENE, 1B this @Y arg %,

ESMF%R 2, LE Application E{ES5 (BRIA 5) B—MARBAEM ST, SHHENNREELZZNSE, EREATE
#WREZE,

2.6.2 HandleNetworkDisconnectedEvent() (284-295)



void Application::HandleNetworkDisconnectedEvent() {
auto state = GetDeviceState();

if (state == kDeviceStateConnecting || state == kDeviceStatelListening || state ==
kDeviceStateSpeaking) {

ESP_LOGI(TAG, "Closing audio channel due to network disconnection");
protocol_—>CloseAudioChannel();
}
auto display = Board::GetInstance().GetDisplay();
display->UpdateStatusBar(true);

REANUREERIER, ENXATMEE—BRESERETFFRSIZIOTE RN ACK,

2.6.3 HandleActivationDoneEvent() (297-317)

void Application::HandleActivationDoneEvent() {
SystemInfo::PrintHeapStats();
SetDeviceState(kDeviceStateIdle);
has_server_time_ = ota_->HasServerTime();

auto display = Board::GetInstance().GetDisplay();

std::string message = std::string(Lang::Strings::VERSION) + ota_->GetCurrentVersion();
display—>ShowNotification(message.c_str());

display->SetChatMessage("system", "");

audio_service_.PlaySound(Lang: :Sounds: :0GG_SUCCESS) ;
ota_.reset(); // * B 0TA xR, &AF

auto& board = Board::GetInstance();
board.SetPowerSavelLevel(PowerSavelLevel: : LOW_POWER) ;

AERIE:

o RESHIE idles

o ERhRASE;

o BT HERETRTE;

o ota_.reset() B Ota WH—OTA E/HEREBMNE IR, ZEFFEXTHRAENTE;
o EINFERE LOW_POWER (BUEIFE SMEERMINEET)

2.6.4 ActivationTask() &R (319-334)

void Application::ActivationTask() {
ota_ = std::make_unique<Ota>();
CheckAssetsVersion();
CheckNewVersion();
InitializeProtocol();
xEventGroupSetBits(event_group_, MAIN_EVENT_ACTIVATION_DONE);

RS-

1. new — OTA J&;
2. MBHR (FF/RIE/GREEEER) BRBEM;
3. MBEHEREMRA—X BN e NBIERMREIR (ERE 7 &),



4. AN E (new H WebSocketProtocol 8 MqttProtocol) ;
5. &4 ACTIVATION_DONE ZHf#, FEIMEE,

BRIULHTHRIT, BEEAEER vTaskDelay F45, FIREFAEHY, BEANEMRIESE, TEMWERET.

2.6.5 CheckAssetsVersion() (336-392)

FEERE:
1. BEAREABFLEEN;
2. M NVS @B =[8) assets EiE download_url —RBBIEFRURLAMEBE THIRFZERE HIXTD key;
3. B URL #i: 5% alert — 1J) upgrading % — 1I2&Ih%E — 1@ assets.Download(url, on_progress) , ElEE

1B7#E % xKB/s” MEIBIR RETHE B
4. TMERAZ N THE, &EH assets.Apply() D XEMFHR/RIF/MRENAE LVGL/ESP-SR;

5. IBXRIFIRM “microchip_ai” (—1 Al k1&”),

%lﬁ\ :

bool success = assets.Download(download_url, [display](int progress, size_t speed) -> void {

std::thread([display, progress, speed]() {

char buffer[32];
snprintf(buffer, sizeof(buffer), "%d%% %

display—>SetChatMessage('system", buffer
}).detach();
FDE

uKB/s'", progress, speed / 1024);
)

HERIEA std::thread().detach() —BEHF—TEKEEN U, IFETHESESIASHE Ul BikE, XE
std::thread £ ESP-IDF E&8IE—MHII RTOS 1155 (pthread ),

2.6.6 CheckNewVersion() (394-467) — ZEiXIBil¥ + BURIBEIA



void Application::CheckNewVersion() {
const int MAX_RETRY = 10;
int retry_count = 0;
int retry_delay = 10;

while (true) {
esp_err_t err = ota_—>CheckVersion();
if (err != ESP_OK) {
retry_count++;
if (retry_count >= MAX_RETRY) return;
// ... Alert #2558
for (int i = 0; i < retry_delay; i++) {
vTaskDelay (pdMS_TO_TICKS(1000));
if (GetDeviceState() == kDeviceStateldle) break; // H/ FzEH

¥
retry_delay = 2; // K FEELEEE
continue;

+
retry_count 0;
retry_delay = 10;

if (ota_—>HasNewVersion()) {
if (UpgradeFirmware(...)) return;

ota_—>MarkCurrentVersionValid();
if (!ota_->HasActivationCode() && !ota_->HasActivationChallenge()) break;

if (ota_-—>HasActivationCode()) {
ShowActivationCode(ota_—>GetActivationCode(), ota_->GetActivationMessage());

for (int i = 0; i < 10; ++i) {
esp_err_t err = ota_—>Activate();
if (err == ESP_OK) break;
else if (err == ESP_ERR_TIMEOUT) vTaskDelay(pdMS_TO_TICKS(3000));
else vTaskDelay(pdMS_TO_TICKS(10000));
if (GetDeviceState() == kDeviceStateIdle) break;

b
}
}
SR

o IEEURE: KWM—IRIEIRM 10 EIE, BRIWRSH[IRE;

o AT FHEERPNPIRETIE idle TZRL, BT RAFRT — T MBkLBERER;

o BUERD + PRI PRSSEFRELIR— 6 RUEIBILAF EMTEA, RE—TMEMRE (F HMAC) 1HREE
BB CRAERE: MREHE.

2.6.7 InitializeProtocol() (469-606) — BN IMBMN EZER"

B—ER 130+ {TREBRBIHENESHAR: £ MBEREIRE" " WSEEZT A" 2 BIRER.



void Application::InitializeProtocol() {
auto& board = Board::GetInstance();
auto display = board.GetDisplay();
auto codec = board.GetAudioCodec();

display—->SetStatus(Lang::Strings::LOADING_PROTOCOL) ;

if (ota_—>HasMqttConfig()) {

protocol_ = std::make_unique<MqttProtocol>();
} else if (ota_->HasWebsocketConfig()) {
protocol_ = std::make_unique<WebsocketProtocol>();
} else {
ESP_LOGW(TAG, "No protocol specified in the OTA config, using MQTT");
protocol_ = std::make_unique<MqgttProtocol>();

TR BFRNRSB[EIFMEBRMNIN, 2F new HIIWMSLI., protocol_ & unique_ptr<Protocol>, B
—RERFNEEEREO, FXROZ WS B2 MQTT.

protocol_—>0nConnected( [this] () {
DismissAlert();

Yk

protocol_->0nNetworkError([this] (const std::string& message) {
last_error_message_ = message;
xEventGroupSetBits(event_group_, MAIN_EVENT_ERROR);

1);

EERXIE ZATRVIRR; HEEWL set ERROR fiiLE1EIFsE4E.

protocol_->0nIncomingAudio( [this] (std::unique_ptr<AudioStreamPacket> packet) {
if (GetDeviceState() == kDeviceStateSpeaking) {
audio_service_.PushPacketToDecodeQueue(std: :move(packet));

1)

RSB/ EENHE: A speaking RETIEZ . X% T NIETFERH buffer BEEIRELANKERE.

protocol_-—>0nAudioChannelOpened( [this, codec, &board]() {
board.SetPowerSavelLevel(PowerSavelLevel: : PERFORMANCE) ;
if (protocol_->server_sample_rate() != codec—>output_sample_rate()) {

ESP_LOGW(TAG, "Server sample rate %d does not match device output sample rate %d,
a0™))§

Dk

protocol_->0nAudioChannelClosed( [this, &board]() {
board.SetPowerSavelLevel(PowerSavelLevel: : LOW_POWER) ;
Schedule( [this] () {
auto display = Board::GetInstance().GetDisplay();
display->SetChatMessage("system", "");
SetDeviceState(kDeviceStateIdle);
¥
1);

BIBEF A EEE, KFEINRE, KFAEFEHY ide—EBR Schedule() 8—F, IEIPASHEIEMR/A LT,



protocol_->0nIncomingJson([this, displayl(const cJSONx root) {
auto type = cJSON_GetObjectItem(root, "type");
if (strcmp(type->valuestring, "tts") == 0) {
auto state = cJSON_GetObjectItem(root, "state");

if (strcmp(state->valuestring, "start") == 0) {
Schedule( [this] () {
aborted_ = false;
SetDeviceState(kDeviceStateSpeaking);
1);
} else if (strcmp(state—->valuestring, "stop") == 0) {

Schedule([this] () {
if (GetDeviceState() == kDeviceStateSpeaking) {

if (listening_mode_ == kListeningModeManualStop) {
SetDeviceState(kDeviceStateIdle);

} else {
SetDeviceState(kDeviceStatelListening);

¥

b
});
} else if (strcmp(state->valuestring, "sentence_start") == 0) {

auto text = cJSON_GetObjectItem(root, "text");
if (cJSON_IsString(text)) {
Schedule( [this, display, message = std::string(text->valuestring)]() {
display—>SetChatMessage("assistant", message.c_str());

});

JSON K7 k28, 1% type FE:

type state/data Fta
tts start B speaking JAZS

speaking 43R — RIFEZNE idle 3

stop o
listening

KWEI—B iR IEN A, MhE assistant
sentence_start + text

HIRAE
FAPESWIRAIAINX S, ME user
stt text
RAE
1lm emotion ARBIERTROIREE, BERI15
e avioad Z1EL8 McpServer: :ParseMessage
P by (HRE 6 B)
RBB[HIREER (—RRATEH
system command=reboot
OTA |
alert status/message/emotion RS 23E#—2% alert
custom (#if
vl payload BEVEE, BEMALHEE

CONFIG_RECEIVE_CUSTOM_MESSAGE)



ERATAR UI/BUASHIEIEREETE Schedule() 2, EJ OnincomingJson ENFMENNER L, TeEEENAS

protocol_—>Start();

REBMMN—FHAEERS 3. EENEFF., Start RESHKR LEEMAI OnConnected,

2.6.8 ShowActivationCode() (608-636) — B HEIDIEL I

void Application::ShowActivationCode(const std::string& code, const std::string& message) {

struct digit_sound {

char digit;

const std::string_view& sound;
1
static const std::array<digit_sound, 10> digit_sounds{{

{'0", Lang::Sounds::0GG_0}, {'1', Lang::Sounds::0GG_1},

. {'9", Lang::Sounds::0GG_9}

11

Alert(Lang::Strings::ACTIVATION, message.c_str(), "link", Lang::Sounds::0GG_ACTIVATION);

for (const auto& digit : code) {
auto it = std::find_if(digit_sounds.begin(), digit_sounds.end(),
[digit]l (const digit_sound& ds) { return ds.digit == digit; });
if (it != digit_sounds.end()) {
audio_service_.PlaySound(it->sound);

b

3 alert + XIBE—UHFENIRTE (“1-2-3-4-5-6"), A std::array + std::find_if IEHFFERIEE OGG
#R. PlaySound EFEZEN (SREFTHEHE playback BAFIZEHESE), PSSR HER.

2.6.9 Alert() / DismissAlert() (638-656)



void Application::Alert(const charx status, const charx message, const charx emotion, const
std::string_view& sound) {

ESP_LOGW(TAG, "Alert [%s] %s: %s', emotion, status, message);
auto display = Board::GetInstance().GetDisplay();
display->SetStatus(status);
display->SetEmotion(emotion);
display—>SetChatMessage("system", message);
if (!'sound.empty()) {

audio_service_.PlaySound(sound);

void Application::DismissAlert() {
if (GetDeviceState() == kDeviceStateIdle) {
auto display = Board::GetInstance().GetDisplay();
display—>SetStatus(Lang::Strings::STANDBY);
display->SetEmotion("neutral");
display->SetChatMessage("system", "");

Alert 2°F + ®IF + BE U ERNNARIEST; DismissAlert R7E idle iTEIERT (HEERSEEHESHNERMT
).

2.6.10 ToggleChatState/StartListening/StopListening (658-668) — &iELZE A\

void Application::ToggleChatState() {
xEventGroupSetBits(event_group_, MAIN_EVENT_TOGGLE_CHAT);

}

void Application::StartListening() {
xEventGroupSetBits(event_group_, MAIN_EVENT_START_LISTENING);

b

void Application::StopListening() {
xEventGroupSetBits(event_group_, MAIN_EVENT_STOP_LISTENING);

¥

M—T—IEEMIEL, MENRE, MZH#. MCP TR, MukMERE@itGEHRE, BIEMNZEAE Handlex £
BEEREA LT,

2.6.11 HandleToggleChatEvent() (670-705)



void Application::HandleToggleChatEvent() {
auto state = GetDeviceState();

if (state == kDeviceStateActivating) {
SetDeviceState(kDeviceStateIdle);
return;

} else if (state == kDeviceStateWifiConfiguring) {
audio_service_.EnableAudioTesting(true);
SetDeviceState(kDeviceStateAudioTesting);
return;

} else if (state == kDeviceStateAudioTesting) {
audio_service_.EnableAudioTesting(false);
SetDeviceState(kDeviceStateWifiConfiguring);
return;

if (!protocol ) {
ESP_LOGE(TAG, "Protocol not initialized");
return;

if (state == kDeviceStateIdle) {
if (!protocol_->IsAudioChannelOpened()) {
SetDeviceState(kDeviceStateConnecting);
if (!protocol_->0OpenAudioChannel()) return;

s

SetListeningMode(aec_mode_ == kAecOff ? kListeningModeAutoStop :
kListeningModeRealtime);

} else if (state == kDeviceStateSpeaking) {
AbortSpeaking(kAbortReasonNone) ;

} else if (state == kDeviceStatelListening) {
protocol_->CloseAudioChannel();

B—TRRAEX RS E:

HEPRTS BT RE >

Activating BEHERBSFEE idle
WifiConfiguring HEMMHAERX (LM RENL)
AudioTesting BE M

Idle FIFFESEE + ¥ listening
Speaking $THT (abort)

Listening FRERXIRIGIE

SetListeningMode(aec_off ? auto : realtime) :

* 7 AEC: A AutoStop—it—aiEE TR (VAD I2Hl), THEFTHR;
* B AEC: H Realtime——rI DR BITARSS231R M, EKMUEWRITEBIE,

2.6.12 HandleStartListeningEvent / HandleStopListeningEvent (707-752)

3R ToggleChat ZBIEN RE:



o Start: M idle 3&## ManualStop &3 (H{EiR1E), M speaking B FFTI#H ManualStop;
e Stop: listening 7 — & SendStoplListening 43RS ME idle,

ManualStop BT #REWRIEMFE", RIITIRBES,

2.6.13 HandleWakeWordDetectedEvent() (754-794)

void Application::HandleWakeWordDetectedEvent() {
if (!protocol ) return;
auto state = GetDeviceState();

if (state == kDeviceStateIdle) {
audio_service_.EncodeWakeWord(); // * #ENIF 2215788 PCM 455 Opus EE&
if (!protocol_->IsAudioChannelOpened()) {
SetDeviceState(kDeviceStateConnecting);
if (!protocol_->OpenAudioChannel()) {
audio_service_.EnableWakeWordDetection(true); // WELI;
return;

s
auto wake_word = audio_service_.GetLastWakeWord();
#1if CONFIG_SEND_WAKE_WORD_DATA
// IPIRFETGHSER B4 L 1%, 1LARZS #3ATE T i) T %8 1]
while (auto packet = audio_service_.PopWakeWordPacket()) {
protocol_->SendAudio(std::move(packet));

¥
protocol_->SendWakeWordDetected(wake_word) ;
SetListeningMode(aec_mode_ == kAecOff ? kListeningModeAutoStop :
kListeningModeRealtime) ;

#else
play_popup_on_listening_ = true;
SetListeningMode(aec_mode_ == kAecOff ? kListeningModeAutoStop :
kListeningModeRealtime);

#endif

} else if (state == kDeviceStateSpeaking) {
AbortSpeaking(kAbortReasonWakeWordDetected) ;

} else if (state == kDeviceStateActivating) {
SetDeviceState(kDeviceStateldle); // BZHIHIEEE G FEVESEE

}

o EncodeWakeWord() : MAERIAZASKA T MRS ERET R WAL PCM Al E, MELHM Opus BE, MR
CONFIG_SEND_WAKE_WORD_DATA=y , ERIMERIFI —E—#E L1E, ARZEIBEMIRBIIEARIE,

o IHIEFINIRERIE = FTHT (XRLRAIEEE"TRUNE ETEIRIE) .

o HIEFINIREZIE = BUHBUEREE idle,

play_popup_on_listening_ X bool @M ERIRE: # listening JA7S/E HandleStateChangedEvent B 1%
popup B, MAREXERIE—FEFN EnableVoiceProcessing(true) KEEE ResetDecoder() IEBAFTIEZ, 12
BIBNESEERE. Xe—1" ERE4AEINFERIER /N5,

2.6.14 HandleStateChangedEvent() (796-854) — RS0 HIEGH{E”



void Application::HandleStateChangedEvent() {
DeviceState new_state = state_machine_.GetState();
clock_ticks_ = 0;

auto& board = Board::GetInstancel();
auto display = board.GetDisplay();
auto led = board.GetLed();
led—>0nStateChanged(); // (IsEZEiIE

switch (new_state) {
case kDeviceStateUnknown:
case kDeviceStateIdle:
display—>SetStatus(Lang::Strings::STANDBY);
display—>SetEmotion("neutral");
audio_service_.EnableVoiceProcessing(false);
audio_service_.EnableWakeWordDetection(true); // »* Ei/lEfEE
break;
case kDeviceStateConnecting:
display—>SetStatus(Lang::Strings::CONNECTING) ;
display->SetEmotion("neutral™);
display->SetChatMessage("system", "");
break;
case kDeviceStatelListening:
display—>SetStatus(Lang::Strings::LISTENING);
display->SetEmotion("neutral™);
if (!audio_service_.IsAudioProcessorRunning()) {
protocol_->SendStartListening(listening_mode_);
audio_service_.EnableVoiceProcessing(true); // * & AFE
audio_service_.EnableWakeWordDetection(false); // 07711250 5 #2215
¥
if (play_popup_on_listening_) {
play_popup_on_listening_ = false;
audio_service_.PlaySound(Lang: :Sounds::0GG_POPUP); // "/IT"
}
break;
case kDeviceStateSpeaking:
display—>SetStatus(Lang::Strings: :SPEAKING) ;
if (listening_mode_ != kListeningModeRealtime) {
audio_service_.EnableVoiceProcessing(false);
// Ei{& speaking th721F AFE I&fgia ("/\&EfE—TF"), (BA21F ESP-SR HJlkfiEis
audio_service_.EnableWakeWordDetection(audio_service_.IsAfeWakeWord());

}
audio_service_.ResetDecoder(); // jE//E1AZ1#ED
break;

case kDeviceStateWifiConfiguring:
audio_service_.EnableVoiceProcessing(false);
audio_service_.EnableWakeWordDetection(false);
break;

default:
break;

XEIBASEAMEEI=F RS (LED / Display / AudioService) HJFRRLMERE, BREEITEMEARZR TIMEZO:

o JREHE “what state am | in”;

e HandleStateChangedEvent & “what should | do when entering this state”;



o =NFEHZ (LED. Display. AudioService) & HSHHT,

VRS T 23R 27 ME—L, IRENIRIMIRIBTBAEX LR T —R U BFRE.

2.6.15 Schedule() (856-862) — H{EZFIEMEAF

void Application::Schedule(std::function<void()>&& callback) {
{
std::lock_guard<std::mutex> lock(mutex_);
main_tasks_.push_back(std::move(callback));
}
xEventGroupSetBits(event_group_, MAIN_EVENT_SCHEDULE);

o ZHi. push. MBI, ABRELL
TAATUREE task, BIFEELS;
o F{EIFEZI MAIN_EVENT_SCHEDULE HiittEEHEHIT.

EEORBLE" HBEEES LE-BRAE NE—AO. &S lambda AiERIEEIRFE.
2.6.16 HRIT AKX

AbortSpeaking(reason) : &MY abort HE.,

SetListeningMode(mode) : 2¥ mode [E1E SetDeviceState(kDeviceStateListening) ——IR7SH listener Sf&
HandleStateChangedEvent IEZSMAMEICH,

Reboot() :

void Application::Reboot() {
if (protocol_ && protocol_->IsAudioChannelOpened()) {
protocol_->CloseAudioChannel();
¥
protocol_.reset();
audio_service_.Stop();
vTaskDelay (pdMS_TO_TICKS(1000));
esp_restart();

B —> F 1% — if ESP-IDF 89 esp_restart() &1 SoC,
UpgradeFirmware(url, version) (890-940):

o VIEFEFHLR alert, BWEX

o tJ%| upgrading JAZ;

o 4#EHY PERFORMANCE;

o BIHENARS (TTERELE OTA R);

e I Ota::Upgrade(url, on_progress) [EF$EFE5R;
o RIN: BE; KW METMARS . FFINFE. .

WakeWordInvoke(wake_word) (942-986): ibFMERHE (3R, MCP TH) BHl—xiEE, ERNTEEMER LT,
BEMWIRSLIREA Schedule() 8—F,

CanEnterSleepMode() (988-1003): IR idle HEMEEX BEIMIRTH, TeELZEHREREE., HRFH

power_save_timer .,



SendMcpMessage (payload) (1005-1012):

void Application::SendMcpMessage(const std::string& payload) {
Schedule( [this, payload = std::move(payload)]() {
if (protocol ) {
protocol_->SendMcpMessage (payload);

# McpServer WHA—&AMTREBIN4ARSSEE. A Schedule() 2RTHELE, lambda #3KFH payload =
std::move(payload) 2 C++14 init capture, EHIENKFHE,

SetAecMode (mode) (1014-1039): ) AEC X EIR B ZSNIERECE + 24 Ul B + XA SHRIZMEE (ET—R
AR,

PlaySound(sound) (1041-1043): {&&%EEZ audio_service,

ResetProtocol() (1045-1054):

void Application::ResetProtocol() {
Schedule( [this] () {
if (protocol_ && protocol_->IsAudioChannelOpened()) {
protocol_->CloseAudioChannel();
¥
protocol_.reset();
) g

ZRBR TMERHRSERRIMNER (CEAERMIN. BEEARAFM OTA F).

2.7 AEREBIZORARCE



AR

C++11 magic static

std: :unique_ptr<Base>
std::function + lambda

std: :move

FreeRTOS EventGroup

FreeRTOS xTaskCreate / vTaskDelete
esp_timer EJHAERT

std: :mutex + lock_guard + unique_lock
C++ HIREZE + 25

MEEEN

RAII

JSON fi##r (cJSON)

bR R RiIF

extern "C"

S

HENIR]

]

SigH + I %%

W

2.8 ERAEMIZEIER

e app_main 30 T TI=14E

7 F

Application::GetInstance() &
protocol_ (Z&3EH) + ota_ (£mAEAHAR)
KEENEAEH. Schedule() PFAFI. init capture (C++14)
#%% unique_ptr<AudioStreamPacket> FFEHY
13 NEBHUIEEHED E/EER

BEEAES

1 EE

main_tasks_ BASUMRIF. “RFENH+THHNIT
Protocol . AudioCodec . Display. Led %
JRZSH listener

TaskPriorityReset . DisplayLockGuard
RITPREIEHIES

#if CONFIG_USE_DEVICE_AEC . #if
CONFIG_SEND_WAKE_WORD_DATA . #if
CONFIG_RECEIVE_CUSTOM_MESSAGE

app_main ¥Z& ESP-IDF
CheckNewVersion ZEif

InitializeProtocol RE new WS iF&E MQTT

o Application B8y 13 MEMHUIZENRMT A, WEHA. ERIFELLE

o Initialize B9 9 HHIAKINE, BE—FPER

e Run EEFNEGHD KU, RHAXM set (i + TEAG—LIE" AR EEEEAREH
o ActivationTask BIEB{TIHiAE (BIREF — RANE — BUED — YELEHN)

e |nitializeProtocol #J 8 M EliEELS

XETERERN—R

» HandleStateChangedEvent B8 MRE T =N F RGN ZATH2ARSEREREE

e Schedule() XMFINEN—FAEEE
o AEC #ERUNMARTE ListeningMode (auto vs realtime),

NEESNRRERE

TN E D VP TR

T—Z#H N device_state_machine.{h,cc}, IEXERSHASMEIFF.



% 3 E iﬁ%“ﬁi\t\*ﬂ;: device_state.h + device_state_machine. {h,cc}

= XEINEESE 261 17, RENMBN AKITIEIEE S, AEIBKESKE, SFEHRR. WRENG . ZEZ2IR
it. # Application [EAFBEIEE,

3.1 =X HRIRE

X 1TE BE

device_state.h 17 HE—1 enum DeviceState, 11 ME
device_state_machine.h 83 SRS LR
device_state_machine.cc 161 RS (BBiRk + MREBEH)

FHLIE enum BIRIFDL? EAERZHMA R enum A StateMachine (Eb# application.h H
GetDeviceState() IREIZEEIHAZEE enum, F4&8 include A StateMachine) ——&/Ivt kST,

N MRS EE

3.2 device_state.h

enum DeviceState {
kDeviceStateUnknown,
kDeviceStateStarting,
kDeviceStateWifiConfiguring,
kDeviceStateIdle,
kDeviceStateConnecting,
kDeviceStatelListening,
kDeviceStateSpeaking,
kDeviceStateUpgrading,
kDeviceStateActivating,
kDeviceStateAudioTesting,
kDeviceStateFatalError




B aX BENEFHA
Unknown W new Hi3E, MR T JRSHAIAE, ILEIR#EEAAL Starting
Starting B NVS EFIAL. BRBEF, FME
e — - BEE AP S FF BIUFi, FFPEFH/MH
WifiConfiguring WiFi Bgi e 1 SSID + B
Idle 5N, ZE0EFEE, PIDAURER
; x5 OpenAudioChannel() FEIWK
t ESEE
Connecting FEESmEE 2] OnConnected Z i
Listening IR P iRiE MIC FF. AFE 432, Opus %wt3. Lf%
Speaking REWIE (B TTS) W& T3 Opus. MERS. 12S IR\
Upgrading FRA OTA THIEH 3 T assets.bin
ActivationTask . BREG
Activating BUEH 8 ActivationTask (FIEH, Smila
)
HIE R EE, & MIC/EID\iE
AudioTesting B %i@ﬂlﬁ] RERBEN, & MIC/IE
TE
FatalError HanEiR BERE——BHANBHEARE

AR EMNIE: Google C++ MIBHI k BIZE + CamelCase, ENINE enum XA R,

3.3 device_state_machine.h ;EHH
SR 83 (TEAS 1 B3IAN. XBRAXERIT

3.3.1 AFEO

DeviceState GetState() const; // EHBAE
bool TransitionTo(DeviceState new_state); // Eidt]k
bool CanTransitionTo(DeviceState target) const; // IR BEYIIE

using StateCallback = std::function<void(DeviceState, DeviceState)>;
int AddStateChangelListener(StateCallback callback); // iz, & id
void RemoveStateChangelListener(int listener_id); // ¥ id Ef
static const charx GetStateName(DeviceState state); // Fil#TH]

3.3.2 ThBRG

std::atomic<DeviceState> current_state_{kDeviceStateUnknown};
std::vector<std::pair<int, StateCallback>> listeners_;

int next_listener_id_{0};

std::mutex mutex_;

RITER:

1. RSB H std::atomic<DeviceState> HIEHK—IF GetState() AP, FFEE, EEEZEEESINE,
2. BEIFESIRF mutex {RIF, ENEIELIEHRMN/ MR,
3. l5IFE ID B— 1 BB, MKITERNRE id; BERETIR id fl, XFh 1D B LEEEREIEH/lambda hash BIE,



4. StateCallback 2 std::function<void(old, new)> —XZEE, EIFRIETAZ lambda. BJAEZ bound
member function, AJAZE @R EIE .

3.3.3 W EAE

bool IsValidTransition(DeviceState from, DeviceState to) const;
void NotifyStateChange(DeviceState old_state, DeviceState new_state);

EIREENR + BAMERTE.

3.4 device_state_machine.cc iZEﬁTﬁ:ﬁg
341 REBFFBRER (9-22 17

static const char* const STATE_STRINGS[] = {
"unknown", "starting", "wifi_configuring", "idle", "connecting",
"listening", "speaking", "upgrading", "activating", "audio_testing",
"fatal_error", "invalid_state"

IoE

N MRS 1 NFRFE, BIN—T invalid_state SEIE.

const charx DeviceStateMachine::GetStateName(DeviceState state) {
if (state >= 0 && state <= kDeviceStateFatalError) {
return STATE_STRINGS [state];
+
return STATE_STRINGS [kDeviceStateFatalError + 1];

BFERBRIEE: M EFEFREIRAEE, UMY L TREE, & enum EKIAM 0 FFIRIBEIE, FRIA
static_cast<int>(kDeviceStateFatalError) FiZ 10, T4rEXZ] STATE_STRINGS[10] = "fatal error" ,

3.4.2 §EFERR (34-102 17) — BTRESHAIZLC



bool DeviceStateMachine::IsValidTransition(DeviceState from, DeviceState to) const {
if (from == to) return true; // K RS AEER no—op

switch (from) {
case kDeviceStateUnknown:
return to == kDeviceStateStarting;

case kDeviceStateStarting:
return to == kDeviceStateWifiConfiguring ||
to == kDeviceStateActivating;

case kDeviceStateWifiConfiguring:
return to == kDeviceStateActivating ||

to == kDeviceStateAudioTesting;

case kDeviceStateAudioTesting:
return to == kDeviceStateWifiConfiguring;

case kDeviceStateActivating:

return to == kDeviceStateUpgrading ||
to == kDeviceStatelIdle ||
to == kDeviceStateWifiConfiguring;

case kDeviceStateUpgrading:
return to == kDeviceStatelIdle ||
to == kDeviceStateActivating;

case kDeviceStateldle:

return to == kDeviceStateConnecting ||
to == kDeviceStatelListening ||
to == kDeviceStateSpeaking | |
to == kDeviceStateActivating ||
to == kDeviceStateUpgrading ||
to == kDeviceStateWifiConfiguring;

case kDeviceStateConnecting:
return to == kDeviceStatelIdle ||
to == kDeviceStatelListening;

case kDeviceStatelListening:
return to == kDeviceStateSpeaking ||
to == kDeviceStatelIdle;

case kDeviceStateSpeaking:
return to == kDeviceStatelListening ||
to == kDeviceStateldle;

case kDeviceStateFatalError:
return false; // k EEFELE

default:
return false;

BB R SHERER B RE:



1

| Unknown |
L_____T_____J
v
1
| Sstarting |
Y
||
| o |
v v
| | | |
| wifiConfiguring |<—] Activating |
| | |
| <>AudioTesting | |
| | | | | |
| |
L______I r____J
v v
[ |
| Upgrading | — ?
I |
v
| |
| Idle | -
B e e B |
| |
— | | L——Activating
v v Vv Upgrading

Connecting Listening Speaking
| | |
L Listening<—!

| | a
| v |
Speaking

(Idle «— Listening / Speaking)

—
| FatalError| -— Faiths (BRBEEINIAXXE)
_— (EZBIRTS)

1. R ABEHA FatalError IBRE—XMRSERBEHREXEBEINZHEET, BRAMERBN HASMBIITE
FHkEDO,

. Midle HORZ——idle 2F/OMEA, 6 fEEEM.,

. listening = speaking AIIAIR@B—3354THr (RIERTHERMREE# listening) FIEINTIFE,

. WifiConfiguring #1 AudioTesting EEtl— R T EMIT ZEZNNiFE.

. Activating — WifiConfiguring: BUERMRLMEEESR/T, BIEZEHEM.

. Upgrading — Activating: FREMERIEEILEE,

O o~ WDN

RIS B—RRERMASERRLEES MRARRFMTEMES ., EABSRRERERX—KRANT.

3.4.3 TransitionTo 3EI (108-1311T)



bool DeviceStateMachine::TransitionTo(DeviceState new_state) {
DeviceState old_state = current_state_.load();

if (old_state == new_state) return true; // [EAZ no-op

if (!IsValidTransition(old_state, new_state)) {
ESP_LOGW(TAG, "Invalid state transition: %s —> %s",
GetStateName(old_state), GetStateName(new_state));
return false;

current_state_.store(new_state);
ESP_LOGI(TAG, "State: %s —> %s",
GetStateName(old_state), GetStateName(new_state));

NotifyStateChange(old_state, new_state);
return true;

1. current_state_.load() atomic iE, FHi;

2. BUIRSEIEMIN— Application::SetDeviceState(state) REEEIRE, BWHREEITHENALALLCHE;

3. BEMEEAED: T WARN BiE. R[E false (AEAMNZBCEREE, BRABEASHINAMMEE—REANE
ERLR SRR 221D application.cc 1&iHHFRY, BEIMEEZHE bug);

4. current_state_.store(new_state) atomic 5;

5.#T INFO HE, iE&"X —>Y";

6. 78 NotifyStateChange JBHEINAITE .,

BEFROE: 51 5EME 4 $E 2|6, vsEERINESHE TransitionTo, 1BRINEEJLFFRHE SetDeviceState i
FB#HMEEREF L TXE (@Y Schedule()), FAIUEFRASERNH K., BNMEH %, atomic B load/store BASHIN " #iZ
&,

3.4.4 SIrEEM (133-146 17)

int DeviceStateMachine: :AddStateChangeListener(StateCallback callback) {
std::lock_guard<std::mutex> lock(mutex_);
int id = next_listener_id_++;
listeners_.emplace_back(id, std::move(callback));
return id;

void DeviceStateMachine::RemoveStateChangeListener(int listener_id) {
std::lock_guard<std::mutex> lock(mutex_);
listeners_.erase(
std::remove_if(listeners_.begin(), listeners_.end(),
[listener_id] (const auto& p) { return p.first == listener_id; }),
listeners_.end());

2 #p erase-remove idiom—— std::remove_if IBAHESEENTREIIHN. EMOTRBREKRE, REFNEERE
RO 2R, SIS erase EIEHIRERE,

emplace_back(id, std::move(callback)) EIZTE vector KEMUAIE— pair<int, StateCallback>, D—&
EI,



3.4.5 BHMKIFE (148-161 1T) — ERHiIRER, BREHEsEH

void DeviceStateMachine::NotifyStateChange(DeviceState old_state, DeviceState new_state) {
std::vector<StateCallback> callbacks_copy;

{
std::lock_guard<std::mutex> lock(mutex_);
callbacks_copy.reserve(listeners_.size());
for (const auto& [id, cb] : listeners_) {
callbacks_copy.push_back(cb);
¥
¥

for (const auto& cb : callbacks_copy) {
cb(old_state, new_state);
}

RERSHRERPNRT:

o F—E: EB. EF—MAAERIAZIAHE vector, KB

o FEIE: EREHNERTEMERER.
NAAREESFHIENE? RAEEERTEERHNIRSHL (EE20i8 AddStateChangelListener T TransitionTo), ®i&
Boe#iBS (mutex RETEN), EFl—MERKS, EEEMEED.

K BRRETEESI N std::function WHR, BIXE N —fERHE 1-2 1 (LRt Application BERBE— SR
), KNaTZEg,

MRMBRBRITERS, AIAR shared_ptr<vector> Y copy-on-write ffift, XBiZHE—EBEMRTE.

for (const auto& [id, cb] : listeners_) FB C++17 &MY ERTT pair,

3.5 llk,’ﬁ,ﬁm,’ﬁﬁ?& Application m'?
EIFsE 2 BRI RER, SBERIER:

3.5.1 FMIEIrE (application.cc:89-91)

state_machine_.AddStateChangeListener([this] (DeviceState old_state, DeviceState new_state) {
xEventGroupSetBits(event_group_, MAIN_EVENT_STATE_CHANGED) ;
});

Application RE—MNRIFE—MBEEHMINSRER S set — MBI, BEMEIER (54T, B35ES. Rl U #
7£ HandleStateChangedEvent BMAEIFMEIF L TXH,

XM RITE REEES. MEERRITRRSTEEERESERBAM AL BB XE,

3.5.2 EITIRETM (application.cc:57-59)

bool Application::SetDeviceState(DeviceState state) {
return state_machine_.TransitionTo(state);

I



HE trampoline, HESMETEA. IRE false RV E A check (&EERBFEERIE).

3.5.3 £IiH#Y SetDeviceState AAFE

FEIE Ffta
application.cc::Initialize Ffk kDeviceStateStarting
HandleNetworkConnectedEvent kDeviceStateActivating (FFHAEUE)
HandleActivationDoneEvent kDeviceStateIdle (BUESTHIFHL)

kDeviceStateUpgrading / kDeviceStateActivating

CheckAssetsVersion s
(F&ER)

HandleToggleChat/StartListeningEvent
99 d kDeviceStateConnecting (EZ5iEE)

(£ Idle BF)
OnIncomingJson tts:start kDeviceStateSpeaking
OnIncomingJson tts:stop kDeviceStateIdle 5f kDeviceStatelListening
OnAudioChannelClosed kDeviceStateIdle (@&ERTT [EFFHN)
HandleErrorEvent kDeviceStateIdle (HEEEI#FHL)
SetListeningMode kDev%ceStateLisFehing

(8/Ri% mode i listening)
HandleStopListeningEvent (7£ Listening AY) kDeviceStateIdle
HandleWakeWordDetectedEvent (£ Activating AT) kDeviceStateIdle (BUHEEGE)
UpgradeFirmware kDeviceStateUpgrading

BTSN EEBRRIEN . EBIGEEIE SetDeviceState(...) BEIFIZE 3.4.2 THKEIRR, W— T "HWEE
M. BERREEAR”.

3.6 REHABIRIRATE



AR

enum + GRAE

std: :atomic<T>

std:: function<> + lambda
std::vector<std::pair<id, callback>>
std::mutex + std::lock_guard
erase-remove idiom

C++17 EHILHRE

switch case SiEHRRK

fE8iEEE

BEERE

EIRZ no-op

ESP_LOGI/W

7 F
PR
THIREES
BIFEENE
WIFER
BIFERER
MkREEE id
for (const auto& [id, cb] : listeners_)
RS
BH1E mutex EAN
FatalError
BE set FEEMA
fnfE ESP-IDF B, RSEAEEAIR

3.7 —RHUEAE (FBIREFBFER)

$T7F ESP-IDF monitor, [EEER—R (R—a"RiF)NE", KEEZ) SEIAMSFIPRESES:

HoH H H H -

>> {REF/INE
I StateMachine: State: listening —>
<< 1R%F, B AFILABIREY?

StateMachine: State: unknown —> starting
StateMachine: State: starting —> activating
StateMachine: State: activating —> idle
Application: Wake word detected: R
StateMachine: State: idle —> connecting
StateMachine: State: connecting —> listening

FNE

speaking

I StateMachine: State: speaking -> idle (lRS8 A tts:stop)

HFE bug WRFEERX—ITAE—IRERZFEME, MBRSHEERIE,

3.8 ERAEMIIXEIER

o N PREBERRMA

. .:.;f’ﬁé?ﬁ&%% (BERBET)

o REMAMHLA atomic + BREIEEE
o WIFETIRF erase-remove + id BIE

(HRERE + BREN)

o Application HE—RIUEITE M ENEREHAXMHEE, BIFRHEEERE
o FEF|—1T State: X —> Y HEXNEIE T, HandleStateChangedEvent &{{+4

T—&E# AN audio/ FEAR
i8/AFE/codec S£I) ,

BINTEHREZR. BEFIMENEESD (686 789 audio_service.cc + ZFIRHES



% 4 E %551?/%2%: main/audio/

XEENIEREREIR (3338 17) ., AESIEEAKIBRIETS/NTIERHER, BEXGREF
audio_service.cc (686 1T, FXE), REH=TIZFR: AudioCodec . AudioProcessor . WakeWord AJi%it
5B (KL (AFE / ESP-SR / Custom),

4.1 BF RGBS

main/audio/ BIXMHHY (BEH 1 BT, XERIXL) :

audio/

— audio_codec.{cc,h} BHSFMIMIHREE (125 + B8 + 1BH)
— audio_service.{cc,h} * BEMESEIEE (AEXMHH, 686+160 17)
— audio_processor.h AIIRALEER SR (AFE/ )

— wake_word.h MRER AR N ER MR

— codecs/ I2S codec AN (ES8311/ES8388/dummy/no_audio..)
— processors/ AFE SZIT + @R

| — afe_audio_processor.cc ESP-SR AFE: [&I% + AEC + VAD

| | no_audio_processor.cc FTAEEE

| L— audio_debugger.cc BERE PCM 3K%] UDP ARSSLAEEANIT

— wake_words/

| — afe_wake_word.cc BT ESP-SR AFE ARIM:fEE (S3/P4)

| | custom_wake_word.cc HF ESP-SR multinet (S3/P4 IR
| L— esp_wake_word.cc 2208 (3 Z/EH)

L— README.md

4.1.1 BIREBURR



I I
| MIC | ———

L— 1 16 kHz

|
AudioCodec |
(input) |

|

|
| vector<int16_t>

v
T 1
| AudioInputTask | « REMRAE
L |
T
|
T T 1
v v v
WakeWord AudioProcessor  AudioTestingQueue
(AFE) (AFE/no) (EIRCMRRRE )
8 8
A HE1E OnOutput PCM

v
PushTaskToEncodeQueue

v
audio_encode_queue_ <+————

v |
| | |
| OpusCodecTask]|
| | |
T
| Opus %% T wait
v | condvar

audio_send_queue_

v
on_send_queue_available

|
|
E4E5F MAIN_EVENT_SEND_AUDIO
|
v

protocol_->SendAudio() - W%

Mz —- protocol_ on_incoming_audio — PushPacketToDecodeQueue
v
audio_decode_queue_
v OpusCodecTask f#H3
audio_playback_queue_
v AudioOutputTask
AudioCodec (output) - I2S - [N\

5 NEAFI GEFEN audio_service.h):



FAZ AE EBR EimE HEE

. AudiolnputTask /
) AudioTask (PCM + .
audio_encode_queue_ " N 2 F5% AudioProcessor [g] OpusCodecTask
KR 4+ IFEE) 7
i

: AudioStreamPacket 40 £ Application E1EHF —
audio_send_queue_ OpusCodecTask
(Opus payload) (2400/60) protocol
: AudioStreamPacket protocol
audio_decode_queue_ 40 & ) ) . OpusCodecTask
(Opus) on_incoming_audio
audio_playback_queue_ = AudioTask (PCM) 2 F5% OpusCodecTask AudioOutputTask

AudiolnputTask (il = EnableAudioTesting(false)
WAE) A EI;E# decode FAZIEIRL

audio_testing_queue_ AudioStreamPacket  HY{<_LE[R 10s
encode/playback FRE| 2 BEENZ—ANRAEHFL; send/decode A Opus {&FR/N, BT 40 DAIA,
4.1.2 =¥ RTOS 5

AudioService::Start() # 3 /> task:

Task REkEk HmAD #hiz A&
6 KB core 0
8 dec i€ PCM, [B4AMAES
audio_input =) (USE_AUDIO_PROCESSOR) /  (USE_AUDIO_PROCESSOR) / %g_;;;;%;m\ ﬂ"}\; o
= ake () e e S
M
audio_output 4 4 KB/ 2KB 48 audio_playback_queue_
EX PCM, F codec
2 BRI ERIBFMEBHRDAE,
d 26 KB 48
optis—codec (fE6) BB

Fft4 input . codec 1§?

o input 2XHHEMH 10: DMA EHBEER, NETRESY WS RIL G
o codec £55 CPU &, M4RIBAETS: {8 Opus M Z[8);%%H ™1& deadline, 12—=AFITKME
4 CPU £5 input S1¥.

LEMMAR, 1k

xTaskCreatePinnedToCore(..., 0) : i input 45Zl core 0, S3 4%, core 0 #BSERF, core 145 Wi-Fi / LVGL, iX
=BRANEENELFE.

41.3 =1MEMH (audio_service.h)

#define AS_EVENT_AUDIO_TESTING_RUNNING (1 << 0)
#define AS_EVENT_WAKE_WORD_RUNNING (1 << 1)
#define AS_EVENT_AUDIO_PROCESSOR_RUNNING (1 << 2)
#define AS_EVENT_PLAYBACK_NOT_EMPTY (1 << 3)

AudioInputTask xEventGroupWaitBits HFX={IFEE—TEMNT LI SNXKAEER (RF CPU),
Application i®i¥ EnableWakeWordDetection / EnableVoiceProcessing / EnableAudioTesting HJ#iXLE(i,

4.1.4 5553 BHIENE



struct AudioServiceCallbacks {

std::function<void(void)> on_send_queue_available; // Opus Bt
std::function<void(const std::string&)> on_wake_word_detected;
std::function<void(bool)> on_vad_change; // VAD XZ (1%13/ i)
std::function<void(void)> on_audio_testing_queue_full; // JidfAZl#

3

B/—7#3IN Application FEH—1THEMMU (WE2EFE 24 7).,

4.2 audio_service.cc E@ﬁﬁ#ﬂe’i
4.2.1 19i& + 71 (21-29 17)

AudioService: :AudioService() {
event_group_ = xEventGroupCreate();

AudioService::~AudioService() {
if (event_group_ '= nullptr) {
vEventGroupDelete(event_group_);

RESE—RE/MBHE. Opus FmFIGHFNLIPRES Initialize 7 EIE (FSTANE codec HIRIFR),

4.2.2 Initialize(codec) (32-74 17) R NEFIRKE

void AudioService::Initialize(AudioCodec* codec) {
codec_ = codec;
codec_->Start();

opus_decoder_ = std::make_unique<OpusDecoderWrapper>(codec—>output_sample_rate(), 1,
OPUS_FRAME_DURATION_MS);

opus_encoder_ = std::make_unique<OpusEncoderWrapper>(16000, 1, OPUS_FRAME_DURATION_MS);
opus_encoder_->SetComplexity(0);

e 25 codec (FF I2S &iE);

e new Opus #5288, RIEFZHIR codec HIHXITF (BRIA 24 kHz 3§ 16 kHz, IZIRF);

» new Opus #@t828, EE 16 kHz (BIARBEERL— 16 kHz, AFE thiZ 16 kHz Hitd) ;

o SetComplexity(o) IBERERIRIE—ESPI2 EHER, ERES THRATIR, Opus 1t —REFHEFIHRT
AT,

if (codec—>input_sample_rate() != 16000) {
input_resampler_.Configure(codec—>input_sample_rate(), 16000);
reference_resampler_.Configure(codec—>input_sample_rate(), 16000);

AR codec MIAMRE 16 kHz (RLERKH RTHF 48 kHz &), MECEERIEZR. Reference BiERM—3—IEEIRT
HEISEEStHEERE.



#if CONFIG_USE_AUDIO_PROCESSOR

audio_processor_ = std::make_unique<AfeAudioProcessor>();
#else

audio_processor_ = std::make_unique<NoAudioProcessor>();
#endif

audio_processor_->0nOutput([this] (std::vector<intl6_t>&& data) {

Dk

audio_processor_->0nVadStateChange( [this] (bool speaking) {
voice_detected_ = speaking;
if (callbacks_.on_vad_change) {
callbacks_.on_vad_change(speaking);
¥
B)E

RECLESR—IRRmIFERTUE AFE sicabiE, AT ENEER:

e OnOutput : ZbIEERNITHEFE PCM — EHIZHERIRIZIAGI;
e OnVadStateChange : ZIEZROMENRIE/ B — BPH LR,

esp_timer_create_args_t audio_power_timer_args = {
.callback = [](void* arg) {
AudioServicex audio_service = (AudioServicex)arg;
audio_service—>CheckAndUpdateAudioPowerState();
T
.arg = this,
.dispatch_method = ESP_TIMER_TASK,
.name = "audio_power_timer",
.skip_unhandled_events = true,
1
esp_timer_create(&audio_power_timer_args, &audio_power_timer_);

PushTaskToEncodeQueue (kAudioTaskTypeEncodeToSendQueue, std::move(data));

BTN timer—FHAMIEZ e NAWI" Sob —REIRETE”, #3156 WM BzXH 1°S BEEHE.

CheckAndUpdateAudioPowerState 1 4.2.16 ¥,

4.2.3 start() (76-118 1T) — EB=MESH



void AudioService::Start() {

service_stopped_ = false;

xEventGroupClearBits(event_group_, AS_EVENT_AUDIO_TESTING_RUNNING |
AS_EVENT_WAKE_WORD_RUNNING | AS_EVENT_AUDIO_PROCESSOR_RUNNING) ;

esp_timer_start_periodic(audio_power_timer_, 1000000);

#if CONFIG_USE_AUDIO_PROCESSOR
xTaskCreatePinnedToCore( [](void* arg) {
AudioServicex audio_service = (AudioServicex)arg;
audio_service—>AudioInputTask();
vTaskDelete(NULL);
}, "audio_input", 2048 x 3, this, 8, &audio_input_task_handle_, 0);

xTaskCreate([] (void* arg) { ...—>AudioOutputTask(); ... },
"audio_output", 2048 x 2, this, 4, &audio_output_task_handle_);
#else
/! EWERN—=. 7%
#endif
xTaskCreate([](void* arg) { ...->OpusCodecTask(); ... },
"opus_codec", 2048 x 13, this, 2, &opus_codec_task_handle_);
¥
g/l\\

ERHE=TEMHIEE, MIBREHAMAIA—=FLEEX enable;

BENESAINFE timer FEHA 1s;

o EB=MESE (EEMRA/IV: input 6 KB / codec 26 KB / output 4 KB——codec AZF N Opus REZBRIBEER
DIGESER) ;

o 2B lambda X xTaskCreate N[O, f& this # arg, ESH5EECD vTaskDelete(NULL) .

4.2.4 stop() (120-133 1T EIRTERAT + IREEFREFHZE

void AudioService::Stop() {
esp_timer_stop(audio_power_timer_);
service_stopped_ = true;
xEventGroupSetBits(event_group_, AS_EVENT_AUDIO_TESTING_RUNNING |
AS_EVENT_WAKE_WORD_RUNNING |
AS_EVENT_AUDIO_PROCESSOR_RUNNING) ;

std::lock_guard<std::mutex> lock(audio_queue_mutex_);
audio_encode_queue_.clear();
audio_decode_queue_.clear();
audio_playback_queue_.clear();
audio_testing_queue_.clear();
audio_queue_cv_.notify_all()

’

}
B zak:
e service_stopped_ = true #i%L;

o REIE=NBMUNL set —IB——XEiILFTE xEventGroupWaitBits AY input task ITZIRE, &I
service_stopped_ f& break;



e [EF notify_all 3E-£7E condvar £/ output/codec {FEHIREE, B1] wait iBIFEtHEE service_stopped_

“BEERIEIBESINTSERIUEE, XEILEMBERBIZIAEIZEL” 2 RTOS BRMAEENNINEELR,
4.2.5 ReadAudioData() (135-188 1T) —— M codec %, IRFEXRE. FEE
XEMBEBAHEEFMNSA—AD, # input task ZREH,

bool AudioService::ReadAudioData(std::vector<intl6_t>& data, int sample_rate, int samples) {
if (!codec_—>input_enabled()) {
esp_timer_stop(audio_power_timer_);
esp_timer_start_periodic(audio_power_timer_, AUDIO_POWER_CHECK_INTERVAL_MS x 1000);
codec_—>EnablelInput(true);

$E—E: MR codec WMARKH (ZRIRINFERIEXT), WEEMFENR; BRHEINFE timer 2L 1 IR (EHRNE

IMEHE)

if (codec_—>input_sample_rate() !'= sample_rate) {
data.resize(samples * codec_—>input_sample_rate() / sample_rate * codec_-
>input_channels());

if (!codec_->InputData(data)) return false;

R codec REFIIFRINA—E, iR codec [RAERFERILBHEAL, ZFBERES 16 kHz,



if (codec_->input_channels() == 2) {
// # MIC 7] reference g, #HIERE
auto mic_channel = std::vector<intl6_t>(data.size() / 2);
auto reference_channel = std::vector<intl6_t>(data.size() / 2);
for (size_t i =0, j = 0; i < mic_channel.size(); ++i, j += 2) {
mic_channel[i]l = dataljl;
reference_channell[i] = datalj + 1];

}
auto resampled_mic = std::vector<intl6_t>
(input_resampler_.GetOutputSamples(mic_channel.size()));
auto resampled_reference = std::vector<intl6_t>
(reference_resampler_.GetOutputSamples(reference_channel.size()));
input_resampler_.Process(mic_channel.data(), mic_channel.size(),
resampled_mic.data());
reference_resampler_.Process(reference_channel.data(), reference_channel.size(),
resampled_reference.data());
// 380 [mic, ref, mic, ref, ...]
data.resize(resampled_mic.size() + resampled_reference.size());
for (size_t i =0, j = 0; i < resampled_mic.size(); ++i, j += 2) {
datalj] = resampled_mic[il;
datalj + 1] = resampled_referencel[il;
}
} else {
// EiEE: BEEERE
auto resampled = std::vector<intl6_t>
(input_resampler_.GetOutputSamples(data.size()));

input_resampler_.Process(data.data(), data.size(), resampled.data());
data = std::move(resampled);
}
} else {
data.resize(samples * codec_->input_channels());
if (!codec_—>InputData(data)) return false;

last_input_time_ = std::chrono::steady_clock::now();
debug_statistics_.input_count++;

#if CONFIG_USE_AUDIO_DEBUGGER
if (audio_debugger_ == nullptr) {

audio_debugger_ = std::make_unique<AudioDebugger>();
}
audio_debugger_-—>Feed(data);
#endif

return true;

KR

o WiBE = EZ%RNX + B (refrence), CIZBEZEIPN\INAME, AEC BIEEETHIE”NIZ B\ T 1+
VN

s BEBIRFIZARZ (FTIEMEHR AEC);

o BT BIAKRZ interleaved (X58), AFE B2&EF:

e last_input_time_ £3I03%E timer F;

e AudioDebugger 7£ CONFIG_USE_AUDIO_DEBUGGER=y BTiB/Ri4 PCM % UDP &%, HERNH
scripts/audio_debug_server.py ZUWKITRE,

4.2.6 AudioInputTask() (190-257 1T) — BAESER/F



void AudioService::AudioInputTask() {

while (true) {
EventBits_t bits = xEventGroupWaitBits(event_group_, AS_EVENT_AUDIO_TESTING_RUNNING |

AS_EVENT_WAKE_WORD_RUNNING | AS_EVENT_AUDIO_PROCESSOR_RUNNING,
pdFALSE, pdFALSE, portMAX_DELAY);

o clearOnExit=pdFALSE : FBM—ES TRERTEEIIRS (BHUFRT EXNE”, " —R4E
%) ;
e waitForAll=pdFALSE : {F&E—\IENE];

o AEFEEMEL,

if (service_stopped_) break;
if (audio_input_need_warmup_) {

audio_input_need_warmup_ = false;
vTaskDelay (pdMS_TO_TICKS(120));
continue;

warmup (BE#l) B%E: WILDF listening BYZ R XRIESE, Bl 120ms AIgEE AESE (DMA EHHIE), ER—TiEiEH
RETERBIE,

if (bits & AS_EVENT_AUDIO_TESTING_RUNNING) {
if (audio_testing_queue_.size() >= AUDIO_TESTING_MAX_DURATION_MS /

OPUS_FRAME_DURATION_MS) <{
ESP_LOGW(TAG, "Audio testing queue is full, stopping audio testing");
EnableAudioTesting(false);
continue;
¥
std::vector<intl6_t> data;
int samples = OPUS_FRAME_DURATION_MS * 16000 / 1000;
if (ReadAudioData(data, 16000, samples)) {
if (codec_—>input_channels() == 2) {
auto mono_data = std::vector<intl6_t>(data.size() / 2);
for (size_t i = 0, j = 0; i < mono_data.size(); ++i, j += 2) {
mono_datalil = datalj];

¥

data = std::move(mono_data);
¥
PushTaskToEncodeQueue(kAudioTaskTypeEncodeToTestingQueue, std::move(data));
continue;

BINRAAER . REZ 10 ¥ PCM, ZRAk Opus #E testing FAFI, ECMATHZ BOOT MK, BiR—RXKiE, XAHER
Il decode BAFIEIN—X AP REITEN" £ e M-IV & 7%,



if (bits & AS_EVENT_WAKE_WORD_RUNNING) {
std::vector<intl6_t> data;
int samples = wake_word_-—>GetFeedSize();
if (samples > 0) {
if (ReadAudioData(data, 16000, samples)) {
wake_word_—>Feed(data);
continue;

s

if (bits & AS_EVENT_AUDIO_PROCESSOR_RUNNING) {
std::vector<intl6_t> data;
int samples = audio_processor_->GetFeedSize();
if (samples > 0) {
if (ReadAudioData(data, 16000, samples)) {
audio_processor_->Feed(std: :move(data));
continue;

XERTRENMER:

o testing 5T MREEE (MR T ASRURIRER) ;
o MERFHMERER——RRAFA—T. TR RAFIREEE; # listening [FXMREET, FF0IEER; speaking k4t
25, (AFE BY) AVFIREEISAQMITER,

GetFeedSize() HANMAMHIREIECEEMFEARE (chunk size, Ul AFE —B4EE 16ms = 256 §£745/16 kHz) ., Read 2
D feed ZV—RFRBHIBELAIRE.

ESP_LOGE(TAG, "Should not be here, bits: %1x", bits);
break;

¥
ESP_LOGW(TAG, "Audio input task stopped");

WR=TMUERRINERR, THEEASHEL—RELETREXE,

4.2.7 AudioOutputTask() (259-293 1T7) — FHT2EHEM



void AudioService::AudioOutputTask() {
while (true) {
std::unique_lock<std::mutex> lock(audio_queue_mutex_);

audio_queue_cv_.wait(lock, [this]() { return 'audio_playback_queue_.empty() ||
service_stopped_; 1});

if (service_stopped_) break;

auto task = std::move(audio_playback_queue_.front());
audio_playback_queue_.pop_front();
audio_queue_cv_.notify_all();

lock.unlock();

if (!codec_->output_enabled()) {
esp_timer_stop(audio_power_timer_);
esp_timer_start_periodic(audio_power_timer_, AUDIO_POWER_CHECK_INTERVAL_MS x
1000);

codec_->EnableOutput(true);

s
codec_—>OutputData(task->pcm);

last_output_time_ = std::chrono::steady_clock::now();
debug_statistics_.playback_count++;

#if CONFIG_USE_SERVER_AEC
if (task->timestamp > 0) {
lock. lock();
timestamp_queue_.push_back(task—>timestamp);

#endif

I
ESP_LOGW(TAG, "Audio output task stopped");

o BA&MTE audio_queue_cv_ MAEREHE—FEFES"EAFIFEE"XFBIE;

e wait #9lambda iBiFE C++11 condition_variable HIIEEFRE (RERKRERS);

o EVZ task M ZIFEME—— codec_—>OutputData() ZPEZE 12S 5, AIEEE/L T2, TRESHH

o 12S MLIRFFE, HAINF timer IniF;

o #if CONFIG_USE_SERVER_AEC : fR%523 AEC R TIEX—MiRATEEICRE TR, F TR input BYEEXS & Bl—HhR
SREXF M EBHMEEEROBARRIEE CRIARN TTS,

4.2.8 opusCodecTask() (295-372 1T) — M @‘RREIS

void AudioService::0pusCodecTask() {
while (true) {
std::unique_lock<std::mutex> lock(audio_queue_mutex_);
audio_queue_cv_.wait(lock, [this]() {
return service_stopped_ ||

('audio_encode_queue_.empty() && audio_send_queue_.size() <
MAX_SEND_PACKETS_IN_QUEUE) ||

('audio_decode_queue_.empty() && audio_playback_queue_.size() <
MAX_PLAYBACK_TASKS_IN_QUEUE) ;

Dk

if (service_stopped_) break;

FUEENFEA=E—:

o IRBET



o BHEMI: encode BAFIIEZT H send FAFIIEH;
o fEREMI: decode PAFIFEZ B playback PAFIE#

send/playback &i# X—RKIRIUEASTIREIR—EE (back pressure)

if ('audio_decode_queue_.empty() && audio_playback_queue_.size() <
MAX_PLAYBACK_TASKS_IN_QUEUE) {

auto packet = std::move(audio_decode_queue_.front());
audio_decode_queue_.pop_front();
audio_queue_cv_.notify_all();

lock.unlock();

auto task = std::make_unique<AudioTask>();
task->type = kAudioTaskTypeDecodeToPlaybackQueue;
task—>timestamp = packet->timestamp;

SetDecodeSampleRate(packet—->sample_rate, packet—>frame_duration);
if (opus_decoder_-—>Decode(std::move(packet->payload), task->pcm)) {
if (opus_decoder_—>sample_rate() != codec_->output_sample_rate()) {
int target_size = output_resampler_.GetOutputSamples(task—>pcm.size());
std::vector<intl6_t> resampled(target_size);
output_resampler_.Process(task—>pcm.data(), task->pcm.size(),
resampled.data());

task->pcm = std::move(resampled);
¥
lock. lock();
audio_playback_queue_.push_back(std: :move(task));
audio_queue_cv_.notify_all();
} else {
ESP_LOGE(TAG, "Failed to decode audio");
lock. lock();
}
debug_statistics_.decode_count++;

fEtam -

1. BXH decode £55. BB, fRRS (TTHERE 5-20ms, BAFEFH);
2. MRARFEDRFHERIR codec M R—HAMEREE;
3. EFED, #Z playback BAFI,

SetDecodeSampleRate() : BR5523 17 Opus AJRERAFEAE (24 kHz, 16 kHz, 48 kHz), MRRIZREIRMER,



if (laudio_encode_queue_.empty() && audio_send_queue_.size() <
MAX_SEND_PACKETS_IN_QUEUE) {

auto task = std::move(audio_encode_queue_.front());
audio_encode_queue_.pop_front();
audio_queue_cv_.notify_all();

lock.unlock();

auto packet = std::make_unique<AudioStreamPacket>();

packet—>frame_duration = OPUS_FRAME_DURATION_MS;

packet->sample_rate = 16000;

packet—>timestamp = task->timestamp;

if (!opus_encoder_->Encode(std::move(task—>pcm), packet->payload)) {
ESP_LOGE(TAG, "Failed to encode audio");

continue;
}
if (task—>type == kAudioTaskTypeEncodeToSendQueue) {
{
std::lock_guard<std::mutex> lock(audio_queue_mutex_);
audio_send_queue_.push_back(std: :move(packet));
}

if (callbacks_.on_send_queue_available) {
callbacks_.on_send_queue_available(); // K BHEEH
}

} else if (task->type == kAudioTaskTypeEncodeToTestingQueue) {
std::lock_guard<std::mutex> lock(audio_queue_mutex_);
audio_testing_queue_.push_back(std::move(packet));

)

debug_statistics_.encode_count++;

lock. lock();

fmuS M -

1. X encode £55. MBI, Opus 4wi5;
2. 1R¥E task 2B KIXBATI / MARATY;
3. #EXIEBAFIEIA on_send_queue_available fi’kx MAIN_EVENT_SEND_AUDIO (i¥M% 2 & 2.5),

IR send BATUIETT/SIRIENERT A BEFF 8i—— (0118 AT BE S i SR B E A SRS B TEBL

4.2.9 setDecodeSampleRate() (374-387) — MRF[BiHFRHFERBRIEMN



void AudioService::SetDecodeSampleRate(int sample_rate, int frame_duration) {

if (opus_decoder_-—>sample_rate() == sample_rate && opus_decoder_-—>duration_ms() ==
frame_duration) {
return;

¥

opus_decoder_.reset();

opus_decoder_ = std::make_unique<OpusDecoderWrapper>(sample_rate, 1, frame_duration);

auto codec = Board::GetInstance().GetAudioCodec();

if (opus_decoder_->sample_rate() != codec—>output_sample_rate()) {
ESP_LOGI(TAG, "Resampling audio from %d to %d", opus_decoder_->sample_rate(), codec-
>output_sample_rate());

output_resampler_.Configure(opus_decoder_->sample_rate(), codec-
>output_sample_rate());

REZMARAEREESE (BRSEMHEERE CPU), EREINMERRHLERES.

4.2.10 PushTaskToEncodeQueue() (389-410) Eo XA (81 8%

void AudioService::PushTaskToEncodeQueue(AudioTaskType type, std::vector<intl6_t>&& pcm) {
auto task = std::make_unique<AudioTask>();
task->type = type;
task—>pcm = std::move(pcm);

std::unique_lock<std::mutex> lock(audio_queue_mutex_);

if (type == kAudioTaskTypeEncodeToSendQueue && !timestamp_queue_.empty()) {
if (timestamp_queue_.size() <= MAX_TIMESTAMPS_IN_QUEUE) {
task—>timestamp = timestamp_queue_.front();
} else {

ESP_LOGW(TAG, "Timestamp queue (%u) is full, dropping timestamp",
timestamp_queue_.size());

¥
timestamp_queue_.pop_front();

b

audio_queue_cv_.wait(lock, [this]() { return audio_encode_queue_.size() <
MAX_ENCODE_TASKS_IN_QUEUE; });

audio_encode_queue_.push_back(std: :move(task));
audio_queue_cv_.notify_all();

FRS52% AEC R EIBEITFFNE :

o TTS #EM (AudioOutputTask ) BHER”IX—MIAIATEIEL"E] timestamp_queue_ ;

o FEERNRKEIN PCM i@ PushTaskToEncodeQueue HEEI4RIZRATIRY, M timestamp FAFIBTIHEN—PECIS
BEIRE X—MERXFEIN, JFRH—m TTS HEHARTE”;

o RBBREZXNEI A EE, MEEEMNBARBIEERZ ZN TTS,

wait FPAFUKIE: 41R encode BAFIH T, X—Ml PCM FFEEF=(A—FEESR L (203228), ILERIHER,

4.2.11 PushPacketToDecodeQueue() (412-424) — EFEAFANEDO



bool AudioService::PushPacketToDecodeQueue(std::unique_ptr<AudioStreamPacket> packet, bool
wait) {

std::unique_lock<std::mutex> lock(audio_queue_mutex_);
if (audio_decode_queue_.size() >= MAX_DECODE_PACKETS_IN_QUEUE) {
if (wait) {
audio_queue_cv_.wait(lock, [this]() { return audio_decode_queue_.size() <
MAX_DECODE_PACKETS_IN_QUEUE; 1});

} else {
return false;

¥

audio_decode_queue_.push_back(std: :move(packet));
audio_queue_cv_.notify_all();

return true;

o HXE (WebSocket/MQTT) X MERS2Z &EHI Opus BABA;
o wait SEIRFIHT REELTRERZRE—MELNE—RRE false (BERERE, E—Mmith;&/%), PlaySound &
true (AIHESE) .

4.2.12 PpopPacketFromSendQueue() (426-435) — EEIFLFA

std::unique_ptr<AudioStreamPacket> AudioService::PopPacketFromSendQueue() {
std::lock_guard<std::mutex> lock(audio_queue_mutex_);
if (audio_send_queue_.empty()) return nullptr;
auto packet = std::move(audio_send_queue_.front());
audio_send_queue_.pop_front();
audio_queue_cv_.notify_all();
return packet;

E{EFTE MAIN_EVENT_SEND_AUDIO ZHBEARS Pop, EZF nullptr ALk,

4.2.13 IRERIF=14E (437-475)



void AudioService::EncodeWakeWord() {
if (wake_word_) wake_word_->EncodeWakeWordData();

const std::string& AudioService::GetLastWakeWord() const {
return wake_word_—>GetLastDetectedwWakeWord();

std::unique_ptr<AudioStreamPacket> AudioService::PopWakeWordPacket() {
auto packet = std::make_unique<AudioStreamPacket>();
if (wake_word_->GetWakeWordOpus (packet—>payload)) {
return packet;
¥

return nullptr;

void AudioService::EnableWakeWordDetection(bool enable) {
if (!wake_word_) return;
if (enable) {
if (!wake_word_initialized_ ) {
if (!wake_word_—>Initialize(codec_, models_list_)) {
ESP_LOGE(TAG, "Failed to initialize wake word");
return;
¥
wake_word_initialized_ = true;
¥
wake_word_—>Start();
xEventGroupSetBits(event_group_, AS_EVENT_WAKE_WORD_RUNNING) ;
} else {
wake_word_—>Stop();
xEventGroupClearBits(event_group_, AS_EVENT_WAKE_WORD_RUNNING) ;

IREEIEEAMRA (JLE KB fREIMXE), H)R Enable 7 Initialize— A AIZZIINE, B/SE08T1E,

4.2.14 EnableVoiceProcessing() (477-494)

void AudioService::EnableVoiceProcessing(bool enable) {
if (enable) {
if (laudio_processor_initialized_) {
audio_processor_—>Initialize(codec_, OPUS_FRAME_DURATION_MS, models_list_);
audio_processor_initialized_ = true;
+
ResetDecoder(); [/ Kk BB S EE
audio_input_need_warmup_ = true; // * TFXEAM 120ms FEF
audio_processor_->Start();
xEventGroupSetBits(event_group_, AS_EVENT_AUDIO_PROCESSOR_RUNNING);
} else {
audio_processor_—>Stop();
xEventGroupClearBits(event_group_, AS_EVENT_AUDIO_PROCESSOR_RUNNING) ;

BN listening JRSHAT:

e AFE ZE—R Initialize (FERIJ1L+ ms, 1N ;



. ResetDecoder() B —R TTS RBEIRERE;
o BEBENIFE—TX input task 35 delay 120ms HiZ;
o 25 AFE E%#ﬁm PROCESSOR_RUNNING,

MR TR

void AudioService::EnableAudioTesting(bool enable) {

if (enable) {
xEventGroupSetBits(event_group_, AS_EVENT_AUDIO_TESTING_RUNNING);

} else {
xEventGroupClearBits(event_group_, AS_EVENT_AUDIO_TESTING_RUNNING);
std::lock_guard<std::mutex> lock(audio_queue_mutex_);
audio_decode_queue_ = std::move(audio_testing_queue_); // A FZ
audio_queue_cv_.notify_all();

MAA X A8, 1B testing RAFIER ZKIERE Opus E{K move i# decode fAFll——codec TE B AMAR + HWIREFR., —
TR ERL, move TIARE copy, EFFiH.

4.2.16 CheckAndUpdateAudioPowerState() (637-650) — B&I&H

void AudioService::CheckAndUpdateAudioPowerState() {

auto now = std::chrono::steady_clock::now();

auto input_elapsed = std::chrono::duration_cast<std::chrono::milliseconds>(now -
last_input_time_).count();

auto output_elapsed = std::chrono::duration_cast<std::chrono::milliseconds>(now -
last_output_time_).count();

if (input_elapsed > AUDIO_POWER_TIMEOUT_MS && codec_—>input_enabled()) {
codec_—>EnablelInput(false);

1

if (output_elapsed > AUDIO_POWER_TIMEOUT_MS && codec_->output_enabled()) {
codec_—>EnableOutput(false);

¥

if (!codec_—>input_enabled() && !'codec_—>output_enabled()) {
esp_timer_stop(audio_power_timer_); // Al#fi 7% timer thfsfe

15 # ( AUDIO_POWER_TIMEOUT_MS=15000 ) &mhEEmix 1°S @&, B3ESIR ReadAudioData / output task &EF
Fr. B=1= timer TEER—HINGE,

4.2.17 PlaySound() (523-620) — E&fET OGG B33

—EI%s: MBESZMRETREM OGG XHF T E M, 1Z1THITE RAM EEIZENT OGG &23. #ith Opus BIIRAZ

Etﬁf%



void AudioService::PlaySound(const std::string_view& ogg) {
if (!'codec_->output_enabled()) {
codec_—>EnableQutput(true);
b
const uint8_t* buf = reinterpret_cast<const uint8_t*>(ogg.data());
size_t size = ogg.size();
size_t offset = 0;

auto find_page = [&](size_t start)->size_t {
for (size_t i = start; i + 4 <= size; ++i) {
if (buf[i] == '0' && buf[i+1l] == 'g' && buf[i+2] == 'g' && buf[i+3] == 'S') return
i;
¥
return static_cast<size_t>(-1);

I

bool seen_head = false;
bool seen_tags = false;
int sample_rate = 16000;

while (true) {
size_t pos = find_page(offset);
if (pos == static_cast<size_t>(-1)) break;
offset = pos;
if (offset + 27 > size) break;
// 0GG page: [27 bytes header] [page_segments] [body]
const uint8_tx page = buf + offset;
uint8_t page_segments = page[26];
size_t seg_table_off = offset + 27;
if (seg_table_off + page_segments > size) break;

size_t body_size = 0;

for (size_t i = 0; i < page_segments; ++i) body_size += pagel[27 + il;
size_t body_off = seg_table_off + page_segments;

if (body_off + body_size > size) break;

// # lacing #Z/E body tIHZT1E
size_t cur = body_off;
size_t seg_idx = 0;
while (seg_idx < page_segments) {
size_t pkt_len = 0;
size_t pkt_start = cur;
bool continued = false;

do {
uint8_t 1 = pagel27 + seg_idx++];
pkt_len += 1;
cur += 1;

continued = (1 == 255);
} while (continued && seg_idx < page_segments);
if (pkt_len == 0) continue;
const uint8_tx pkt_ptr = buf + pkt_start;

if (!seen_head) {
// ZE—1 packet 2 OpusHead
if (pkt_len >= 19 && std::memcmp(pkt_ptr, "OpusHead", 8) == 0) {
seen_head = true;
uint8_t version = pkt_ptrl[8];
uint8_t channel_count = pkt_ptr[9];



if (pkt_len >= 16) {
sample_rate = pkt_ptrl[12] | (pkt_ptr[13] << 8) |
(pkt_ptrl[14] << 16) | (pkt_ptr[15] << 24);

+
continue;
}
if (!seen_tags) {
// ZE_1 packet =Z OpusTags
if (pkt_len >= 8 && std::memcmp(pkt_ptr, "OpusTags", 8) == 0) {
seen_tags = true;
¥

continue;

/! G452 Opus Bt
auto packet = std::make_unique<AudioStreamPacket>();
packet->sample_rate = sample_rate;
packet—>frame_duration = 60;
packet->payload.resize(pkt_len);
std::memcpy (packet->payload.data(), pkt_ptr, pkt_len);
PushPacketToDecodeQueue(std: :move(packet), true);

}

offset = body_off + body_size;

o FE OGG BT —0GG 2—MifEigzl, EMEZ Opus;

o 85 OGG page 27 T header + segment % + body;

o H— packet HIiE OpusHead (FXR#ER), E_NE OpusTags (FTTHIE), ZEA 2S5
o IESEMBEEHE decode BAFI, EFRE RN — BRI

o wait=true : RIIES—MEPHHAE, TURTSSHUT.

XA IEITHIRRIT B R T BAE RAW MM, OGG XHRIIMEREM scripts/mp3_to_ogg.sh ¥HIKA,

4.2.18 ResetDecoder() (627-635) — {IASATRIBIE

void AudioService::ResetDecoder() {
std::lock_guard<std::mutex> lock(audio_queue_mutex_);
opus_decoder_—>ResetState();
timestamp_queue_.clear();
audio_decode_queue_.clear();
audio_playback_queue_.clear();
audio_testing_queue_.clear();
audio_queue_cv_.notify_all();

# listening 8§ speaking FIAR——IBB N TEM5%EBiET/®. Opus::ResetState RWNER, Opus B2BEIKSH (7]

m2E), NEEFSHTRBEE" RS,

4.2.19 SetModelsList() + IsAfeWakeWord() (652-686)



void AudioService::SetModelsList(srmodel_list_t* models_1list) {
models_1list_ = models_list;

#if CONFIG_IDF_TARGET_ESP32S3 || CONFIG_IDF_TARGET_ESP32P4
if (esp_srmodel_filter(models_1list_, ESP_MN_PREFIX, NULL) != nullptr) {

wake_word_ = std::make_unique<CustomWakeWord=>();
} else if (esp_srmodel_filter(models_list_, ESP_WN_PREFIX, NULL) != nullptr) {
wake_word_ = std::make_unique<AfeWakeWord>();
} else {
wake_word_ = nullptr;
}
#else
if (esp_srmodel_filter(models_list_, ESP_WN_PREFIX, NULL) != nullptr) {
wake_word_ = std::make_unique<EspWakeWord>();
} else {
wake_word_ = nullptr;
}
#endif

if (wake_word_) {
wake_word_->0nWakeWordDetected( [this] (const std::string& wake_word) {
if (callbacks_.on_wake_word_detected) {
callbacks_.on_wake_word_detected(wake_word);

RI|BEHES + SINBEMRERBIR)IAIRESESTI

e S3/P4 £#7% multinet ( ESP_MN_PREFIX) — CustomWakeWord (iFHEEXEEIT);
e S3/P4 t#% wakenet ( ESP_WN_PREFIX) — AfeWakeWord (¥T/AEMefg);

o HERH (C3%) — EspWakeWord (32£);

o #RE - FXIFREE,

X2 Assets::Apply() 7% 7 ERIER——assets X BB ABEEMEXERE L.

bool AudioService::IsAfeWakeWord() {
#if CONFIG_IDF_TARGET_ESP3253 || CONFIG_IDF_TARGET_ESP32P4
return wake_word_ != nullptr && dynamic_cast<AfeWakeWord>(wake_word_.get()) !'= nullptr;
#else
return false;
#endif
¥

dynamic_cast MEYHRIEAE AFE IEE— HandleStateChangedEvent BB speaking JRZSHIBT”AESFTHE” A ZI,

12S MZREE

4.3 audio_codec.{h,cc}

4.3.1 3% ( audio_codec.h)



class AudioCodec {
public:
virtual void SetOutputVolume(int volume);
virtual void SetInputGain(float gain);
virtual void EnableInput(bool enable);
virtual void EnableOQutput(bool enable);
virtual void OutputData(std::vector<intl6_t>& data);
virtual bool InputData(std::vector<intl6_t>& data);
virtual void Start();

inline bool duplex() const;

inline bool input_reference() const;

inline int input_sample_rate() const; // EZE: B LEZ
inline int output_sample_rate() const;

inline int input_channels() const;

inline int output_channels() const;

inline int output_volume() const;

inline float input_gain() const;

inline bool input_enabled() const;

inline bool output_enabled() const;

protected:
i2s_chan_handle_t tx_handle_;
i2s_chan_handle_t rx_handle_;

bool duplex_;

bool input_reference_;

virtual int Read(int16_t* dest, int samples) = 0;
virtual int Write(const intl6_t* data, int samples) = 0;

e Read / Write ZifE——E{K codec FHEXIH I°S INK;
o NFFE[O InputData / OutputData FI%E—E std::vector &KiF;
o JIMMIRESEFERX (duplex_ / input_reference_ / input_sample_rate_ %) HFEMEMIRE.,

4.3.2 BEESTMELS ( audio_codec.cc )



void AudioCodec::Start() {
Settings settings('"audio", false);
output_volume_ = settings.GetInt("output_volume", output_volume_);
if (output_volume_ <= 0) {
ESP_LOGW(TAG, "Output volume value (%d) is too small, setting to default (10)",
output_volume_);

output_volume_ = 10;
¥
if (tx_handle_ !'= nullptr) ESP_ERROR_CHECK(i2s_channel_enable(tx_handle_));
if (rx_handle_ !'= nullptr) ESP_ERROR_CHECK(i2s_channel_enable(rx_handle_));
EnableInput(true);

EnableOutput(true);

void AudioCodec::SetOutputVolume(int volume) {
output_volume_ = volume;
Settings settings("audio", true);
settings.SetInt("output_volume", output_volume_); // #* 7541t

o BEEHETM NVS £ ERRIFHNEE;
o« WEEBMER NVS (BB TXRAER).

FZ (40 Es8311AudioCodec ) EEHCHIIEREE SetOutputVolume, SEIFAEEREEINVS, BA 1°C i
codec i E FFEREFRAER, XM REMBR . FEREEE 2RAXNEREN,

4.3.3 B{F codec F¥E—%

X% 1TE EFIREM KA
. JeIME codec it A, F MCU i2s_pdm_rx_x +
no_audio_codec.cc 359 ]
HiIX PDM ZF"X + 12S Y\ i2s_std_tx_x*
BE A ES831 (BFEHE),
es8311_audio_codec.cc 196 WMEBMR. bread-compact-  12C RBEBEZZE + 12S
wifi &
es8374_audio_codec.cc 197 ES8374 Eis
es8388_audio_codec.cc 221 ES8388 (#HEHINK) G
es8389_audio_codec.cc 203 ES8389 (WF=i&) i
box_audio_codec.cc 244 R ESP-BOX FMAE AR XNSHNE
dummy_audio_codec.cc 20 SE—RFABMENREEL  2TZH

THMEBNETEE—EAKREE " esp-codec-dev AHECE 1°C 5&5F23#IAT codec, #AJG i2s_std_new_channel
+ i2s_channel_init_std_mode B2 & 1°S, B3I Read/Write ] i2s_channel_read/write “, 23JKZF: iEIE
es8311_audio_codec.cc (REN), HERFHNE—RERENA,

4.4 audio_processor.h + AFE ;Iﬂ

4.41 MEEZ (audio_processor.h)



class AudioProcessor {
public:
virtual void Initialize(AudioCodecx codec, int frame_duration_ms, srmodel_list_tx
models_list) = 0;

virtual void Feed(std::vector<intl6_t>&& data) = 0;
virtual void Start() = 0;
virtual void Stop() = 0;
virtual bool IsRunning() = 0;
virtual void OnOutput(std::function<void(std::vector<intl6_t>&& data)> callback) = 0;
virtual void OnVadStateChange(std::function<void(bool speaking)> callback) = 0;
virtual size_t GetFeedSize() = 0;
virtual void EnableDeviceAec(bool enable) = 0;
BE

Feed IRERIE PCM i#; AET/EET OnOutput IEF/% PCM; VAD RSB OnvadStateChange i,

ESP-SR AFE i&fig

4.4.2 afe_audio_processor.cc
Initialize X*EEEX:

int ref_num = codec_->input_reference() ? 1 : 0;

std::string input_format;

for (int i = 0; i < codec_—>input_channels() - ref_num; i++) input_format.push_back('M");
for (int i = 0; i < ref_num; i++) input_format.push_back('R");

afe_config_t* afe_config = afe_config_init(input_format.c_str(), NULL, AFE_TYPE_VC,
AFE_MODE_HIGH_PERF);
afe_config->aec_mode = AEC_MODE_VOIP_HIGH_PERF;
afe_config->vad_mode = VAD_MODE_@;
afe_config->vad_min_noise_ms = 100;
if (vad_model_name != nullptr) afe_config->vad_model_name = vad_model_name;
if (ns_model_name !'= nullptr) {
afe_config->ns_init = true;
afe_config—>ns_model_name = ns_model_name;
afe_config—>afe_ns_mode = AFE_NS_MODE_NET;
} else {
afe_config->ns_init = false;

}
afe_config->agc_init = false;
afe_config->memory_alloc_mode = AFE_MEMORY_ALLOC_MORE_PSRAM;

#ifdef CONFIG_USE_DEVICE_AEC
afe_config—>aec_init = true;
afe_config-—>vad_init = false;

#else
afe_config—>aec_init false;
afe_config->vad_init = true;

#endif
afe_iface_ = esp_afe_handle_from_config(afe_config);
afe_data_ = afe_iface_—>create_from_config(afe_config);

EESHBT:



S8 aX

FREFEBEEHRE, ‘M £, ‘R SE, BETref =

input_format
pUt— “M”, WZz+ref = “MMR”

AFE_TYPE_VC TEEBINER (X5)F AFE_TYPE_SR iEHiRHI—M 4.5)
AFE_MODE_HIGH_PERF SMEER (EZREFRERIER)

aec_mode = AEC_MODE_VOIP_HIGH_PERF VolP 1555 48E AEC

vad_mode = VAD_MODE_0 VAD REE (£ 0/1/2/3 #4)

vad_min_noise_ms = 100 100ms IREEMAENEES

ns_init + ns_model_name FEIZMZE (NSNET), MIEBIEFREE

agc_init = false AR EMERIZES (MEBSH)

memory_alloc_mode = MORE_PSRAM RTZ % PSRAM (SRAM 7~3)

AEC #l VAD BER: 77 AEC FiAF VAD (AEC S KIRIEIES, VAD RNE); &FF AEC 7 VAD HIBTiRiE/ 2R,

xTaskCreate([] (voidx arg) {
auto this_ = (AfeAudioProcessorx)arg;
this_->AudioProcessorTask();
vTaskDelete(NULL) ;

}, "audio_communication", 4096, this, 3, NULL);

AFE B2B—1TILEES, LI fetch”——AFE RESRIIZEA, feed HERTEBET fetch FHE,

AudioProcessorTask :



while (true) {
xEventGroupWaitBits(event_group_, PROCESSOR_RUNNING, pdFALSE, pdTRUE, portMAX_DELAY);
auto res = afe_iface_->fetch_with_delay(afe_data_, portMAX_DELAY);
if ((xEventGroupGetBits(event_group_) & PROCESSOR_RUNNING) == 0) continue;
if (res == nullptr || res—>ret_value == ESP_FAIL) continue;

// VAD AZSZAL @A
if (vad_state_change_callback_) {
if (res—->vad_state == VAD_SPEECH && !'is_speaking_) {
is_speaking_ = true;
vad_state_change_callback_(true);
} else if (res—>vad_state == VAD_SILENCE && is_speaking_) {
is_speaking_ = false;
vad_state_change_callback_(false);

if (output_callback_) {
size_t samples = res—>data_size / sizeof(intl16_t);
output_buffer_.insert(output_buffer_.end(), res->data, res—->data + samples);
// HEE—1 Opus WEBIHZE
while (output_buffer_.size() >= frame_samples_) {
if (output_buffer_.size() == frame_samples_) {
output_callback_(std::move(output_buffer_));
output_buffer_.clear();
output_buffer_.reserve(frame_samples_);
} else {
output_callback_(std::vector<intl6_t>(output_buffer_.begin(),
output_buffer_.begin() + frame_samples_));

output_buffer_.erase(output_buffer_.begin(), output_buffer_.begin() +
frame_samples_);

b

Ry

o AFE WEE chunk 2 16ms (256 ##745), 1B Opus —Mi/2 60ms (960 #7A), #£ output_buffer_ E#iH 60ms
7t
o MRIERMM: MIFEF—IIATEIE std::move, EN; BiF—mAENH—ER.

4.4.3 no_audio_processor.cc (/\in/H)

BESEIL: M AFE, BEEIERA PCM &EZL OnOutput, HARSESMNM VAD, KIBE 59 17, IR AFE hR1E
PUENERT ESP-SR 18,

4.5 wake_word.h + E*‘F"ﬁﬂgﬁiiﬂ

451 HMEEZE (wake_word.h)



class WakeWord {

public:
virtual bool Initialize(AudioCodec* codec, srmodel_list_tx models_list) = 0;
virtual void Feed(const std::vector<intl6_t>& data) = 0;

virtual void OnWakeWordDetected(std::function<void(const std::string& wake_word)>
callback) = 0;

virtual void Start() = 0;
virtual void Stop() = 0;
virtual size_t GetFeedSize() = 0;
virtual void EncodeWakeWordData() = 0; // SEIEEFR] 2 7 PCM %45E Opus
virtual bool GetWakeWordOpus(std::vector<uint8_t>& opus) = 0;  // H{—ii Opus
virtual const std::string& GetLastDetectedWakeWord() const = 0;

i3

EncodeWakeWordData + GetWakeWordOpus 245" EfEMREE IR IMME SGRA” HERHN——AFE NZI%EREE RS
MIZ3F 2 # PCM, 2 Encode IEE%E Opus i, BiE GetWakeWordOpus —iEX %,

4.5.2 afe_wake_word.cc (S3/P4, ~208 17
IR AFE MBI, {B AFE 2EY% AFE_TYPE_SR :

afe_config_t* afe_config = afe_config_init(input_format.c_str(), models_, AFE_TYPE_SR,
AFE_MODE_HIGH_PERF);

afe_config—>aec_init = codec_—>input_reference();
afe_config->aec_mode = AEC_MODE_SR_HIGH_PERF;
afe_config->afe_perferred_core = 1;
afe_config->afe_perferred_priority = 1;
afe_config->memory_alloc_mode = AFE_MEMORY_ALLOC_MORE_PSRAM;

afe_iface_ = esp_afe_handle_from_config(afe_config);
afe_data_ = afe_iface_—>create_from_config(afe_config);

B afe_perferred_core = 1—iE AFE NEMESHEE core 1, XIREEIL (core 0) I, WZHITHIEELIE +
UI/ Mg,

BB

for (int i = 0; i < models_—>num; i++) {
if (strstr(models_->model_name[i], ESP_WN_PREFIX) != NULL) {
wakenet_model_ = models_->model_name[il;
auto words = esp_srmodel_get_wake_words(models_, wakenet_model_);
std::stringstream ss(words);
std::string word;
while (std::getline(ss, word, ';')) {
wake_words_.push_back(word) ;

ESP-SR BE— X HET MBS S IRERE (“/RIF/NE”; “Hi Lexie”), BDS0OMR. XEEEE push &) wake_words_
IE

HMESS :



void AfeWakeWord::AudioDetectionTask() {
while (true) {

xEventGroupWaitBits(event_group_, DETECTION_RUNNING_EVENT, pdFALSE, pdTRUE,
portMAX_DELAY) ;

auto res = afe_iface_->fetch_with_delay(afe_data_, portMAX_DELAY);
if (res == nullptr || res—>ret_value == ESP_FAIL) continue;

StoreWakeWordData(res—>data, res—->data_size / sizeof(intl6_t));

if (res—>wakeup_state == WAKENET_DETECTED) {
Stop();
last_detected_wake_word_ = wake_words_[res—>wakenet_model_index - 1];
if (wake_word_detected_callback_) {
wake_word_detected_callback_(last_detected_wake_word_);

void AfeWakeWord::StoreWakeWordData(const intl6_t* data, size_t samples) {
wake_word_pcm_.emplace_back(std::vector<intl6_t>(data, data + samples));
while (wake_word_pcm_.size() > 2000 / 30) { // ®RE 2 ®
wake_word_pcm_.pop_front();

BIMEDOERF 2 W——AFE 5 30ms 44— chunk, RZ{REE ~67 1 chunk (X 2 #), REREEE"IR"AIRSHZNE

M.



void AfeWakeWord::EncodeWakeWordData() {
const size_t stack_size = 4096 x 7;
wake_word_opus_.clear();

if (wake_word_encode_task_stack_ == nullptr) {
wake_word_encode_task_stack_ = (StackType_tx)heap_caps_malloc(stack_size,
MALLOC_CAP_SPIRAM);

¥

if (wake_word_encode_task_buffer_ == nullptr) {
wake_word_encode_task_buffer_ = (StaticTask_t*)heap_caps_malloc(sizeof(StaticTask_t),
MALLOC_CAP_INTERNAL) ;

¥

wake_word_encode_task_ = xTaskCreateStatic([](void* arg) {

auto this_ = (AfeWakeWordx)arg;
auto encoder = std::make_unique<OpusEncoderWrapper>(16000, 1, OPUS_FRAME_DURATION_MS);
encoder—>SetComplexity(0);
for (auto& pcm: this_—>wake_word_pcm_) {
encoder—>Encode(std::move(pcm), [this_](std::vector<uint8_t>&& opus) {
std::lock_guard<std::mutex> lock(this_—>wake_word_mutex_);
this_—>wake_word_opus_.emplace_back(std: :move(opus));
this_-—>wake_word_cv_.notify_all();
K
¥
this_->wake_word_pcm_.clear();
/! H—TEEMIEE, ZiREER" 2557 T
std::lock_guard<std::mutex> lock(this_->wake_word_mutex_);
this_—>wake_word_opus_.push_back(std::vector<uint8_t>());
this_->wake_word_cv_.notify_all();
vTaskDelete (NULL);

}, "encode_wake_word", stack_size, this, 2, wake_word_encode_task_stack_,
wake_word_encode_task_buffer_);

FERIBES:

o i 28 KB #%i@id heap_caps_malloc(MALLOC_CAP_SPIRAM) % EZ7E PSRAM MAZMWER SRAM (TTEREA
F);

e M3 xTaskCreateStatic M2 xTaskCreate —#%# TCB HEE, EBHRNSHE:

o BIBSEFAE PCM EH—ZEEAER, HRGHZITEMME"RERT .

BREEFE-HBEERININEME: BEE (sentinel) BAIRLR, BRBIRIFENL,

bool AfeWakeWord: :GetWakeWordOpus(std::vector<uint8_t>& opus) {
std::unique_lock<std::mutex> lock(wake_word_mutex_);
wake_word_cv_.wait(lock, [this]() { return !wake_word_opus_.empty(); });
opus.swap (wake_word_opus_.front());
wake_word_opus_.pop_front();
return 'opus.empty(); // iR[O false FrlEEZIA

SHZRURTE Application::HandleWakeWordDetectedEvent EfEIfiE, &R false Hifs.
4.5.3 custom_wake_word.cc (254 17, HEX{EE]d)

EF ESP-SR multinet (MN), 1 AFE wakenet X3: multinet ZIHETHR T EELEIE”, FBEFIIZIE.
Initialize B esp_mn_iface_t AY add_speech_commands ¥t—%Hid, ES”IRBIZEENRZIGE. 1340 APl IR
wakenet £, BIREERTET.



4.5.4 esp_wake_word.cc (87 1T, C3 &/t H)
FE AFE (INSHRREAREF AFE), HiEME ESP-SR 8 wakenet:

wakenet_iface_ = esp_wn_iface_init(wakenet_model_);
wakenet_data_ = wakenet_iface_->create(wakenet_model_, DET_MODE_90);

void EspWakeWord::Feed(const std::vector<intl6_t>& data) {
auto state = wakenet_iface_->detect(wakenet_data_, const_cast<intl6_t*>(data.data()));
if (state == WAKENET_DETECTED) {
if (wake_word_detected_callback_) {
wake_word_detected_callback_(wake_words_[0]);

REZ: BIR—IR PCM i detect —)&, REWMEIFIEIRE, 28 2 WEF. T35 LIEREEESEM,

4.6 audio_debugger.cc ﬁ*iuﬁ'%ﬁ

void AudioDebugger: :Feed(std::vector<intl6_t>& data) {
if (sock_ < 0) {
// BE—X: # UDP socket, M NVS EEimihtit
}

sendto(sock_, data.data(), data.size() * sizeof(int16_t), 0, (struct sockaddrx)&addr_,
sizeof(addr_));

£ 16 kHz mono PCM E#& UDP MiZI5EHE, BN scripts/audio_debug_server.py :

sock = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
sock.bind(("0.0.0.0", port))
while True:
data, _ = sock.recvfrom(65535)
pcm = np.frombuffer(data, dtype=np.intl6)
stream.write(pcm.tobytes())

LR EMR=E. AEC KEBIHIEEIRFE.

4.7 B=FHFEMHi (ESP-SR & Opus)

4.7.1 ESP-SR ( espressif/esp-sr )

B idf_component.yml FESBR{KH, mIFHATH,. 12ff:

o wakenet : K& I MREZTFIQN 5
e multinet (MN): @p<iaiR% GEITHERDEMIEIE)
o AFE : BREIIHAIEIELZE (VAD. AEC. B&IZ. SRR .

BRI 47 ESP-SR A4 model/ BEHF(IIAE assets HXE, esp_srmodel_init("model") FIEEELEZE
InEFRAE .bin,



4.7.2 Opus

B 78__esp-opus Aff (BHILHI Opus Im) HEfH:

e OpusEncoderWrapper(sr, channels, frame_ms) / Encode(pcm, payload) ;
e OpusDecoderWrapper(...) / Decode(payload, pcm) ;

e OpusResampler / Configure(in, out) / Process(in, in_size, out) / GetOutputSamples(in_size) ,

Opus BWEFIBEFED 16 kHz mono 60ms/Ml, IBEERINLA 24-32 kbps—IFEEF 5.

4.8 ZEAEINZORALE

AR 7 F

% RTOS 115 + &HEE + 44 input/output/codec ={FEME

484%% ( xTaskCreatePinnedToCore ) input 8 core 0, AFE #8 core 1

EFE-HRE + BE 5 B _LBRBATY, AT wait

HETRBAIRER wake_word_opus_ &£

mutex FEEIEHFERHRIE BXH task fETR BB YRARED

HREEX + FERIT EE AudioCodec / AudioProcessor / WakeWord =&
std: :chrono::steady_clock IhEE timer TS E

std::move HRZFTEN unique_ptr<AudioStreamPacket> £Hii2ZiEMN
PSRAM % it

MR YRTBIES Y 28 KB 1
heap_caps_malloc (MALLOC_CAP_SPIRAM) RE TS *

xTaskCreateStatic S TCB MikB RS o

FE5 OGG &g PlaySound ERf#F OGG BX Opus

RIFEE R input/reference/output =& OpusResampler

ESP-SR AFE #EZ2 VAD + AEC + P&

dynamic_cast iE{THIZEEIRSI IsAfeWakeWord

IR R RiE LIJXS/i_SA?J/EIjIZ :/; Rcoséjiyim SERVER_AEC / DEVICE_AEC /
std::string_view PlaySound ##Z A\ R REAIE N

C++17 init capture in lambda wake_word fRiB{ES

4.9 BERAE(RMIZEEN

5 MBAFI + 3 MES + 4 NEHAIAEIE ISR

£47 (MIC — Opus — M%) FIT1T (M4 — Opus — [IN\) MRBEERE—SEMMTA
o AFE ZMEZRNMHLAESE 60ms A% (#—1 Opus i)

Server AEC BIRY[E]E{ANEI7E input/output FAFIEIEC XS

M%E2IE 2 BMETR + FERE + HERERMIZT



e codec / processor / wake_word = EZREENFTLD
e 12S Ni@E (MIC + reference) FEBENXFI

o BNINFEEE (15 WIiERN*X 12S)

» PlaySound RUNEITELEIT OGG A28t Opus Mk

T—&# AN protocols/ —WebSocket 1 MQTT+UDP FEBSHMY.



A

\ L]
'l«x e main/protocols/

17);

922 7. 3 1 .cc
Protocol IMZREZE,

5.1 BIE X S

X, 2 EfEHAR (WebSocket BiE#E / MQTT =552 + UDP BKiR), #BTHE—

AREEER. WP, DS, NBET . BFREZEIFAT,

Protocol (&%) |
4ifg Start/Send % |
ERREIRE |
on_incoming_audio
on_incoming_json
on_audio_channel_x
on_connected
on_network_error

|
| 2
|

=2

o8

[
v

1
v

WebsocketProt |

TLS WS saiEsE |
ZiE - X | | |
fisk BP2/BP3 | |

| | |
| MgttProtocol |
| | |
| |

MQTT (TLS) —

| < #&#I2< (ISON)
|

AFIINITEER

|
-« KR (Opus + Mmisk)
|

UDP (AES—CTR)
|
|




HWE WebSocket

EE 1% WSS (TLS)

BHES WSS 32

EINENE WSS il + misk

Nz TLS (ImEiH)

FER % (TCP/TLS FE{E + SLEB)
nES TCP 1%, WJHEFAZE
IEIRES 2WI, BAR
REBILMELRE &8 (—1 ws server)
ERS TEEEN, WIERER—AR

REVIHFEIEFNTA mqtt EBEEI websocket BE, BEMENNER,

5.2 protocol.h — ?E%E?ﬁ'—ﬁmﬁ%

5.2.1 AudioStreamPacket Z5t4

e

struct AudioStreamPacket {

int sample_rate = 0;

int frame_duration = 0;
uint32_t timestamp = 0;
std::vector<uint8_t> payload;

BEEWMEN—MEN ERET:

sample_rate : HBiMiAY Opus KRR (REMRIDRESE);
frame_duration : Witk (ZF, ¥ 60);

timestamp : F3FARSSE: AEC #1 UDP i=iEER;

payload : R4 Opus bytes (F&Misk),

5.2.2 Z— ik /AR

MQTT + UDP

14 MQTTS (TLS) + 1% UDP (RZFE
nE)

MQTT publish/subscribe
UDP + AES-128-CTR + BE M 1isk

MQTTS (1Z#{5%) + AES-CTR ($&{K

)

UDP #EREIER

UDP BREE (BMHFS)

EHIZE MQTT, $R{AZE UDP, BEFHA
BEZ (matt broker + udp gateway)

TBEIMLE/B NAT, STIEIRSURAISTANE

=z
=]



struct BinaryProtocol2 {

uintl6_t version; /] = 2, MEFETF

uintl6_t type; // 0=0PUS, 1=JSON

uint32_t reserved;

uint32_t timestamp; // ERRATEE, BHTFRSIH AEC

uint32_t payload_size;
uint8_t payloadl[];
} __attribute_ ((packed));

struct BinaryProtocol3 {
uint8_t type;
uint8_t reserved;
uintl6_t payload_size;
uint8_t payloadl[];

} __attribute_ ((packed));

FRRRMISK :

o v2: 16 Tk, BRAS. HERE WEE. KE. &8 WebSocket EFEEE (F—% WS MLBZME
2);

e v3: 4 FHk, RAEZER + KE, MQTT+UDP #EXH, IEZFIRFESKE UDP 8 nonce EEEE,

__attribute__((packed)) : ZFILHFSFENTTHTFR—EMFERBENE LNFTHR, BINL uint8_t
payload[] X" RIFHAMA" (C99 5IN), LT MIEEIELE payload”,

5.2.3 AbortReason F[ ListeningMode

enum AbortReason {
kAbortReasonNone,
kAbortReasonWakeWordDetected
BE

enum ListeningMode {
kListeningModeAutoStop, // VAD BEBHTEER
kListeningModeManualStop, // Zzl stop T4 (#{tiiiE)
kListeningModeRealtime // XL, FZE AEC

BE

A1 FE SendStartListening / SendAbortSpeaking FJ#&H ,

5.2.4 BE/FHEO



public:

IE

RITER:

class Protocol {

void OnIncomingAudio(std::function<void(std::unique_ptr<AudioStreamPacket>)>);
void OnIncomingJson(std::function<void(const cJSONx root)>);

void OnAudioChannelOpened(std::function<void()>);

void OnAudioChannelClosed(std::function<void()>);

void OnNetworkError(std::function<void(const std::string&)>);

void OnConnected(std::function<void()>);

void OnDisconnected(std::function<void()>);

virtual bool Start() = 0;

virtual bool OpenAudioChannel() = 0;

virtual void CloseAudioChannel() = 0;

virtual bool IsAudioChannelOpened() const = 0;

virtual bool SendAudio(std::unique_ptr<AudioStreamPacket>) = 0;

virtual void SendwWakeWordDetected(const std::string& wake_word);

virtual void SendStartListening(ListeningMode mode);

virtual void SendStopListening();

virtual void SendAbortSpeaking(AbortReason reason);

virtual void SendMcpMessage(const std::string& message);
protected:

std::function<...> on_incoming_audio_; // ZFZF 7 TNaEE

int server_sample_rate_ = 24000;

int server_frame_duration_ = 60;

bool error_occurred_ = false;

std::string session_id_;
std::chrono::time_point<std::chrono::steady_clock> last_incoming_time_;

virtual bool SendText(const std::string& text) = 0;
virtual void SetError(const std::string& message);
virtual bool IsTimeout() const;

o 6 MRIZEFERERBBIINZM
( SendwakeWordDetected/SendStartListening/SendStopListening/SendAbortSpeaking/SendMcpMessage
+— Sendx ), HFERE SendText(json_str) ;
e SendText ZAE24E—ERE WS XATEE MQTT publish HFZERE;
o 7 MEHELER std::function, FERNEF"ESENRNIER”, WEBHEE Application BEiF OnXxx(...)

EN

e server_sample_rate_ / server_frame_duration_ EREFAIARSE SR hello SHEMATE, TITSIMRIBA;
e session_id_ tWERIEFNRS[BHE, FAIEEBE;
e last_incoming_time_ %5 IsTimeout() ¥IHF 120 FIAEAEEENMAIELL,

5.2.5 protocol.cc E LI — BAIZFHELER



void Protocol::SendAbortSpeaking(AbortReason reason) {
std::string message = "{\"session_id\":\"" + session_id_ + "\",\"type\":\"abort\"";
if (reason == kAbortReasonWakeWordDetected) {
message += ",\"reason\":\"wake_word_detected\"";
b
message += "}";
SendText (message) ;

void Protocol::SendWakeWordDetected(const std::string& wake_word) {
std::string json = "{\"session_id\":\"" + session_id_ +
"\",\"type\":\"listen\",\"state\":\"detect\",\"text\":\"" + wake_word +
II\II}II;
SendText(json);

void Protocol::SendStartListening(ListeningMode mode) {
std::string message = "{\"session_id\":\"" + session_id_ + "\"";
message += ",\"type\":\"listen\",\"state\":\"start\"";
if (mode == kListeningModeRealtime) {
message += ",\"mode\":\"realtime\"";
} else if (mode == kListeningModeAutoStop) {
message += ",\"mode\":\"auto\"";
} else {
message += ",\"mode\":\"manual\"";
+
message += "}";
SendText (message) ;

void Protocol::SendStopListening() {
std::string message = "{\"session_id\":\"" + session_id_ +
II\II , \Iltype\ll : \Illisten\ll , \“State\" : \"StOp\"}";
SendText (message) ;

void Protocol::SendMcpMessage(const std::string& payload) {
std::string message = "{\"session_id\":\"" + session_id_ +
"\",\"type\":\"mcp\",\"payload\":" + payload + "}";
SendText (message) ;

bool Protocol::IsTimeout() const {

const int kTimeoutSeconds = 120;

auto now = std::chrono::steady_clock::now();

auto duration = std::chrono::duration_cast<std::chrono::seconds>(now -
last_incoming_time_);

bool timeout = duration.count() > kTimeoutSeconds;

if (timeout) {
ESP_LOGE(TAG, "Channel timeout %ld seconds", (long)duration.count());

¥

return timeout;

FRIEHHE JSON MAZHA cJSON:

o XHEFEETE, FEEIR;
o B%R cJSON S alloc/free NIZHES ;



o XWMXAY4: docs/websocket.md #] docs/mqtt-udp.md BEZEFERRMA,

%lﬁ\ :
HB type state MR ER
version, transport, features,
Hello (FEEHE) hello — P

audio_params
Goodbye (mqtt X<F)@ER)  goodbye — —

reason: wake_word_detected

Abort abort —
(FJ3%)
WakeWordDetected listen detect text: MAEZ15
StartListening listen start mode: realtime/auto/manual
StopListening listen stop —
ayload: 522 MCP
McpMessage mcp — pay . B (B

JSON F7F )

ARS528 1T JSON L 2 & 2.6.7 (tts/stt/llm/mcp/system/alert/custom) ,

5.3 websocketProtocol iiﬂﬁﬁ&
5.3.1 W54l

WebsocketProtocol: :WebsocketProtocol() {
event_group_handle_ = xEventGroupCreate();

WebsocketProtocol: :~WebsocketProtocol() {
vEventGroupDelete(event_group_handle_);

EMEBERET—{ WEBSOCKET PROTOCOL_SERVER_HELLO_EVENT —Z5fR5382 hello BIEHESE .

5.3.2 start() — i}

bool WebsocketProtocol::Start() {
// 0Only connect to server when audio channel is needed
return true;

WebSocket NfE Start() BEEE—MiiERE: %3 OpenAudioChannel() A EIFEF, BWRZE idle hiFH TCP EiE

5.3.3 openAudioChannel() — STEIBEFRE



bool WebsocketProtocol::0penAudioChannel() {
Settings settings("websocket", false);
std::string url = settings.GetString("url");
std::string token = settings.GetString("token");
int version = settings.GetInt("version");
if (version != 0) version_ = version;

error_occurred_ = false;

auto network = Board::GetInstance().GetNetwork();
websocket_ = network->CreateWebSocket(1);
if (websocket_ == nullptr) return false;

if (!token.empty()) {

if (token.find(" ") == std::string::npos) {

token = "Bearer " + token;

+

websocket_->SetHeader("Authorization", token.c_str());
¥
websocket_—>SetHeader("Protocol-Version", std::to_string(version_).c_str());
websocket_—>SetHeader("Device-Id", SystemInfo::GetMacAddress().c_str());
websocket_->SetHeader("Client-Id", Board::GetInstance().GetUuid().c_str());

5

o M NVS #58% 8 websocket EY url / token / version (OTA MERE#EEM);

o JEIYIRFAY network—>CreateWebSocket() E— WebSocket G#F ( network IMERT WiFi #] 4G FMfhi%) ;

o IE="hrEEk: Authorization (T Bearer 814%) . Protocol-Version, Device-ld (MAC). Client-Id (UUID, R4
Ejﬁ) o



websocket_->0nData( [this] (const charx data, size_t len, bool binary) {
if (binary) {
// .. BT 5.3.4 —##EIKE
} else {
auto root = cJSON_Parse(data);
auto type = cJSON_GetObjectItem(root, "type");
if (cJSON_IsString(type)) {
if (strcmp(type—>valuestring, "hello") == 0) {
ParseServerHello(root);

} else {
if (on_incoming_json_ != nullptr) {
on_incoming_json_(root);
¥
¥
} else {
ESP_LOGE(TAG, "Missing message type, data: %s", data);
¥
cJSON_Delete(root);
+
last_incoming_time_ = std::chrono::steady_clock::now();

)k
websocket_->0nDisconnected( [this] () {

if (on_audio_channel_closed_ !'= nullptr) {
on_audio_channel_closed_();

Dk

FEEIE:

o K — fZ JSON, hello AERME, H'EZRL on_incoming_json_ (WSEEENKD KER);
o W — BERZE,

if (!'websocket_—>Connect(url.c_str())) {
SetError(Lang::Strings::SERVER_NOT_CONNECTED) ;
return false;

auto message = GetHelloMessage();
if (!SendText(message)) return false;

EventBits_t bits = xEventGroupWaitBits(event_group_handle_,
WEBSOCKET_PROTOCOL_SERVER_HELLO_EVENT,
pdTRUE, pdFALSE, pdMS_TO_TICKS(10000));
if (!(bits & WEBSOCKET_PROTOCOL_SERVER_HELLO_EVENT)) {
SetError(Lang::Strings::SERVER_TIMEOUT) ;
return false;

+
if (on_audio_channel_opened_ !'= nullptr) on_audio_channel_opened_();
return true;
¥
BFE=H:

1. TCP+TLS %% (websocket_->Connect );
2. & client hello;



3. FHZ 10 #YUK server hello—#BATIREE

Nf24F xEventGroupWaitBits HEMAREIE?E OnData EIVFEE? EAN OpenAudioChannel Z#WSEEEEFL
VAN, FEIRE true/false, 187server hello WEI”EEMBMHAL, IHRAAERPEES.,

5.3.4 onbata #HIMIkET

if (version_ == 2) {
BinaryProtocol2x bp2 = (BinaryProtocol2x)data;
bp2->version = ntohs(bp2->version);
bp2->type = ntohs(bp2->type);
bp2->timestamp = ntohl(bp2->timestamp);
bp2->payload_size = ntohl(bp2->payload_size);
auto payload = (uint8_tx*)bp2->payload;
on_incoming_audio_(std::make_unique<AudioStreamPacket>(AudioStreamPacket{
.sample_rate = server_sample_rate_,
.frame_duration = server_frame_duration_,
.timestamp = bp2->timestamp,
.payload = std::vector<uint8_t>(payload, payload + bp2->payload_size)
)
} else if (version_ == 3) {
BinaryProtocol3* bp3 = (BinaryProtocol3x*)data;
bp3->payload_size = ntohs(bp3->payload_size);
auto payload = (uint8_tx*)bp3->payload;
on_incoming_audio_(std::make_unique<AudioStreamPacket>(AudioStreamPacket{
.sample_rate = server_sample_rate_,
.frame_duration = server_frame_duration_,
.timestamp = 0,
.payload = std::vector<uint8_t>(payload, payload + bp3->payload_size)
)
} else {
// version 1: FZmisk, ZE7 binary FiZ Opus payload
on_incoming_audio_(std::make_unique<AudioStreamPacket>(AudioStreamPacket{
.sample_rate = server_sample_rate_,
.frame_duration = server_frame_duration_,
.timestamp = 0,
.payload = std::vector<uint8_t>((uint8_tx)data, (uint8_tx)data + len)
)

ntohs / ntohl IENEZFTF (Kik) HENFTHE (R = ESP32 BKiA);

FB C X4& cast (BinaryProtocol2x)data EiZBE=EMMAIFEDR—IBES packed B, TEIIEFE;
payload A2 EZN—%%F std::vector —J& data £EHETF websocket B, EIEIREIGRYG
vl igamk, EEmZ Opus,

5.3.5 sendAudio() &i% (5 OnData §5i{%)



bool WebsocketProtocol::SendAudio(std::unique_ptr<AudioStreamPacket> packet) {
if (websocket_ == nullptr || !websocket_->IsConnected()) return false;

if (version_ == 2) {
std::string serialized;
serialized.resize(sizeof(BinaryProtocol2) + packet—>payload.size());
auto bp2 = (BinaryProtocol2x)serialized.data();
bp2->version = htons(version_);
bp2->type = 0;
bp2->reserved = 0;
bp2->timestamp = htonl(packet->timestamp);
bp2->payload_size = htonl(packet->payload.size());
memcpy (bp2->payload, packet->payload.data(), packet->payload.size());
return websocket_->Send(serialized.data(), serialized.size(), true);

} else if (version_ == 3) {
// ... ZENEE BP3
} else {

return websocket_->Send(packet—>payload.data(), packet—>payload.size(), true);

Send(data, size, true) FE=% true = binary Wi,

5.3.6 GetHelloMessage() —— ZEF i hello

std::string WebsocketProtocol::GetHelloMessage() {
cJSON* root = cJSON_CreateObject();
cJSON_AddStringToObject(root, "type", "hello");
cJSON_AddNumberToObject(root, "version", version_);
cJSONx features = cJSON_CreateObject();

#if CONFIG_USE_SERVER_AEC
cJSON_AddBoolToObject(features, "aec", true);

#endif
cJSON_AddBoolToObject(features, "mcp", true);
cJSON_AddItemToObject(root, "features", features);
cJSON_AddStringToObject(root, "transport", "websocket");
cJSON* audio_params = cJSON_CreateObject();
cJSON_AddStringToObject(audio_params, "format", "opus");
cJSON_AddNumberToObject(audio_params, "sample_rate", 16000);
cJSON_AddNumberToObject(audio_params, "channels", 1);
cJSON_AddNumberToObject(audio_params, "frame_duration', OPUS_FRAME_DURATION_MS);
cJSON_AddItemToObject(root, "audio_params'", audio_params);
auto json_str = cJSON_PrintUnformatted(root);
std::string message(json_str);
cJSON_free(json_str);
cJSON_Delete(root);
return message;

RHEEM:



"type": "hello",
"version": 3,
"features": {"aec": false, "mcp": true},

"transport": "websocket",
"audio_params": {
"format": "opus",

"sample_rate": 16000,
"channels": 1,
"frame_duration": 60

-

ARS5ERE T HBEFIREEN — RE TT Opus WA ARIEER, [E hello,

5.3.7 ParseServerHello() — XS EES

void WebsocketProtocol::ParseServerHello(const cJSONx root) {
auto transport = cJSON_GetObjectItem(root, "transport");
if (transport == nullptr || strcmp(transport->valuestring, "websocket") != 0) return;

auto session_id = cJSON_GetObjectItem(root, "session_id");
if (cJSON_IsString(session_id)) {
session_id_ = session_id->valuestring;

auto audio_params = cJSON_GetObjectItem(root, "audio_params");
if (cJSON_IsObject(audio_params)) {
auto sample_rate = cJSON_GetObjectItem(audio_params, "sample_rate");
if (cJSON_IsNumber(sample_rate)) server_sample_rate_ = sample_rate->valueint;
auto frame_duration = cJSON_GetObjectItem(audio_params, "frame_duration");
if (cJSON_IsNumber(frame_duration)) server_frame_duration_ = frame_duration->valueint;

xEventGroupSetBits(event_group_handle_, WEBSOCKET_PROTOCOL_SERVER_HELLO_EVENT);

1CF session_id flARSZ 2SS EN, MKSEMIL OpenAudioChannel RRFRFAZE,

5.3.8 CloseAudioChannel() #[l IsAudioChannelOpened()

void WebsocketProtocol::CloseAudioChannel() {
websocket_.reset();

bool WebsocketProtocol::IsAudioChannelOpened() const {
return websocket_ !'= nullptr && websocket_—>IsConnected() && 'error_occurred_ &&
1IsTimeout();

WebSocket B reset @iRfLANTI, EEMZXHF, Open HIMTENEEHE : TDINFE + TCP EE + R + %8
A,



54 MqttProtocol ;iﬂi*ﬁg
5.4.1 {318 — IRBEE& timer

MgttProtocol: :MgttProtocol() {
event_group_handle_ = xEventGroupCreate();

esp_timer_create_args_t reconnect_timer_args = {
.callback = [](voidx arg) {

MgttProtocolx protocol = (MgttProtocolx)arg;

auto& app = Application::GetInstance();

if (app.GetDeviceState() == kDeviceStateIdle) {
auto alive = protocol->alive_;
app.Schedule( [protocol, alive]() {

if (*alive) {
protocol->StartMgttClient(false);

1)

I
.arg = this,
bE

esp_timer_create(&reconnect_timer_args, &reconnect_timer_);

MQTT ZFi54 (BRINEBES), BFEENH:

o — IR timer;

o MEANGHERAR idle (HERSLEMEEBELEE, BRITH

e alive_ =& shared_ptr<atomic<bool>> [HFE——1 Mt set false, & timer AER lambda EXNREHEEKE
#88 (dangling pointer H942 BaEA1H) ,

o EIFMIEEMTIFLLIE (Schedule ) B—BARRHMINIURE,

5.4.2 4 RS

MgttProtocol::~MgttProtocol() {
*alive_ = false; // »* F#icECIET
if (reconnect_timer_ !'= nullptr) {
esp_timer_stop(reconnect_timer_);
esp_timer_delete(reconnect_timer_);
¥
udp_.reset();
matt_.reset();
if (event_group_handle_ != nullptr) vEventGroupDelete(event_group_handle_);

xalive_ = false BXE—EEEAIELTE Schedule BAFIE pending B lambda #&&E if (xalive) ZBEKIIH

4=

1To

5.4.3 start() + StartMgttClient()



bool MgttProtocol::Start() {
return StartMgttClient(false);

bool MqgttProtocol::StartMgttClient(bool report_error) {
if (mgtt_ !'= nullptr) mgtt_.reset();

Settings settings("mqtt", false);

auto endpoint = settings.GetString("endpoint");

auto client_id = settings.GetString("client_id");

auto username = settings.GetString("username");

auto password = settings.GetString("password");

int keepalive_interval = settings.GetInt("keepalive", 240);
publish_topic_ = settings.GetString("publish_topic");

if (endpoint.empty()) {
if (report_error) SetError(Lang::Strings::SERVER_NOT_FOUND) ;
return false;

auto network = Board::GetInstance().GetNetwork();
mgtt_ = network->CreateMqtt(0);
mgtt_->SetKeepAlive(keepalive_interval);

IR WS A—#i92—MQTT % Start() HMEE, EH MQTT FEHFLEAELIES publish, 1ZHIELHERATEEMARS 2R
AX (40 OTA SBHIER).

mqtt_—>0nDisconnected( [this] () {
if (on_disconnected_ !'= nullptr) on_disconnected_();
esp_timer_start_once(reconnect_timer_, MQTT_RECONNECT_INTERVAL_MS x 1000);
1);

mqtt_->0nConnected( [this] () {
if (on_connected_ != nullptr) on_connected_();
esp_timer_stop(reconnect_timer_);

1);

o WFF — B 60 MWEITIIEE timer;
o %L — BUBEE timer (MIRBHIE).



mqtt_->0nMessage( [this] (const std::string& topic, const std::string& payload) {
cJSON* root = cJSON_Parse(payload.c_str());
if (root == nullptr) return;
cJSON* type = cJSON_GetObjectItem(root, "type");
if (!cJSON_IsString(type)) { cJSON_Delete(root); return; }

if (strcmp(type—->valuestring, "hello") == 0) {
ParseServerHello(root);
} else if (strcmp(type—>valuestring, "goodbye") == 0) {
auto session_id = cJSON_GetObjectItem(root, '"session_id");
if (session_id == nullptr || session_id_ == session_id->valuestring) {
auto alive = alive_;
Application::GetInstance().Schedule([this, alive]() {
if (*xalive) CloseAudioChannel();

1)
}
} else if (on_incoming_json_ !'= nullptr) {
on_incoming_json_(root);
+
cJSON_Delete(root);
last_incoming_time_ = std::chrono::steady_clock::now();

1)

MQTT JHEAbIE:

e hello — Zith4ME (2 UDP imma);
e goodbye — BRZBIHERNMIFF (ELASIRLRTEES), X UDP;
o HE — BEEZEAULSE,

£2 goodbye FH Schedule() IEFFIELTE, MQTT EHALE S EIEMEAIRE.

std::string broker_address;

int broker_port = 8883;

size_t pos = endpoint.find(':"');

if (pos != std::string::npos) {
broker_address = endpoint.substr(0, pos);
broker_port = std::stoi(endpoint.substr(pos + 1));

} else {
broker_address = endpoint;

+

if (!mgtt_->Connect(broker_address, broker_port, client_id, username, password)) {
SetError(Lang::Strings::SERVER_NOT_CONNECTED) ;
return false;

}

return true;

fBHT host:port, BRIA 8883 (MQTTS), &#E broker,

5.4.4 openAudioChannel() —— HFAiE UDP @&



bool MqttProtocol::0penAudioChannel() {
if (mgtt_ == nullptr || !mgtt_->IsConnected()) {
if (!StartMqttClient(true)) return false;

error_occurred_ = false;
session_id_ = "";
xEventGroupClearBits(event_group_handle_, MQTT_PROTOCOL_SERVER_HELLO_EVENT);

auto message = GetHelloMessage();
if (!SendText(message)) return false;

EventBits_t bits = xEventGroupWaitBits(event_group_handle_,
MQTT_PROTOCOL_SERVER_HELLO_EVENT, pdTRUE, pdFALSE, pdMS_TO_TICKS(10000));

if (!(bits & MQTT_PROTOCOL_SERVER_HELLO_EVENT)) {
SetError(Lang::Strings::SERVER_TIMEOUT);
return false;

std::lock_guard<std::mutex> lock(channel_mutex_);

auto network = Board::GetInstance().GetNetwork();

udp_ = network—>CreateUdp(2);

udp_->0nMessage( [this] (const std::string& data) { /*x /4 5.4.6 %/ });
udp_—>Connect(udp_server_, udp_port_);

if (on_audio_channel_opened_ !'= nullptr) on_audio_channel_opened_();
return true;
ks
BFEnRfE:

1. MQTT Z£FIESHBEDE (HEHE);

2. 8 MQTT & client hello (type=hello, transport=udp) ;
3. Z£HRSI% hello [@) UDP ARSS28HbiE + ANZF key + nonce;
4. BZRHEETFF UDP EF %R, 48[E1E,

channel_mutex_ #3#" udp_ 85— —SendAudio T2 — task (X&) A,

5.4.5 ParseServerHello() —— £ UDP Eilf + #Ji81L AES



void MgttProtocol::ParseServerHello(const cJSON* root) {
auto transport = cJSON_GetObjectItem(root, "transport");
if (transport == nullptr || strcmp(transport->valuestring, "udp") != 0) return;

auto session_id = cJSON_GetObjectItem(root, "session_id");
if (cJSON_IsString(session_id)) session_id_ = session_id->valuestring;

auto audio_params = cJSON_GetObjectItem(root, "audio_params");
if (cJSON_IsObject(audio_params)) {
auto sample_rate = cJSON_GetObjectItem(audio_params, "sample_rate");
if (cJSON_IsNumber(sample_rate)) server_sample_rate_ = sample_rate->valueint;
auto frame_duration = cJSON_GetObjectItem(audio_params, "frame_duration");
if (cJSON_IsNumber(frame_duration)) server_frame_duration_ = frame_duration—->valueint;

auto udp = cJSON_GetObjectItem(root, "udp");

if (!cJSON_IsObject(udp)) return;

udp_server_ = cJSON_GetObjectItem(udp, "server")->valuestring;
udp_port_ = cJSON_GetObjectItem(udp, "port")->valueint;

auto key = cJSON_GetObjectItem(udp, "key")->valuestring;

auto nonce = cJSON_GetObjectItem(udp, "nonce")->valuestring;

aes_nonce_ = DecodeHexString(nonce);
mbedtls_aes_init(&aes_ctx_);
mbedtls_aes_setkey_enc(&aes_ctx_, (const unsigned charx)DecodeHexString(key).c_str(),

128);
local_sequence_ = 0;
remote_sequence_ = 0;

xEventGroupSetBits(event_group_handle_, MQTT_PROTOCOL_SERVER_HELLO_EVENT);

ARZ523IREIR hello ZE0L:

{
"type": "hello",
"transport": "udp",
"session_id": "abc123",
"audio_params": { "sample_rate": 24000, "“frame_duration": 60 },
"udp": {
"server": "1.2.3.4",
"port": 9000,
"key": "0011...AABB", // 32 hex chars = 16 bytes = AES-128 key
"nonce": "01...0000" // 32 hex chars = 16 bytes = AES nonce #JiftEIR
}
b
R

1. 16 £15 AES-128 key fi# hex E¥Ji41t mbedtls_aes_setkey _enc (R setkey_enc, E} CTR ERINBREZRE
—ERE) ;

2. nonce f# hex f5{R7F1# aes_nonce_;

3. FSiEE;

4. R BMHAIIE OpenAudioChannel fEFRFEZE,

5.4.6 sendAudio() —— AES-128-CTR hNZ%



bool MgttProtocol::SendAudio(std::unique_ptr<AudioStreamPacket> packet) {
std::lock_guard<std: :mutex> lock(channel_mutex_);
if (udp_ == nullptr) return false;

std::string nonce(aes_nonce_);

*(uint16_t*)&nonce[2] = htons(packet—>payload.size());
*(uint32_tx)&nonce[8] = htonl(packet—>timestamp);
*(uint32_tx)&nonce[12] = htonl(++local_sequence_);

std::string encrypted;
encrypted. resize(aes_nonce_.size() + packet—>payload.size());
memcpy (encrypted.data(), nonce.data(), nonce.size());

size_t nc_off = 0;

uint8_t stream_block[16] = {0};

if (mbedtls_aes_crypt_ctr(&aes_ctx_, packet—>payload.size(), &nc_off,
(uint8_t*)nonce.c_str(), stream_block,

(uint8_t*)packet->payload.data(), (uint8_tx)&encrypted[nonce.size()]) != 0) {
return false;

return udp_->Send(encrypted) > 0;

UDP INZEE5MMNZEM (16 19 nonce + payload) :

nonce (16 F¥):

| T | T T T |
|type |flag | size | ssrc |timestamp | sequence |
| 1u | 1u | 2u | 4u | 4u | 4u |
| | | | | | |

encrypted payload (ZTK):
AES-128-CTR(key, nonce, opus_bytes)

KR

e nonce & 8 FTHRBZREE (type/flag/ssrc &), G 8 FHEFIHEMIX (payload size, timestamp.
sequence) ;

o X#EM nonce ME—, CTR ERXLZLAIERE nonce ~EM;

o AES-CTR 2%, BEKEFTRA, FAHEXNT padding;

e nonce LA AEE—BKERTEERES;

o local_sequence_ [=i&EiE—HhRSZ230] DAUEMELR/ER.

mbedtls_aes_crypt_ctr S#:

e ctx: AES E X (%7 128 i key) ;

o length: MNZEZ/DFTS;

o nc_off: AEMRET, ELZRFAMBRA;
e nonce_counter: CTR it#i2% (thZ IV);
o stream_block: RIERFIR;

 input/output: JE/BEH.

5.4.7 udp_->OnMessage UDP 4 81fig%



udp_->0nMessage( [this] (const std::string& data) {
if (data.size() < sizeof(aes_nonce_)) return;
if (datal@] !'= 0x01) return; // ZEZKHK

uint32_t timestamp = ntohl(x(uint32_tx*)&datal8]);
uint32_t sequence = ntohl(x(uint32_tx)&datal12]);
if (sequence < remote_sequence_) {

ESP_LOGW(TAG, "Received audio packet with old sequence: %lu, expected: %lu", sequence,
remote_sequence_) ;

return;

}

if (sequence != remote_sequence_ + 1) {
ESP_LOGW(TAG, "Received audio packet with wrong sequence: %lu, expected: %lu",
sequence, remote_sequence_ + 1);

¥

size_t decrypted_size = data.size() - aes_nonce_.size();

size_t nc_off = 0;

uint8_t stream_block[16] = {0};

auto nonce = (uint8_tx)data.data();

auto encrypted = (uint8_t*)data.data() + aes_nonce_.size();

auto packet = std::make_unique<AudioStreamPacket>();

packet->sample_rate = server_sample_rate_;

packet—>frame_duration = server_frame_duration_;

packet—->timestamp = timestamp;

packet—>payload.resize(decrypted_size);

if (mbedtls_aes_crypt_ctr(&aes_ctx_, decrypted_size, &nc_off, nonce, stream_block,
encrypted, (uint8_tx)packet->payload.data()) != @) return;

if (on_incoming_audio_ != nullptr) on_incoming_audio_(std::move(packet));
remote_sequence_ = sequence;
last_incoming_time_ = std::chrono::steady_clock::now();
});
g/l\\
o« ELFEF: sequence NFERMNHZAEBEEESE:
o ELFEEKX: T warn BHAIEK (FTEEE T /LMEEYEE, UDP BREE):
o FEERR— AES ETX (CTR B INBERERE) ;
o fRZR[T payload B AudioStreamPacket %l E/E audio_service BY decode FAFI,
5.4.8 CloseAudioChannel() —— & goodbye + X UDP

void MgttProtocol::CloseAudioChannel() {

{
std::lock_guard<std::mutex> lock(channel_mutex_);
udp_.reset();

}

std::string message = "{";

message += "\'"session_id\":\"" + session_id_ + "\",";
message += "\"type\":\"goodbye\"";

message += "}";

SendText (message) ;

if (on_audio_channel_closed_ !'= nullptr) on_audio_channel_closed_();




Ytk UDP (BAH1ER), BB MQTT & goodbye BANARSSE: (A5 ack),

5.4.9 IsAudioChannelOpened()

bool MgttProtocol::IsAudioChannelOpened() const {
return udp_ != nullptr && 'error_occurred_ && !IsTimeout();

ERRE udp_—MQTT BMERT 7B UDP RERM AT AR SN (IEHESENKRAZET).

5.4.10 DecodeHexString() —— hex F{FHEFT

static inline uint8_t
if (c >= '0"' && ¢

if (c >= 'A' & ¢
if (c >= 'a' && ¢
return 0;

b

return decoded;

CharToHex(char c) {

<= '9') return c - '0';

<= 'F') return c - 'A' + 10;
<= 'f') return ¢ - 'a' + 10;

std::string MqgttProtocol
std::string decoded;
decoded. reserve(hex_string.size() / 2);
for (size_t i = 0; i < hex_string.size(); i += 2) {
char byte = (CharToHex(hex_string[i]) << 4) | CharToHex(hex_string[i + 1]);
decoded. push_back(byte);

::DecodeHexString(const std::string& hex_string) {

B "AB12CD" — \XAB\X12\xCD . EEBIFHEAS,

5.5 MY E vs WSSEN"ZE SR

E&EE 2 = 2.6.7 InitializeProtocol() , IEEMAAEEHTIEXEH{EEEMRE:



Application EAAVEIE MINBETEM AR

OnConnected (DismissAlert) MQTT ZEERIN / EERMINEL
OnNetworkError (set ERROR fi) KM / Send KW / Timeout
OnIncomingAudio (push decode PBA%I) WS binary Ml / UDP f#%fE
OnAudioChannelOpened (F%8E#4) OpenAudioChannel 1EFHIf
OnAudioChannelClosed (F&IpfE+E UI) WS WA / udp_ BEERF

OnIncomingJson (K7 /&%%) WS XM / MQTT publish (B& hello/goodbye)
Application EmIEMMY A
protocol_->Start() MQTT: 3ZBM&E; WS: AffIE

protocol_->0penAudioChannel() BiEEE (BF% hello)
protocol_—>CloseAudioChannel() X<EiNiEE
protocol_->IsAudioChannelOpened() JRESEH
protocol_->SendAudio(packet) & Opus &
protocol_->SendStartListening(mode) #&H#I{E<
protocol_->SendStopListening()
protocol_->SendAbortSpeaking(reason)
protocol_—>SendWakeWordDetected(word)
protocol_->SendMcpMessage(payload)

5.6 —/RFEE M IFRITM XA FE

WebSocket 1zt :

Device Server

| — TCP+TLS $BF |

| — WS Upgrade > | (HTTP 101)

| — {type:hello, ...} ——

| <— {type:hello, session_id} fR7F session

|
| — {type:listen,state:start} » |

|

—BP3 + opus - |

—BP3 + opus - |

—BP3 + opus - |

| (BRZ23M ASR)

<— {type:1llm, emotion:".."} |
<« {type:tts, state:start} |
<«— {type:tts, sentence_start, text:"..."}
<—BP3 + opus — |
<—BP3 + opus —— |
| <— {type:tts, state:stop} |
| |

| — {type:listen,state:start} » | (auto #x[E listening)

|
|
|
|
|
| <— {type:stt, text:"...."} |
|
|
|
|
|

MQTT+UDP &= :



Device MQTT Broker UDP Gateway
| | |

| — MQTT Connect —— — |

| — subscribe topics ——— |

| — publish hello (type=hello) |

|

- relay ——

<— publish hello (transport=udp, server, port, key, nonce)
| (saves session) |

— F3 UDP J##EE server:port > |

— publish listen:start - | < - |

— UDP f0% opus » | ASR
| < publish tts:start (MQTT)
<— UDP #N% opus | TTS

| |
| < publish tts:stop

| |
| |

| — publish goodbye —————
| — UDP % |

5.7 ZEREIZ ORISR



KA W e

C++ HIZEE + BT Protocol Xz + WS/MQTT FHSCIR
std::function + lambda [Ei 7 MEEEEWLSE
__attribute__((packed)) + RiE#A Mk S EEBET M

ntohs / htons / ntohl / htonl M =F T iR

C & cast E¥ZEME TEIUETFE

FreeRTOS EventGroup [ %RRSS S hello (&% 10 )
std::shared_ptr<std: :atomic<bool>> & B LEFEIR timer E1ETHEEHERIT SR
esp_timer_start_once 60 #h— R4 EE

std: :mutex f&{F udp_ SendAudio 1 OnMessage #&15(a]
mbedtls_aes_crypt_ctr AES-128-CTR INZE &R

Hex FrFB4EFET BRE23 T & key/nonce fwIBH

UDP BEXFS HMER/ELF

cJSON f##fT /4R ZEHES

F5 JSON FrHEhHEz MEEAN (S5NER)
std::chrono::steady_clock 120 ¥ FoiEhiBad

auto alive = alive_ 7 lambda E##3X shared_ptr Schedule AT EhZ R

NVS B E =& url/token/version/endpoint/keepalive %

WS/MQTT/UDP & B BRRFRHEMAII, WiFi 1R 4G #rt

4]
#RZ% Networkinterface % M EERE

5.8 ERAEMIXEIER

e Protocol EEM 7 PMEIEM 5 1 send A

o AR ZHFIMISL BP2/BP3 FERE X

o WebSocket #&3%: B2i&E#E. @{iEiE. HTTP header $£4%. Hello hE&E NS

e MQTT+UDP #&z(: MQTT K74 + UDP —RMMNBREIRA; hello BfE UDP key/nonce
e AES-128-CTR 7£ nonce E#z\ size/timestamp/sequence RYIZIT

o UDP FSHaMELF + B

o Application M9 7 N EIE vs EEDA 9 NAE — TENIHMIUEER”

e MgqttProtocol A shared_ptr<atomic> B LEZE IR EEE =5 5HRUFRIS

o —RIFIEM hello E| goodbye HI5EEERY %

T—&F#N mcp_server.cc/h —Ig &K MCP MM (LAREEZFARIREINEERINR) .



% 6 E iﬁ%iﬁuﬁ MCP T’j]‘i)\(: mcp_server.h / .cc

909 17 (345 X + 564 ), XEBALELAREEEREHES NHR., A LLM BIRIRMNTRNIA
TRESMMZERA.

6.1 MCP Zft4. RH+4AE MCP

MCP (Model Context Protocol) =& 2024 FEEHAXEHAFRIMY, FET"TEEARE LLM EFiHFRSR 28
MF—1E0. IRBIHZIH MCP server [, =R LLM (BEZFRBEAE &) REZIF MCP MESRBANEEIIHEE, t
:

o BTNPEREE

o HERFERE (Vision)

s ERIRE

o PRERER

o RE AT RN I AZH FHEIR

RF MCP 2B, SisERtiEE N EHAERN JSON RPC; BT MCP 2/&, TEFIXRAESEHSEMHET
tools/list iR[E], LLM BZREEBWD + EAES,

A ABERERMARSR? BAABLENE (EHAMEE . RINCIERS) LIERERIT, K—BEHANE.

[KEREREAE? MCP 21 JSON-RPC 2.0 ¥, AINBIEEHi# WebSocket / MQTT Bl EBIE—FTE MCP JHE
#MEE {type: "mcp", payload: {...}} WIINZEEHE,



1
=i LLM |
(GPT/DeepSeek/...) |
+ MCP Client |

|
MCP messages (JSON-RPC)
@E type: ||mcp||

!

|

|
v

RERE (L) |
Application |
server-side |

I
| WebSocket / MQTT

v

|
ESP32 i&&iH |
Application |
on_incoming_json |
"mcp" - payload |
! |
McpServer |
ParseMessage |
TEAR |

& &% McpServer AYT{E = #EUX JSON-RPC R + BHAZITE + REILER.,

6.2 X453 B4

mcp_server.h € 4 TREFMNEEHE—TAXXHE (350 17):



McpServer (&) |
- &I tools_ |
- MR initialize / tools/list / tools/call |
- 18T Application::SendMcpMessage [@& |

T
| #%8 vector
v

McpTool |
name / description / PropertylList / callback |
to_json() — HWRET, 4 LM & |
Call() — #1T callback HBZEREILER |

T
| #%8

v

PropertylList |
vector<Property> |
GetRequired() / Tizihia |

T
| w5

v

Property |
name / type (bool/int/string) / |
value (variant) / min/max / default |
to_json() — # JSON Schema KEX |

B0 :

|
| ImageContent |
| mime_type + base64 YRIGHIEIGENIE |

| BT vision XTREREE |

|

6.3 Property *ﬁ??i#ﬁg

6.3.1 FE%

class Property {

private:
std::string name_;
PropertyType type_;
std::variant<bool, int, std::string> value_;
bool has_default_value_;
std::optional<int> min_value_;
std::optional<int> max_value_;

IpE

std::variant<bool, int, std::string> —— C++17 5|\, EEBZ2H union, BERH 3 MERI 72—, RiFZRE
IFERIEMFh, BlE std::get<T>(value_) I std::holds_alternative<T>(value_) fHZEEIS K,



std: :optional<int>

®Tl) TEES,

C++17 5|\, TR AEERBEE"MER (B has_value() &), Lt sentinel value (-1

PropertyType S ZEE=3%&—: boolean / integer / string, #EAXF float—LLM & ZH5S KBS H corner
case, Ei + BHEATFER.

6.3.2 4 NS EL

// 1) BEFE (ZEHiAE, TEE)
Property(const std::string& name, PropertyType type)
: name_(name), type_(type), has_default_value_(false) {}

// 2) EREHK" BEOAME E (TFBERH)

template<typename T>

Property(const std::string& name, PropertyType type, const T& default_value)
: name_(name), type_(type), has_default_value_(true) {
value_ = default_value;

// 3) BHwIE + LEIRG
Property(const std::string& name, PropertyType type, int min_value, int max_value)
: name_(name), type_(type), has_default_value_(false),
min_value_(min_value), max_value_(max_value) {
if (type != kPropertyTypeInteger) {
throw std::invalid_argument("Range limits only apply to integer properties");

/7 4) B + BikE + BE
Property(const std::string& name, PropertyType type, int default_value, int min_value, int
max_value)

: name_(name), type_(type), has_default_value_(true),
min_value_(min_value), max_value_(max_value) {
if (type != kPropertyTypeInteger) {
throw std::invalid_argument("Range limits only apply to integer properties");

¥
if (default_value < min_value || default_value > max_value) {
throw std::invalid_argument("Default value must be within the specified range");
}
value_ = default_value;
¥
MOFIEX
# A& 5+
Property("question",
1 W, T el et
kPropertyTypeString)
Property("url", kPropertyTypeString,
2 &E (FEOA) . TTBE
B (L) = "http://default")
Property("volume",
3 Wi, HEE perty
kPropertyTypelInteger, 0, 100)
Property("quality",
4 YHE. HBIA + BE Sl e

kPropertyTypeInteger, 80, 1, 100)



SR ENEM std::invalid_argument 24FiFHR + IE1TINER.

6.3.3 1EtR1t set_value + SEEILE

template<typename T>
inline void set_value(const T& value) {
if constexpr (std::is_same_v<T, int>) {
if (min_value_.has_value() && value < min_value_.value()) {

throw std::invalid_argument("Value is below minimum allowed: " +
std::to_string(min_value_.value()));
¥
if (max_value_.has_value() && value > max_value_.value()) {
throw std::invalid_argument("Value exceeds maximum allowed: " +
std::to_string(max_value_.value()));
s
¥
value_ = value;

if constexpr (std::is_same_v<T, int>) = C++17 B4mIEHR if—T 2 int BN ZHRmEREE, TETH
FiH, RMERERNTORBME"NEETE (IH C++ EEHFL / SFINAE),

std::invalid_argument it tools/call FEATFMERTABEIRIR + LIREEIR,

6.3.4 to_json() —— “ERX JSON Schema FE&

std::string to_json() const {

cJSON xjson = cJSON_CreateObject();

if (type_ == kPropertyTypeBoolean) {
cJSON_AddStringToObject(json, "type", "boolean");
if (has_default_value_) cJSON_AddBoolToObject(json, "default", value<bool>());

} else if (type_ == kPropertyTypelnteger) {
cJSON_AddStringToObject(json, "type", "integer");
if (has_default_value_) cJSON_AddNumberToObject(json, "default", value<int>());
if (min_value_.has_value()) cJSON_AddNumberToObject(json, "minimum",
min_value_.value());

if (max_value_.has_value()) cJSON_AddNumberToObject(json, "maximum',
max_value_.value());

} else if (type_ == kPropertyTypeString) {
cJSON_AddStringToObject(json, "type", "string");
if (has_default_value_) cJSON_AddStringToObject(json, "default", value<std::string>

().c_str());
¥
I coo
b
e A1
{ "type": "integer", "default": 80, "minimum": 1, "maximum": 100 }

X/ JSON Schema &/ F&E—LIM ZZEMABIZSENIEAR, BRI ERSERNER.

6.4 PropertyList ';é\'%%



class PropertylList {
private:

std::vector<Property> properties_;

public:

PropertyList() = default;

PropertyList(const std::vector<Property>& properties) : properties_(properties) {}

void AddProperty(const Property& property) { properties_.push_back(property); }

const Property& operator[](const std::string& name) const {
for (const auto& property : properties_) {
if (property.name() == name) return property;
}

throw std::runtime_error("Property not found:

+ name) ;

auto begin() { return properties_.begin(); }
auto end() { return properties_.end(); }

std::vector<std::string> GetRequired() const {
std::vector<std::string> required;
for (auto& property : properties_) {
if (!property.has_default_value()) required.push_back(property.name());

¥
return required;
¥
std::string to_json() const { /x EFEET property.to_json() %/ }
BE
eSS

6.5 McpTool

T#RIE name A Z index i51a)
begin/end it PropertyList BJLA for (auto& argument : arguments) (C++ range—for {NEE

Y > 4R (BMEUEE 1-3 1, LMERBEA);

begin/end) ;
GetRequired() IESBEIMEMNBMHERZIKLESE, B inputSchema.required FE% (IXE MCP &HIERAIE
®);

WIEZ IR HSIER AR PropertyList({ Property(...), Property(...) }) .

TRHE + M1TE8

6.5.1 FEES5HiE



class McpTool {
private:
std::string name_;
std::string description_;
PropertylList properties_;
std::function<ReturnValue(const PropertyList&)> callback_;
bool user_only_ = false;
public:
McpTool(const std::string& name,
const std::string& description,
const PropertyList& properties,
std::function<ReturnValue(const PropertyList&)> callback)
: name_(name), description_(description), properties_(properties), callback_(callback)

{}
IE

32 ReturnvValue XM3IR:
using ReturnValue = std::variant<bool, int, std::string, cJSONx, ImageContentx>;

5 AT RERVIR [OIZEEL :

e bool: FIf1 / kMAITE (set_volume Z);

o int: REHE (MBREEHDL);

e std::string @ IREIXZA (41 OCR R, KESHIR) ;
o cJSONx : IR[EIZEXIMLENIE (U0 GetDeviceStatusdson) ;
o ImageContentx : IREIEfF (Z04HER).

EEEEIEET cISoNx F1 ImageContentx —FiHEEELE McpTool::Call, H Call AEREN (X2FR" K RAITHIE
1T, BEAREREARETE+HEEER, B std::unique_ptr iR variant JEESBELRM) .

6.5.2 user_only_ BX

void set_user_only(bool user_only) { user_only_ = user_only; }
inline bool user_only() const { return user_only_; }

user_only_ = true MTEN LLM R l—REZEFiRHN"BAFEHI&788EA (reboot / upgrade_firmware /
screen.snapshot &), Z2Z[E: FEEL LLM BCRAEER / AREH., £ to_json() BEET
annotations.audience = ["user"] #RiE:

if (user_only_) {
cJSON *annotations = cJSON_CreateObject();
cJSON xaudience = cJSON_CreateArray();
cJSON_AddItemToArray(audience, cJSON_CreateString("user"));
cJSON_AddItemToObject(annotations, "audience", audience);
cJSON_AddItemToObject(json, "annotations', annotations);

MEB% GetToolsList BEIARNREXETE (FRIEERT withUserTools: true),

6.5.3 to_json() — TR I AR



std::string to_json() const {
std::vector<std::string> required = properties_.GetRequired();
cJSON xjson = cJSON_CreateObject();
cJSON_AddStringToObject(json, "name", name_.c_str());
cJSON_AddStringToObject(json, "description', description_.c_str());

cJSON xinput_schema = cJSON_CreateObject();
cJSON_AddStringToObject(input_schema, "type'", "object");
cJSON *properties = cJSON_Parse(properties_.to_json().c_str());
cJSON_AddItemToObject(input_schema, "properties", properties);
if (!required.empty()) {

cJSON *required_array = cJSON_CreateArray();

for (const auto& property : required) {

cJSON_AddItemToArray(required_array, cJSON_CreateString(property.c_str()));

b
cJSON_AddItemToObject(input_schema, "required", required_array);
}
cJSON_AddItemToObject(json, "inputSchema", input_schema);
// +... (user_only annotations)
¥
e A
{
"name'": "self.audio_speaker.set_volume",
"description": "Set the volume of the audio speaker. ...",
"inputSchema": {
"type": "object",
"properties": {
"volume": { "type": "integer", "minimum": 0, "maximum": 100 }
}I
"required": ["volume"]
}
}

LLM SEEIXERFRATE: BE volume B4K. T8 0-100. MM,

6.5.4 call() — HITITEHEBRER



std::string Call(const PropertyList& properties) {
ReturnValue return_value = callback_(properties);
cJSONx result = cJSON_CreateObject();
cJSONx content = cJSON_CreateArray();

if (std::holds_alternative<ImageContentx>(return_value)) {
auto image_content = std::get<ImageContent*>(return_value);
cJSON*x image = cJSON_CreateObject();
cJSON_AddStringToObject(image, "type", "image");
cJSON_AddStringToObject(image, "image", image_content->to_json().c_str());
cJSON_AddItemToArray(content, image);
delete image_content;

} else {
cJSON*x text = cJSON_CreateObject();
cJSON_AddStringToObject(text, "type", "text");
if (std::holds_alternative<std::string>(return_value)) {

cJSON_AddStringToObject(text, "text", std::get<std::string>
(return_value).c_str());

} else if (std::holds_alternative<bool>(return_value)) {
CcJSON_AddStringToObject(text, "text", std::get<bool>(return_value) ? "true" :
"false");

} else if (std::holds_alternative<int>(return_value)) {

cJSON_AddStringToObject (text, "text", std::to_string(std::get<int>
(return_value)).c_str());

} else if (std::holds_alternative<cJSON*>(return_value)) {
cJSON* json = std::get<cJSON*>(return_value);
charx json_str = cJSON_PrintUnformatted(json);
cJSON_AddStringToObject(text, "text", json_str);
cJSON_free(json_str);
cJSON_Delete(json);

}

cJSON_AddItemToArray(content, text);

¥

cJSON_AddItemToObject(result, "content", content);
cJSON_AddBoolToObject(result, "isError", false);
77 ooo

g/ﬁ\:

1. @ callback Z%| ReturnValue;
2. 1R variant HEIFENEE S KB

o ImageContent — {type:"image", image:"..."} 3 delete image_content CHEEERFRFE);
o HE — {type:"text", text:"..."};

3. B3R MCP #mERY content U4 CEREEAE, FIUZTHEEHD;
4. 90 isError: false #michEIN;
5. IR[E]5EER JSON F/FH,

S EIREE DoToolCall E catch (W 6.7.6),

EffiREISR &

66 ImageContent



class ImageContent {

private:
std::string encoded_data_;
std::string mime_type_;

static std::string Base64Encode(const std::string& data) {
size_t dlen = 0, olen = 0;
// E—XEME: £ nullptr it mbedtls +EZEZA buffer, 57 dlen
mbedtls_base64_encode((unsigned charx)nullptr, 0, &dlen,
(const unsigned charx)data.data(), data.size());
std::string result(dlen, 0);
// FEZREE: BEIESA buffer
mbedtls_base64_encode( (unsigned charx)result.data(), result.size(), &olen,
(const unsigned charx)data.data(), data.size());
return result;

+
public:
ImageContent(const std::string& mime_type, const std::string& data) {
mime_type_ = mime_type;
encoded_data_ = Base64Encode(data);
¥
std::string to_json() const { /x {"type":"image",6"mimeType":...,"data" :<base64>} */ }

It

#/%iEHA mbedtls_base64_encode BIIRFIA:

o FE—K: {EF buffer » mbedtls IEFAEFHEHEH dlen, BERSEIE (XE mbedtls Fi/EER : alloc-size—
first) ;

o ETR: HERYF buffer BIFEEILESA.,

BRFGEE buffer K/v (baseb4 HEIKERHNZRWARN 4/3, BINRITH) .

ZIVRAE 23

6.7 McpServer

6.7.1 B0 + ¥iEtrHa



class McpServer {
public:
static McpServer& GetInstance() {
static McpServer instance;
return instance;
¥
private:
McpServer();
~McpServer();
std::vector<McpTool*x> tools_;

IE

McpServer: :McpServer() {}

McpServer: :~McpServer() {
for (auto tool : tools_) delete tool;
tools_.clear();

Meyers B (line 316-319): static FEPLBE C++11 RERER S,

TERRIEEH + F) delete —REHEND / MEENENTY), MRES, 28

std::vector<std::unique_ptr<McpTool>>,

6.7.2 AddCommonTools() MY LLM IR T HE

# Application::Initialize() ZEEIFREEA:



void McpServer: :AddCommonTools() {
auto original_tools = std::move(tools_); // * ZL/EEEMAIREH B LEAE R
auto& board = Board::GetInstance();

// TH 1: RERKSEH
AddTool("self.get_device_status",
"Provides the real-time information of the device, ...",
PropertyList(),
[&board] (const PropertyList& properties) —> ReturnValue {
return board.GetDeviceStatusJson(); // &[E] cIJSON*
1)

// THA 2: ESZH
AddTool("self.audio_speaker.set_volume",
"Set the volume of the audio speaker. ...",
PropertyList({ Property("volume", kPropertyTypelnteger, 0, 100) }),
[&board] (const PropertylList& properties) —> ReturnValue {
auto codec = board.GetAudioCodec();
codec—>SetOutputVolume(properties["volume"].value<int>());
return true;

3

auto backlight = board.GetBacklight();
if (backlight) {
AddTool("self.screen.set_brightness", ...);

b

#ifdef HAVE_LVGL
auto display = board.GetDisplay();
if (display && display->GetTheme() != nullptr) {
AddTool("self.screen.set_theme", ...);
¥
auto camera = board.GetCamera();
if (camera) {
AddTool("self.camera.take_photo", ...);
+
#endif

// & EWRRFHELA append FFK/E
tools_.insert(tools_.end(), original_tools.begin(), original_tools.end());

FERTVEMAEFELY (line 39 / line 125) :

1. #RZ% InitializeTools() BAERFFABILEM# tools_ (£ board.cc £);
2. AddCommonTools %tFH std::move(tools_) IEE(1&E7ZZI original_tools ;
3. FMEATE (ZRIRFE push ZIIMESHY tools_);

4. REEEHEMN append EBlE,

Rt LIEBRATIEMEIE? TEBPHR T —FIA prompt cache, AEEILARIFER system prompt NSERFITE, TH
JREIEEEE, £FGDEES, WK, AEIERRMS, REEMIRMTAEENER.

take_photo TE4FIBEER:



[camera] (const PropertyList& properties) —> ReturnValue {

TaskPriorityReset priority_reset(1); // s IGATFEIEIE5E40
if (!camera—>Capture()) {

throw std::runtime_error("Failed to capture photo");

¥
auto question = properties['question"].value<std::string>();
return camera—>Explain(question); // i&/E string (zmimh9#ltaR)

TaskPriorityReset 2 2 E 2.5.3 Wi RAIl helper——3ABRFERNY JPEG RIS PHEE(ESNEINES. camera-
>Explain AIERE HTTP L{£E %l vision URL ( ParseCapabilities I 6.7.4 i%&HI), RO LLM HEEIER,

6.7.3 AdduseronlyTools() — ¥’ AP EFiIEFI LKW E

WigET B BPIRHE APP7IER (RE LLM) :



void McpServer::AddUserOnlyTools() {
/! REER
AddUserOnlyTool("self.get_system_info", "Get the system information",
PropertyList(),
[this] (const PropertyList& properties) —> ReturnValue {
return Board::GetInstance().GetSystemInfoJson();
BYE

Y-V~
AddUserOnlyTool("self.reboot", "Reboot the system",
PropertyList(),
[this] (const PropertyList& properties) —> ReturnValue {
auto& app = Application::GetInstance();
app.Schedule( [&appl () {
vTaskDelay (pdMS_TO_TICKS(1000));  // Zalafz[a]a9h7 6]
app.Reboot();

});
return true;
)
// EEAZR
AddUserOnlyTool("self.upgrade_firmware", "Upgrade firmware from a specific URL. ...",
PropertyList({ Property("url", kPropertyTypeString, "...") }),

[this] (const PropertylList& properties) —> ReturnValue {
auto url = properties["url"].value<std::string>();
auto& app = Application::GetInstance();
app.Schedule( [url, &appl() {
bool success = app.UpgradeFirmware(url);
if (!success) ESP_LOGE(TAG, "Firmware upgrade failed");
FYE
return true;

)

/! FERIEE / & / 7% (IX LVGL)
#ifdef HAVE_LVGL

auto display = dynamic_cast<LvglDisplay*>(Board::GetInstance().GetDisplay());
if (display) {

AddUserOnlyTool("self.screen.get_info", ...);

#if CONFIG_LV_USE_SNAPSHOT
AddUserOnlyTool("self.screen.snapshot", ...);
AddUserOnlyTool("self.screen.preview_image", ...);

#endif

¥
#endif

// ZERTFE URL
auto& assets = Assets::GetInstance();
if (assets.partition_valid()) {
AddUserOnlyTool("self.assets.set_download_url", "Set the download url for the assets",
PropertyList({ Property("url", kPropertyTypeString) }),
[1(const PropertyList& properties) —> ReturnValue {
auto url = properties["url"].value<std::string>();
Settings settings("assets", true);
settings.SetString("download_url", url);
return true;



ER / A4%FA app.Schedule #E|EFEHF—MCP AALEFEERERECS;

e dynamic_cast<LvglDisplay*> HMZEARE LVGL B (IFZHIE SnapshotTodpeg R1EH) ;

snapshot TEXIT5%EM multipart/form-data HTTP POST: F5 boundary. MX{H4FEEL. JPEG #E.
BEp IR

e preview_image %t HTTP GET £ JPEG/PNG #EZI PSRAM ( heap_caps_malloc(content_length,
MALLOC_CAP_8BIT) ), BXR% LVGL &R,

6.7.4 ParseCapabilities() — RBBHIFIRFZEEEE LA Vision

void McpServer: :ParseCapabilities(const cJSONx capabilities) {
auto vision = cJSON_GetObjectItem(capabilities, "vision");
if (cJSON_IsObject(vision)) {
auto url = cJSON_GetObjectItem(vision, "url");
auto token = cJSON_GetObjectItem(vision, "token");
if (cJSON_IsString(url)) {
auto camera = Board::GetInstance().GetCameral();
if (camera) {
std::string url_str = std::string(url->valuestring);
std::string token_str;
if (cJSON_IsString(token)) token_str = std::string(token->valuestring);
camera—>SetExplainUrl(url_str, token_str);

£ initialize HEE, TIHE(E capabilities.vision.url ] token £5i%%F——iX#¥ take_photo T EWZERH
8 JPEG 1Z EEZIME,

6.7.5 ParseMessage() —— MCP A O

& Application £ on_incoming_json_ WK%l type=mcp ATIAFE:



void McpServer: :ParseMessage(const cJSONx json) {
// 1. %% JSONRPC g
auto version = cJSON_GetObjectItem(json, "jsonrpc");

if (version == nullptr || !cJSON_IsString(version) || strcmp(version—->valuestring, "2.0")
'=0) {
ESP_LOGE(TAG, "Invalid JSONRPC version");
return;

}

// 2. method wiiE

auto method = cJSON_GetObjectItem(json, "method");

if (method == nullptr || 'cJSON_IsString(method)) return;
auto method_str = std::string(method->valuestring);

// 3. notifications 2% (% id) E#EZAR
if (method_str.find("notifications") == 0) return;

// 4. params BABEFHESTE object
auto params = cJSON_GetObjectItem(json, "params");
if (params != nullptr && !'cJSON_IsObject(params)) return;

// 5. 1d @7z number

auto id = cJSON_GetObjectItem(json, "id");

if (id == nullptr || !'cJSON_IsNumber(id)) return;
auto id_int = id->valueint;

// 6. BH
if (method_str == "initialize") {
if (cJSON_IsObject(params)) {
auto capabilities = cJSON_GetObjectItem(params, '"capabilities");
if (cJSON_IsObject(capabilities)) ParseCapabilities(capabilities);
}
auto app_desc = esp_app_get_description();

std::string message = "{\"protocolVersion\":\"2024-11-05\",\"capabilities\":
{\"tools\":{}},\"serverInfo\":{\'"name\":\"" BOARD_NAME "\",\"version\":\"";

message += app_desc->version;

message += "\"}}";

ReplyResult(id_int, message);

} else if (method_str == "tools/list") {

std::string cursor_str = "";

bool list_user_only_tools = false;

if (params !'= nullptr) {
auto cursor = cJSON_GetObjectItem(params, "cursor");
if (cJSON_IsString(cursor)) cursor_str = cursor->valuestring;
auto with_user_tools = cJSON_GetObjectItem(params, "withUserTools");
if (cJSON_IsBool(with_user_tools)) list_user_only_tools = with_user_tools-

>valueint == 1;

¥

GetToolsList(id_int, cursor_str, list_user_only_tools);
} else if (method_str == "tools/call") {

if (!cJSON_IsObject(params)) { ReplyError(id_int, "Missing params"); return; }
auto tool_name = cJSON_GetObjectItem(params, '"name");
if (!cJSON_IsString(tool_name)) { ReplyError(id_int, "Missing name'"); return; }
auto tool_arguments = cJSON_GetObjectItem(params, "arguments");
if (tool_arguments != nullptr &% !cJSON_IsObject(tool_arguments)) {
ReplyError(id_int, "Invalid arguments");
return;
}

DoToolCall(id_int, std::string(tool_name->valuestring), tool_arguments);



} else {
ReplyError(id_int, "Method not implemented: " + method_str);

TR 3 I method:

method A&

initialize BEPIHERIEF, BRIMIURAFIEES
tools/list JILFABERTATAR (o)
tools/call BWRAEITIA

ZHB& notifications/x ——MCP #SEE notifications EREINAGES, RFIFEAWIBEEE (RNBEEHEEEEEER)
EWNBENTSR) .

initialize REIMNAS:

{
"jsonrpc": "2.0",
"id": 1,
"result": {
"protocolVersion": "2024-11-05",
"capabilities": { "tools": {} },
"serverInfo": {
""name": "<BOARD_NAME>",
"version": "<app_desc->version>"
}
}
b

% BOARD_NAME H Kconfig J¥ N\ (4 “xiaozhi-s3-cardputer”), app_desc->version & esp_app_format BEI4
IR (git tag) .

6.7.6 GetToolsList() — DI TREEE



void McpServer::GetToolsList(int id, const std::string& cursor, bool list_user_only_tools) {
const int max_payload_size = 8000;
std::string json = "{\"tools\":[";

bool found_cursor = cursor.empty();

auto it = tools_.begin();

std::string next_cursor = "";

while (it != tools_.end()) {
if (!found_cursor) {

if ((xit)->name() == cursor) {
found_cursor = true;
} else {
++it;
continue;
}
+
if (!list_user_only_tools && (xit)->user_only()) {
++it;
continue;

std::string tool_json = (xit)->to_json() + ",";
if (json.length() + tool_json.length() + 30 > max_payload_size) {

next_cursor = (xit)->name();
break;
¥
json += tool_json;
++it;
¥
if (json.back() == ',') json.pop_back();
if (json.back() == '[' && !tools_.empty()) {
ESP_LOGE(TAG, "tools/list: Failed to add tool %s because of payload size limit",
next_cursor.c_str());
ReplyError(id, "Failed to add tool " + next_cursor + " because of payload size
limit");
return;
¥

if (next_cursor.empty()) {
json += "1}";
} else {
json 4= "]1,\"nextCursor\":\"" + next_cursor + "\"}";

}
ReplyResult(id, json);
}
A LESTT?

o WebSocket / MQTT BB EMATIRE LR (XERER 8000 F¥);
o —IEiRFEMT 20+ TH, 2RASBERIBNEER;
o MCP WMYHISEE nextCursor ZEFEDTIFER.



BA:

1. cursor T — MLFLE;

2. cursor JEF — BE| name == cursor MIUBEFFIR (44 ERKRFTRHRAIFIR)
3. JLEh JSON BWEKE, i 30 FHLABERLEN;

4. MZRIRMEEE — 1% nextCursor = HFTHAE HE;

5. IR— 1 IAEEMEE (21PITRAKEE 8000) — iRkEE;

6. 70 nextCursor FEREIAMN,

LLM K ZEITH nextCursor MIMINESEAZ—/R tools/list X cursor fif F—T1,

6.7.7 poToolcall() — L HiAA + T



void McpServer::DoToolCall(int id, const std::string& tool_name, const cJSONx tool_arguments)
{
auto tool_iter = std::find_if(tools_.begin(), tools_.end(),
[&tool_namel (const McpToolx tool) {

return tool->name() == tool_name;
});
if (tool_iter == tools_.end()) {
ReplyError(id, "Unknown tool: " + tool_name);

return;

PropertyList arguments = (xtool_iter)->properties();
try {
for (auto& argument : arguments) {
bool found = false;
if (cJSON_IsObject(tool_arguments)) {
auto value = cJSON_GetObjectItem(tool_arguments, argument.name().c_str());
if (argument.type() == kPropertyTypeBoolean && cJSON_IsBool(value)) {
argument.set_value<bool>(value->valueint == 1);
found = true;
} else if (argument.type() == kPropertyTypeInteger && cJSON_IsNumber(value)) {
argument.set_value<int>(value->valueint);
found = true;
} else if (argument.type() == kPropertyTypeString && cJSON_IsString(value)) {
argument.set_value<std::string>(value->valuestring);
found = true;

}

)

if ('argument.has_default_value() && !found) {
ReplyError(id, "Missing valid argument: " + argument.name());
return;

¥

}

} catch (const std::exception& e) {
ReplyError(id, e.what());
return;

// Use main thread to call the tool
auto& app = Application::GetInstance();
app.Schedule( [this, id, tool_iter, arguments = std::move(arguments)]() {
try {
ReplyResult(id, (xtool_iter)->Call(arguments));
} catch (const std::exception& e) {
ReplyError(id, e.what());

1. #IR: std::find_if #Z name &; #HAFILZEIEEHE.

2. EENERIASEUENR: PropertylList arguments = (xtool_iter)->properties(); —#EN—H &k, BE=
BiME, RtaEN? BRZIENEAREEESR, HARE,

3. ERSE + XEKIE: BHE TS, M tool_arguments BiREZFH, BN ITE (boolean « bool /
integer & number / string © string) ; RIXFIBTEIME — R, set_value AFESMTEIEE, HWFM
std::invalid_argument ,



4. catch + ReplyError: EAIZ¥FEIEIEIE, A#HA callback,

5. 51T B Schedule #Z|EEIFM callback, arguments = std::move(arguments) =2 C++14 init capture

—I lambda KA arguments A move i, BHRBIEN—7,
6. callback W&t catch: f5I4l take_photo IHBBZIHA runtime_error,

At AFRE callback EEEIFE?

o TETRER LVGL / B7R / Audio XEELTIEL SN FRE;
o ZNTHEBRESRTNH, FEEHE (LEUREEAT set_volume);
o BIRHFMLRA—E—L.

6.7.8 ReplyResult() / ReplyError()

void McpServer::ReplyResult(int id, const std::string& result) {
std::string payload = "{\"jsonrpc\":\"2.0\",\"id\":";
payload += std::to_string(id) + ",\"result\":";
payload += result;
payload += "}";
Application::GetInstance().SendMcpMessage(payload);

void McpServer::ReplyError(int id, const std::string& message) {
std::string payload = "{\"jsonrpc\":\"2.0\",\"id\":";
payload += std::to_string(id);
payload += ",\"error\":{\"message\":\"";
payload += message;
payload += "\"}}";
Application::GetInstance().SendMcpMessage(payload);

FEFHRPEMARE cJSON: EH result ELXREE JSON E/58H, HIERRALL cJSON BTBFIIIRES,
Application::SendMcpMessage WEBEE—E {type:mcp, payload: ...} EHAHE.

6.8 —XEENITHRAANEF

X" EEEE 70" Jl:



1. user: "ZEER70"

(iEF - ASR - text)

2. LM REFAIA:
tools/call name=set_volume
arguments={volume:70}

LLM (=iH) Application

|

|

|

|

|

|

|

| — MCP JSON-RPC
| {type:"mcp",payload:{...}}
|

|

|

|

|

"set_volume"

|
i

0<=70<=100

Application.Schedule(...)

<«— {type:"mcp",payload:
{jsonrpc:2.0,1id:N,
result:{content:[...]1}}} ——

12. LLM IKZE| success -
£REE "EiEzI7e" |
- TTS - B&EIRIE

6.9 XEFTFIMNXE C++ HAR

3. on_incoming_json:
"mcp" - ParseMessage()

McpServer

9. E{EIEE callback:
codec—>SetOutputVolume(70)
-» 5 ES8311 EH{¥ss
- return true

10. Call() #& true €5
{content: [{type:"text",
text:"true"}1,
isError:false}

11. ReplyResult -
SendMcpMessage payload

. find tool
. ¥ properties #&

. BT volume=70
. set_value(70)

- EERE:



KA W

std::variant<...> + std::holds_alternative +

Property::value_, ReturnValue AR
std::get<T>
std: :optional<int> min/max 7] Z= 56 FR |

std:: function<ReturnValue(const . e
TREOERSG—ER

PropertylListé&)>

if constexpr (std::is_same_v<T, int>) IFEAD

EIRIZIE + SFINAE Bf{ Property #% ctor %
range—for + begin/end for (auto& arg : arguments)
std::find_if + lambda TESK

std: :move(tools_) + insert AddCommonTools FERZERR
init capture arguments = std::move(arguments) C++14 lambda i3k
try/catch W& SEBRITER + callback HUATHRS BIHEFR
mbedtls Base64 encode (%) El{% base64

dynamic_cast &l|-F3EH X% LvglDisplay / OledDisplay
heap_caps_malloc (MALLOC_CAP_8BIT) PSRAM _E o BEo KERE &R H
FE multipart/form-data snapshot TR HTTP Lf&
Meyers 5| (F&5BEER) McpServer:Getinstance

6.10 IRiTE NG

1. JSON Schema #iiRB2: &1 Property > —H schema; &1 Tool — 5% inputSchema, it LLM BBIIEfRT
BEEN, TF/E prompt Big4RiL,

. prompt cache &¥f: BATENAIE, RALEREE, sAtGHSIH LLM B prompt cache,

. user-only fXFRDK: ERIRIE (reboot / upgrade) ¥ LLM REIIL, REEL BSEF ik,

. BEHRIT + ERIRBRTMH: FAB TR callback #f Schedule ZIE/EIAH, BiSH KGR,

5. 3BER 4 BEIFRFI + BRIME: R Property Z2REY, ERAARAIREEHEENER callback,

6. 971 + 8000 FHIEFR: FMAETAE + ZREHIBE,

7. $EIRTRRNERIHER . SEURITER / callback HUUTHRRR try/catch, f5IRMBFE/AE.

A WOWDN

6.11 ERAEMAIZEEN

e MCP ZBft4. AftAKEIREIR

o 4 BELEH) (Property — PropertyList = McpTool — McpServer)
o Property 4 f91E815 53 NATIENX

e std::variant / std::optional RYSLEFEE

o ReturnValue 5 MEEI B

e user_only_ TEHIRIEE

e AddCommonTools FREXUIEMAIIELY (prompt cache)

e initialize / tools/list / tools/call =F# method &4 2



o DTIHF + 8000 FHHER

DoToolCall fIFEREX S & 3R

e ImageContent A base64 4Ri5

snapshot TE#) multipart/form-data FEL]

T—ZE&= ota / assets / settings / system_info RZRFZE.



F 78 ZARSE: OTA / Assets / Settings /
Systeminfo

X—EEE 4 MIERERSHN RAR RS

e settings.{h,cc} —— NVS (Non-Volatile Storage) EEEZH (REE, FIEETCEIREA)
o system_info.{h,cc} — E&EEFEEENH (MAC. BHES. AE. EH3IFK)
e ota.{h,cc} WE/TH/E/ REENH (REZ%, & HMAC R&HE)

o assets.{h,cc} — RFEH/XEE (IBHEEE., ZF. KRB, EK), ST mmap

7.1 B{ExRE

1
Application::ActivationTask EAIREZ |

@ CheckAssetsVersion() B Assets HMEZFBIMA |

@ CheckNewVersion() —— F Ota WEEMKRAGEE |
@ InitializeProtocol() —— R{E Ota ZERIEFEMIN |
|
v v v
1
Assets Ota Application::Initialize |

[
|
| GEBEEN AL 0TA) |
|
|

|
apply() Upgrade() |
getData() Activate()

1 |
| | |
| | |

download() | | Check..() |
| | |
| | |
11 |

v v

1
Settings « NVS namespace #E (wifi/mqtt/websocket/assets...)
(NVS namespace)
GetString/SetString
GetInt/SetInt
GetBool/SetBool

T

v

|
SystemInfo ($STH) |

|
|

| GetMacAddress | < REMW—HFR, HTTP &Rk Device-Id
| GetUserAgent | < BOARD_NAME/KRZAS

| GetMinimumFreeHeap |« M

| PrintTaskCpuUsage |« A

[ |

NVS Be B3

7.2 settings.{h,cc}



109 17113, BEEERLTNBERES.
7.21NVS 2144

NVS (Non-Volatile Storage) & ESP-IDF iREAVBESISA MG, BEEZIINNVS X
(partitions/vl/16mb.csv BEEFEF), 4Fm:

o BELH (key &K 15 FT);

o X#F namespace [FE (—TIWERIAZ namespace);

EEZL (EAERA commit FXM);

B9 (NVS BC4E flash F@[a)) ;

AEZEBERE APl (nvs_get_str / nvs_get_i32 / nvs_get_u8 %),

7.2.2 RAIl R18HY settings 3K

Settings::Settings(const std::string& ns, bool read_write)
: ns_(ns), read_write_(read_write) {
nvs_open(ns.c_str(), read_write_ ? NVS_READWRITE : NVS_READONLY, &nvs_handle_);

Settings::~Settings() {
if (nvs_handle_ != 0) {
if (read_write_ && dirty_) {
ESP_ERROR_CHECK (nvs_commit(nvs_handle_));
¥

nvs_close(nvs_handle_);

28 RAIl:

o & = FIFFEINA;
o M= (WHEUR) &’X + XAVMW;
o FE: A LEIE — B EREEIRRK M.,

dirty_ #RERMER: RBEERIARR, B8R RiZE" itk flash BN (NVS commit & flash RIEFFEH) .
BARY(ER:

Settings settings("mqtt", true); // F7/ mqtt namespace, EZ
settings.SetString("endpoint", "mqtts://server.com:8883");
settings.SetInt("keepalive", 240);

// ¥# - Exj commit

7.2.3 =M EITFE



std::string Settings::GetString(const std::string& key, const std::string& default_value) {

if (nvs_handle_ == 0) return default_value;

size_t length = 0;

if (nvs_get_str(nvs_handle_, key.c_str(), nullptr, &length) != ESP_OK) {
return default_value;

¥

std::string value;

value.resize(length);

ESP_ERROR_CHECK(nvs_get_str(nvs_handle_, key.c_str(), value.data(), &length));

while (!value.empty() && value.back() == '\0') {
value.pop_back();

¥
return value;
}
ML IRIFR S

1. & nullptr £ NVS HIFIREEZ K buffer;
2. resize string B 1EZl buffer,

fxfg while (back == '\0') pop_back() X2 NVS FHEFREHN null ZIERF——nvs_get_str &IE C FERFEM \0
IR,

int32_t Settings::GetInt(const std::string& key, int32_t default_value) {
if (nvs_handle_ == 0) return default_value;
int32_t value;
if (nvs_get_i32(nvs_handle_, key.c_str(), &value) != ESP_OK) return default_value;
return value;

bool Settings::GetBool(const std::string& key, bool default_value) {
if (nvs_handle_ == 0) return default_value;
uint8_t value;
if (nvs_get_u8(nvs_handle_, key.c_str(), &value) != ESP_OK) return default_value;
return value !'= 0;

int32 EiEE, bool FJ uint8_t H&ESE (NVS EHEE4L bool 2E),

7.2.4 setx + dirty_ fhm

void Settings::SetString(const std::string& key, const std::string& value) {
if (read_write_) {
ESP_ERROR_CHECK(nvs_set_str(nvs_handle_, key.c_str(), value.c_str()));
dirty_ = true;
} else {
ESP_LOGW(TAG, "Namespace %s is not open for writing", ns_.c_str());

SiREHLAE read_write_, BN nvs_set_x, JEE dirty_,

5¥2 ESP_ERROR_CHECK % panic B9%G—NVS HBi (WD XiF. key XK) £HIZ abort BNMEF, WEBEFAEM
S, EAHEREMEN SR, TRETESR.



7.2.5 EraseKey / EraseAll

void Settings::EraseKey(const std::string& key) {
if (read_write_) {
auto ret = nvs_erase_key(nvs_handle_, key.c_str());
if (ret != ESP_ERR_NVS_NOT_FOUND) {
ESP_ERROR_CHECK(ret);

EraseKey I ESP_ERR_NVS_NOT_FOUND BHE—IBARTZTEH key FNEHIR.
7.2.6 B EHIHI NVS namespace
BiE rg 'Settings\ ("' BILAFIE:

namespace NE

ota_url (OTA BR$28 URL). wifi

wifi o
SSID/ %43
natt endpoint / client_id / username /
d password / keepalive / publish_topic
websocket url / token / version
assets download_url (BEX®HE URL)
audio volume (BFBEFXM)
display brightness / theme
uuid (TRFE4E UUID, BENRBoIENA
board
)
7.3 system_info.{h,cc} iﬁ%ﬁ:@sﬁiﬂ

152 {718, £2 static #BEHE. TRE. LA,

7.3.1 GetMacAddress() — IX&FMH—FRIR

std::string SystemInfo::GetMacAddress() {
uint8_t macl6];
#if CONFIG_IDF_TARGET_ESP32P4
esp_wifi_get_mac(WIFI_IF_STA, mac);
#else
esp_read_mac(mac, ESP_MAC_WIFI_STA);
#endif
char mac_str([18];

mac[2], mac[3], mac[4], mac[5]);
return std::string(mac_str);

w5

OTA B E& / wifi_board

OTA Check B

OTA Check 5§

MCP T A
self.assets.set_download_url

AudioCodec::SetOutputVolume

LvglIDisplay

Board::GetUuid

snprintf(mac_str, sizeof(mac_str), "%02x:%02x:%02x:%02x:%02x:%02x", mac[0], mac[1],



ESP32-P4 157kt : P4 BE8H Wi-Fi, BE esp_wifi_remote (3T SPI ##4ME ESP32-C6 Wi-Fi 1&iR) =

MAC;
HESHB esp_read_mac(ESP_MAC_WIFI_STA) —— Wi-Fi station LA MAC (23KME—);

o B xxixxixxixxixx:xx FfFe8 (HTTP header ),
7.3.2 GetUserAgent()

std::string SystemInfo::GetUserAgent() {

auto app_desc = esp_app_get_description();
auto user_agent = std::string(BOARD_NAME "/") + app_desc—>version;

return user_agent;

BOARD_NAME 2 Kconfig I ANRIMRF, app_desc—>version = ESP-IDF EZIM git tag SENBIARZAS .,

xiaozhi-s3-cardputer/1.5.0 ,

HTTP 3EREBFH X User-Agent, BRSS 23 =] AMKRAS D i

7.3.3 GetFlashSize / GetFreeHeapSize / GetMinimumFreeHeapSize

size_t SystemInfo::GetFreeHeapSize() {
return esp_get_free_heap_size();

b

size_t SystemInfo::GetMinimumFreeHeapSize() {
return esp_get_minimum_free_heap_size();

}

1154933

/AP RER T EAKAAME— AR EEREERSHORRE, HEX
T XA )R

TRERIM BT T 1\ ZEREMIZE

7.3.4 PrintTaskCpuUsage() — 155 CPU A%t



esp_err_t SystemInfo::PrintTaskCpuUsage(TickType_t xTicksToWait) {
TaskStatus_t *start_array = NULL, *end_array = NULL;
UBaseType_t start_array_size, end_array_size;
configRUN_TIME_COUNTER_TYPE start_run_time, end_run_time;

// 1. B—RRIE

start_array_size = uxTaskGetNumberOfTasks() + ARRAY_SIZE_OFFSET;

start_array = (TaskStatus_tx)malloc(sizeof(TaskStatus_t) x start_array_size);
start_array_size = uxTaskGetSystemState(start_array, start_array_size, &start_run_time);

vTaskDelay(xTicksToWait); // 2. F—EHiE

// 3. BIRRIE

end_array_size = uxTaskGetNumberOfTasks() + ARRAY_SIZE_OFFSET;

end_array = (TaskStatus_tx)malloc(sizeof(TaskStatus_t) * end_array_size);
end_array_size = uxTaskGetSystemState(end_array, end_array_size, &end_run_time);

// 4. ITEEEHITEH
total_elapsed_time = (end_run_time - start_run_time);
for (int i = 0; i < start_array_size; i++) {
// 7 end_array Z#/[E—1 handle PLE
for (int j = 0; j < end_array_size; j++) {
if (start_array[il.xHandle == end_array[jl.xHandle) { k = j; break; }
ks
if (k >= 0) {
uint32_t task_elapsed_time = end_array[k].ulRunTimeCounter -
start_array[i].ulRunTimeCounter;
uint32_t percentage_time = (task_elapsed_time *x 100UL) / (total_elapsed_time x
CONFIG_FREERTOS_NUMBER_OF_CORES) ;
printf("| %-16s | %8lu | %4lu%%\n", start_array[i].pcTaskName, task_elapsed_time,
percentage_time);

o MREHERAIESZEI ulRunTimeCounter (FreeRTOS RERLIFAYRITIEST tick) s
o RE = XERIIENZES SR CPU AY[E];

o [RLASFERT = CPU &Lt

o Zi% (Wix) EIEH R CONFIG_FREERTOS_NUMBER_OF_CORES ,

HLHF:
| Task | Run Time | Percentage
| main | 12345 | 5%
| audio_input | 65432 | 32%
| audio_output | 38291 | 19%
| afe_processor | 28194 | 14%
I

A CPU #RFIA—ZAINE T &% wake_word_test.cc FIELARFAY debug B2 TH.

7.3.5 PrintHeapStats() — 4RIt



void SystemInfo::PrintHeapStats() {
int free_sram = heap_caps_get_free_size(MALLOC_CAP_INTERNAL);

int min_free_sram = heap_caps_get_minimum_free_size (MALLOC_CAP_INTERNAL);

ESP_LOGI(TAG, "free sram: %u minimal sram: %u', free_sram, min_free_sram);

MALLOC_CAP_INTERNAL E[7]45itHE SRAM (R PSRAM), SRAM j# = RETIRA, PSRAM i# = 1HEEE TRER

E=pva:l)

B4 RS IRERE

7.4 ota.{h,cc}
473 1718, BRAEREZRNXME., IEED OR:

1. WERAE: BoinEO. WEEARAS. 4£1F matt/websocket EEE ;

2. 8EEGE: F efuse BIEMFFIS + HMAC challenge/response SRl BEREIE
3. THREREMH: "XBEAN OTA 2KX;

4. BEERRIF: BEIERCHE] irmware 59 valid,

7.4 118 — ERFIIS

Ota::0ta() {
#ifdef ESP_EFUSE_BLOCK_USR_DATA
uint8_t serial_number[33] = {0};
if (esp_efuse_read_field_blob(ESP_EFUSE_USER_DATA, serial_number, 32 % 8) == ESP_OK) {

if (serial_number[0] == 0) {

has_serial_number_ = false;
} else {
serial_number_ = std::string(reinterpret_cast<charx>(serial_number), 32);
has_serial_number_ = true;
¥
}
#endif

b

eFuse £ ESP32 AEPHI—/RIEBIRIZNL, NGB, ESP_EFUSE_USER_DATA £ 256 {iI (32 1) MAFX
—H B AR 32 EHFEIISHE,

S

e esp_efuse_read_field_blob F£=22 bit #{, 32 * 8 = 256 bit;
E—1TFTAH 0 - KEFIS (BF RES"NHFER)
BFYIS — BEEEER v2 (HMAC challenge-response) ,

7.4.2 setuphttp() —— M HTTP k&R



std::unique_ptr<Http> Ota::SetupHttp() {
auto& board = Board::GetInstance();
auto network = board.GetNetwork();
auto http = network—>CreateHttp(0);
auto user_agent = SystemInfo::GetUserAgent();
http->SetHeader("Activation-Version", has_serial_number_ ? "2" : "1");
http->SetHeader("Device-Id", SystemInfo::GetMacAddress().c_str());
http->SetHeader("Client-Id", board.GetUuid());
if (has_serial_number_) {

http->SetHeader("Serial-Number", serial_number_.c_str());

¥
http—>SetHeader("User-Agent", user_agent);
http—>SetHeader("Accept-Language", Lang::CODE);
http—>SetHeader("Content-Type", "application/json");
return http;

OTA 1EREVAREESL !

e Activation-Version: 18 2, SRS IHEAMESEMNIL

e Device-Id: MAC (W@4M—, hERNS);

o Client-Id: % UUID (BNRBEHN NVS BEHAER) 5

e Serial-Number : efuse EHIFFIS ({X Activation—Version 2);
o User—Agent : iR&/RAS;

e Accept-Language : IBE1E (zh-CN / en-US / HIES).

7.4.3 cCheckVersion() — —/ REEEPEE

esp_err_t Ota::CheckVersion() {
auto& board = Board::GetInstance();
auto app_desc = esp_app_get_description();
current_version_ = app_desc—->version;

std::string url = GetCheckVersionUrl();
if (url.length() < 10) return ESP_ERR_INVALID_ARG;

auto http = SetupHttp();

std::string data = board.GetSystemInfoJlson();
std::string method = data.length() > @ ? "POST" : "GET";
http->SetContent(std: :move(data));

if (!'http—>0pen(method, url)) return http—>GetLastError();
auto status_code = http—>GetStatusCode();

if (status_code != 200) return status_code;

data = http->ReadAll();

http->Close();

M ota_url (BRIAM Kconfig B9 CONFIG_OTA_URL 3€) & POST &R, BERIFZEIREM GetSystemInfolson() (&
SR BRA. MRAE. BEE), RBiHIN—DNRE JSON,

At 4R POST MAR GET? AANEEIREERELE—RSBIFEIERESHES TAARR matt BB, RI|ARAESIR
EEBAMEML URL,

ARSS A L 7~ {51 -



b

I

"activation": {

"message': "iE¥JFF https://xz.com/activate HNEIES: ",
"code": "ABC123",

"challenge": "@x1234abcd...",

"timeout_ms": 60000

Y

"mgtt": {
"endpoint": "mqtt.example.com:8883",
"client_id": "device_xxx",
"username": "...",
"password": "...",
"publish_topic": "device/in"

b

"websocket": {
"url": "wss://ws.example.com/",
"token": "Bearer xxx",

"version": 3

"server_time": {

"timestamp": 1715500000000,
"timezone_offset": 480

"firmware": {

"version": "1.6.0",
"url": "https://firmware.example.com/v1.6.0.bin",
"force": 0

TENRERAET

7.4.3.1

if (

has_
has_
cJSON *activation = cJSON_GetObjectItem(root, "activation");

iRt activation E%

activation_code_ = false;
activation_challenge_ = false;

cJSON_IsObject(activation)) {
cJSON* message = cJSON_GetObjectItem(activation, "message");
if (cJSON_IsString(message)) activation_message_ = message->valuestring;
cJSONx code = cJSON_GetObjectItem(activation, '"code");
if (cJSON_IsString(code)) {
activation_code_ = code->valuestring;
has_activation_code_ = true;
+
cJSON* challenge = cJSON_GetObjectItem(activation, "challenge");
if (cJSON_IsString(challenge)) {
activation_challenge_ = challenge—>valuestring;
has_activation_challenge_ = true;
¥
cJSONx timeout_ms = cJSON_GetObjectItem(activation, "timeout_ms");
if (cJSON_IsNumber(timeout_ms)) {
activation_timeout_ms_ = timeout_ms—>valueint;



FMECERRR:

e code t&3{ (Activation-Version 1, Tt efuse B3IS): ARFBiRLALE—FEF code, RFIBZEHER + RRER, 1t
AP ENTUHN XL EIZEMKES, Application £ ShowActivationCode E4LME,

o challenge &= (Activation-Version 2, & efuse F%S): BRBiImLZE— 14 challenge F~5E88, 1%&FF efuse
EBf HMAC key B HMAC-SHA256, [EMELARRSIHIIE, XEE -BHRSMIANE, TrIAE,. *0 7.4.6,

7.4.3.2 fiB#r mqtt / websocket EgHE NVS

has_mqtt_config_ = false;
cJSON *xmqtt = cJSON_GetObjectItem(root, "mgtt");
if (cJSON_IsObject(mqgtt)) {

Settings settings("mqtt", true);

cJSON xitem = NULL;

cJSON_ArrayForEach(item, mqtt) {

if (cJSON_IsString(item)) {
if (settings.GetString(item->string) != item->valuestring) {
settings.SetString(item—>string, item->valuestring);

b
} else if (cJSON_IsNumber(item)) {
if (settings.GetInt(item->string) != item—>valueint) {
settings.SetInt(item—>string, item—>valueint);
b
}
}
has_mqtt_config_ = true;
¥
2R

e F cJSON_ArrayForEach i&[H mqtt object BIFFE key (cJSON LILE object NERtLAAER, BE
ArrayForEach) ;

o EARIFELENBEE: BRI ARTHHNFERTIBN flash BN (NVS EARIEN flash FaER)

o [ Settings HAEILE— commit ,

websocket ERAMETTE—HFANIEIE,

7.4.3.3 Bt server_time Ef —— NTP &%



has_server_time_ = false;
cJSON *server_time = cJSON_GetObjectItem(root, "server_time");
if (cJSON_IsObject(server_time)) {
cJSON xtimestamp = cJSON_GetObjectItem(server_time, "timestamp");
cJSON xtimezone_offset = cJSON_GetObjectItem(server_time, "timezone_offset");
if (cJSON_IsNumber(timestamp)) {
struct timeval tv;
double ts = timestamp—>valuedouble;
if (cJSON_IsNumber(timezone_offset)) {
ts += (timezone_offset—>valueint % 60 x 1000); // pHEZR
+
tv.tv_sec = (time_t)(ts / 1000);
tv.tv_usec = (suseconds_t)((long long)ts % 1000) *x 1000;
settimeofday(&tv, NULL);
has_server_time_ = true;

EBRRSB[BETREE NTP Y-

o NTP EELEZIRME (ASIBHAIE. BERE UDP) A~8H;

o HTTP E4X8E8 — IEEAT &) ZFH N5 ;

o timezone_offset BHHHANRMAMNEKRERE (WR/\KX =480);

o settimeofday EIFIRBARAME—F4EL time(NULL) / RTC / BEMREEEEXT,

52 valuedouble M3IE valueint — int §]% ~211{Z = 2.1x10° L 24 X, FZAT 1715500000000 XFh 13 fif
ZMITE)E, YA double,

7.4.3.4 [t firmware E&

has_new_version_ = false;
cJSON xfirmware = cJSON_GetObjectItem(root, "firmware");
if (cJSON_IsObject(firmware)) {
cJSON xversion = cJSON_GetObjectItem(firmware, "version");
if (cJSON_IsString(version)) firmware_version_ = version->valuestring;
cJSON *url = cJSON_GetObjectItem(firmware, "url");
if (cJSON_IsString(url)) firmware_url_ = url->valuestring;

if (cJSON_IsString(version) && cJSON_IsString(url)) {
has_new_version_ = IsNewVersionAvailable(current_version_, firmware_version_);
cJSON xforce = cJSON_GetObjectItem(firmware, "force");
if (cJSON_IsNumber(force) && force->valueint == 1) {
has_new_version_ = true;

force: 1 BHIBHLERER—ENERASHEAREZLAR. BTFERTRIZZBER.

B X LhRASEEER

7.4.4 ParseVersion / IsNewVersionAvailable



std::vector<int> Ota::ParseVersion(const std::string& version) {
std::vector<int> versionNumbers;
std::stringstream ss(version);
std::string segment;
while (std::getline(ss, segment, '.')) {
versionNumbers.push_back(std::stoi(segment));
¥

return versionNumbers;

bool Ota::IsNewVersionAvailable(const std::string& currentVersion, const std::string&
newVersion) {

std::vector<int> current = ParseVersion(currentVersion);
std::vector<int> newer = ParseVersion(newVersion);
for (size_t i = 0; i < std::min(current.size(), newer.size()); ++i) {
if (newer[i] > current[i]) return true;
else if (newer[i] < current[i]) return false;
b

return newer.size() > current.size();

FERLER® 1.2.3 — [1, 2, 3]:

o Sfifftst (1.2.0 <2.0.0);
o RFYRELE T
o KEAFMERNM (1.2 <1.21),

ERIRBAE 1.2.3-rcl XML MITE—ANBRASHELLT,

7.4.5 upgrade() R TE + BA OTA oKX

>t

REZMRE (104 17), BEER:

bool Ota::Upgrade(const std::string& firmware_url, std::function<void(int, size_t)> callback)
{
esp_ota_handle_t update_handle = 0;
auto update_partition = esp_ota_get_next_update_partition(NULL);
if (update_partition == NULL) return false;

XEEWS: ESP32 A A/B WP X OTA—ota_0 1 ota_1 RXEEH.,
esp_ota_get_next_update_partition(NULL) REIHFIEEBTHIR—T—ARNEE, FFEWEESITHE S,

bool image_header_checked = false;

std::string image_header;

auto http = network—>CreateHttp(0);

if ('http—>0pen("GET", firmware_url)) return false;
if (http—>GetStatusCode() != 200) return false;
size_t content_length = http->GetBodyLength();

if (content_length == 0) return false;

GET Elff URL, 3KEX Content-Length AT #HES,



char buffer[512];

size_t total_read = 0, recent_read = 0;

auto last_calc_time = esp_timer_get_time();

while (true) {
int ret = http—>Read(buffer, sizeof(buffer));
if (ret < 0) return false;

recent_read += ret;
total_read += ret;
if (esp_timer_get_time() - last_calc_time >= 1000000 || ret == 0) {
size_t progress = total_read * 100 / content_length;
if (callback) callback(progress, recent_read);
last_calc_time = esp_timer_get_time();
recent_read = 0;
}

if (ret == 0) break;

512 FP—EAiE, ETE—HE (Bt + SIIRE B/s) 1 callback, Application
AES callback 2EFHEE L “THA 35% (240KB/s)”,

if (!image_header_checked) {

image_header.append(buffer, ret);

if (image_header.size() >= sizeof(esp_image_header_t) +
sizeof(esp_image_segment_header_t) + sizeof(esp_app_desc_t)) {

esp_app_desc_t new_app_info;

sizeof(esp_image_segment_header_t), sizeof(esp_app_desc_t));

auto current_version = esp_app_get_description()->version;

&update_handle)) {
esp_ota_abort(update_handle);
return false;
¥
image_header_checked = true;
std::string().swap(image_header); // A ZAIFERGEAT buffer

ks
auto err = esp_ota_write(update_handle, buffer, ret);
if (err != ESP_OK) {

esp_ota_abort(update_handle);

return false;

BETIRAYLERREE -

::CheckNewVersion &

memcpy (&new_app_info, image_header.data() + sizeof(esp_image_header_t) +

if (esp_ota_begin(update_partition, OTA_WITH_SEQUENTIAL_WRITES,

o ESP32 EHHIFIZRARNE esp_image_header_t + esp_image_segment_header_t + esp_app_desc_t ;
o fRHTH esp_app_desc_t BHIRASITHE (FEFINE, FAREERBIRA force FH4R) ;

o EIT esp_ota_begin EAIEB NG

e OTA_WITH_SEQUENTIAL_WRITES flag: FHARINFEEN, iLREMMAL (EEREEND
e std::string().swap(image_header) ZIEEIFEIL string AITEL] idiom—— clear() RE size=0 &

EEEBIREEIT esp_ota_write BEIDKX,

X, 2EBEBEDERS);
21R7E.



http->Close();

esp_err_t err = esp_ota_end(update_handle);
if (err != ESP_OK) {
if (err == ESP_ERR_OTA_VALIDATE_FAILED) {
ESP_LOGE(TAG, "Image validation failed, image is corrupted");
¥

return false;

err = esp_ota_set_boot_partition(update_partition);
if (err != ESP_OK) return false;
return true;

-

e esp_ota_end AERMIEE{A SHA-256 RK4& (ESP32 B4 REH hash), FBEIIRE
ESP_ERR_OTA_VALIDATE_FAILED ;

e esp_ota_set_boot_partition IEEmNEHIERIPX, BARILENER
(Application::UpgradeFirmware Zf/G&1f esp_restart() ),

R LR

7.4.6 Activate() + GetActivationPayload() —— H&{f HMAC #i&

std::string Ota::GetActivationPayload() {
if (!'has_serial_number_) return "{}";

std::string hmac_hex;
#ifdef SOC_HMAC_SUPPORTED

uint8_t hmac_result[32];

esp_err_t ret = esp_hmac_calculate(HMAC_KEYQ,
(uint8_tx*)activation_challenge_.data(),
activation_challenge_.size(),
hmac_result);

if (ret != ESP_OK) return "{}";

for (size_t i = 0; i < sizeof(hmac_result); i++) {
char buffer[3];
sprintf(buffer, "%02x", hmac_result[i]);
hmac_hex += buffer;
b
#endif

cJSON *payload = cJSON_CreateObject();

cJSON_AddStringToObject(payload, "algorithm", '"hmac-sha256");
cJSON_AddStringToObject(payload, "serial_number", serial_number_.c_str());
cJSON_AddStringToObject(payload, "challenge", activation_challenge_.c_str());
cJSON_AddStringToObject(payload, "hmac", hmac_hex.c_str());

7/ coo

ESP32 A& HMAC HI3ESMSE ( SOC_HMAC_SUPPORTED , S3/C6 &, C3:3&4H) HITIENH:

o BT E7E eFuse BEA— HMAC key (keyO/keyl/key2 = PME(IZ—);
o key —BRENBRHGIEZH—REEILEGHREM HMAC &5
e esp_hmac_calculate(HMAC_KEY®, msg, len, out) ILAE{FF keyO B HMAC-SHA256;



o EMEREEENTZBEMN + 7715, RBIRI eFuse thEARHIEH HMAC,

esp_err_t Ota::Activate() {
if (!'has_activation_challenge_) return ESP_FAIL;

std::string url = GetCheckVersionUrl();
if (url.back() !'= '/') url += "/activate";
else url += "activate";

auto http = SetupHttp();
std::string data = GetActivationPayload();
http—>SetContent(std::move(data));

if (!'http->0pen("POST", url)) return ESP_FAIL;
auto status_code = http—>GetStatusCode();

if (status_code == 202) return ESP_ERR_TIMEOUT;
if (status_code != 200) return ESP_FAIL;

return ESP_OK;

e B {algorithm, serial_number, challenge, hmac} POST %l /activate ;

e 202 Accepted = [RSZB|TREFTF (MAPESEFNIRMEBELEHE), 1L18%E 5 WEHER
(Application::CheckNewVersion BHEIRXERF) ;

e 200 OK = BB, T—X CheckVersion "&H T activation E&,

7.4.7 MarkCurrentVersionValid() —— BHEIZ{RIF

void Ota::MarkCurrentVersionValid() {
auto partition = esp_ota_get_running_partition();
if (strcmp(partition->label, "factory") == @) return;

esp_ota_img_states_t state;
if (esp_ota_get_state_partition(partition, &state) != ESP_OK) return;

if (state == ESP_OTA_IMG_PENDING_VERIFY) {
ESP_LOGI(TAG, "Marking firmware as valid");
esp_ota_mark_app_valid_cancel_rollback();

Anti-Bricking #l#1:

ESP32 OTA X1 Sc/BahfiElS, B—EXRTEI&AR7ZTARiCA valid”;

esp_ota_set_boot_partition JEE—/REEIFEH, JKSRE ESP_OTA_IMG_PENDING_VERIFY ;

o WIRAE mark_app_valid_cancel_rollback , FRERSBERRIBEEHE—RIFEFEHSST bug £IEHIE
s

o ZNRENFE Application::Initialize RHIERA—ER R REEHIIX—FSiRBEHEGERLEE".

AR factory D XBNE—W BEHELRSS5 A/B ik,
7.5 assets.{h,cc} — ﬁiﬁﬁ@”éiﬂ

533 178, BIE—MEIIH assets flash PX, BEITET:



IBEIEE (ESP-SR MEZIFHEE! srmodels.bin)
Z{k (fonts.bin)

FKIEEBF (emoji_collection / icon_collection)
TR (light / dark BIERE + BRE)
WREE ( layout_json)

A LBEB—THX? BAREFFLEEMSK, RBEH (R—ME - RIERRRIEG) .

7.5.1

off
of f
of f

of f

of f

7.5.2

boo

& lab

SREERN (FENZ#HEIIN)

set 0: stored_files (uint32_t) « X#H#=E

set 4: stored_chksum (uint32_t) « FEEFUERRIER
set 8: stored_len (uint32_t) « THIE + WEESK
set 12: XHZE3Z|XR stored_files 4 mmap_assets_table

asset_name[32]

asset_size (uint32_t)

asset_offset (uint32_t) « EXNF"XHHIEX"EIEBNRE
asset_width (uint16_t)

asset_height (uint16_t)

set 12 + sizeof(table)*stored_files: &X{4hEUEELEHT!

PN 'Z 'Z' magic #EA

InitializePartition() —— PI{EIREY + #5258
1 Assets::InitializePartition() {
partition_valid_ = false;

checksum_valid_ = false;

assets_.clear();

partition_ = esp_partition_find_first(ESP_PARTITION_TYPE_ANY, ESP_PARTITION_SUBTYPE_ANY,
"assets");

if (partition_ == nullptr) return false;

el T, assets DX (partitions/v1/16mb.csv BENX T label=“assets”) ,

int free_pages = spi_flash_mmap_get_free_pages(SPI_FLASH_MMAP_DATA);
uint32_t storage_size = free_pages * 64 x 1024;
if (storage_size < partition_->size) return false;

esp_err_t err = esp_partition_mmap(partition_, 0, partition_->size,
ESP_PARTITION_MMAP_DATA, (const voidsx)&mmap_root_, &mmap_handle_);
if (err != ESP_OK) return false;

partition_valid_ = true;

esp_partition_mmap 2 ESP32 RUZRFi — i flash £ XBREIZI CPU o SHtpIE RN, Z /B
mmap_root_[offset] FBEEIEBRAE—HEIHE, & cache NIiE, TS/ esp_partition_read IEEUERZINZ

RAM,

mmap 5 64KB-aligned AIREIMILETE (“pages”), IO ERIFE pages G505, TOSMIIREE,



uint32_t stored_files = x(uint32_tx) (mmap_root_ + 0);
uint32_t stored_chksum = *(uint32_tx*) (mmap_root_ + 4);
uint32_t stored_len = *x(uint32_tx) (mmap_root_ + 8);

if (stored_len > partition_->size - 12) return false;

uint32_t calculated_checksum = CalculateChecksum(mmap_root_ + 12, stored_len);
if (calculated_checksum != stored_chksum) return false;
checksum_valid_ = true;

for (uint32_t i = 0; i < stored_files; i++) {
auto item = (const mmap_assets_tablex) (mmap_root_ + 12 + i x*
sizeof (mmap_assets_table));
auto asset = Asset{
.size = static_cast<size_t>(item—>asset_size),
.offset = static_cast<size_t>(12 + sizeof(mmap_assets_table) x stored_files +
item—>asset_offset)
1
assets_[item—>asset_name] = asset;
¥

return checksum_valid_;

# 3 > header FEx: XHE. WM. KE.

CalculateChecksum E&AIZEAIREIF mod 0x10000:

uint32_t Assets::CalculateChecksum(const charkx data, uint32_t length) {
uint32_t checksum = 0;
for (uint32_t i = 0; i < length; i++) checksum += datalil;
return checksum & OxFFFF;

XA REERR T IRE T — MAE R HIIMAER, BX firmware EREA® T (EEFENEEGHEZEM) .

BEBAZRSIX, EBENXXMURN size + BIRIEEHF std::map<std::string, Asset> INEGELEIREFEHK,

7.5.3 GetAssetData() — IRRBF%

bool Assets::GetAssetData(const std::string& name, voidx& ptr, size_t& size) {
auto asset = assets_.find(name);

if (asset == assets_.end()) return false;
auto data = (const charx)(mmap_root_ + asset->second.offset);
if (datale] '= 'Z' || datal1]l '= 'Z') {
ESP_LOGE(TAG, "The asset %s is not valid with magic %02x%02x", name.c_str(), datalol,

datal1l);
return false;
}
ptr = static_cast<void*>(const_cast<charx>(data + 2));
size = asset—>second.size;
return true;

TN, B4 LVGL F/ERAHEEZ ptr B, 8 T MB RfzE,

RERY ptr EIFEM mmap XiF
BN 22 magic RIATEARBIRIERK,



7.5.4 Apply() — f##T index.json FIMFFAEHR

bool Assets::Apply() {
voidk ptr = nullptr;
size_t size = 0;
if (!GetAssetData("index.json", ptr, size)) return false;

cJSON* root = cJSON_ParseWithLength(static_cast<chars>(ptr), size);
if (root == nullptr) return false;

cJSON* version = cJSON_GetObjectItem(root, "version");
if (cJSON_IsNumber(version)) {
if (version->valuedouble > 1) {

ESP_LOGE(TAG, "The assets version %d is not supported, please upgrade the
firmware", version->valueint);

return false;

BREEBAORL index.json :

"version": 1,
"srmodels": "srmodels.bin",
"text_font": "fonts/fonts.bin",
"emoji_collection": [
{ "name": "happy", "file": "emojis/happy.bin" },
{ "name": "sad", "file": "emojis/sad.bin" }
]I
"icon_collection": [...],
"skin": {
"light": { "text_color": "#000000", "background_color": "#FFFFFF", "background_image":
"bg_light.bin" },
"dark": { ... }
}I
"hide_subtitle": false,
"layout": [...]

version > 1 — FREMBALLHRIBEAITHRAERR, RTAFPAREH. ARQREERF.

7.5.4.1 i srmodels



cJSON* srmodels = cJSON_GetObjectItem(root, "srmodels");
if (cJSON_IsString(srmodels)) {
std::string srmodels_file = srmodels—>valuestring;
if (GetAssetData(srmodels_file, ptr, size)) {
if (models_list_ !'= nullptr) {
esp_srmodel_deinit(models_list_);
models_list_ = nullptr;
}
models_list_ = srmodel_load(static_cast<uint8_tx*>(ptr));
if (models_list_ !'= nullptr) {
auto& app = Application::GetInstance();
app.GetAudioService().SetModelsList(models_list_);

srmodel_load(ptr) =2 ESP-SR FEM API——EIEE mmap BHETEE metadata, BEESLPMXEEIRIREBTE flash
EFEN, BITRREE,

SetModelsList TLZE 4 & 4.6 —— audio_service RIERELIFFKIE AfeWakeWord / EspWakeWord /
CustomWakeWord,

7.5.4.2 MEFAF (LVGL &1F)

#ifdef HAVE_LVGL
cJSONx font = cJSON_GetObjectItem(root, "text_font");
if (cJSON_IsString(font)) {
std::string fonts_text_file = font->valuestring;
if (GetAssetData(fonts_text_file, ptr, size)) {
auto text_font = std::make_shared<LvglCBinFont>(ptr);
if (text_font—>font() == nullptr) return false;
if (light_theme != nullptr) light_theme->set_text_font(text_font);
if (dark_theme !'= nullptr) dark_theme->set_text_font(text_font);

LvglCBinFont(ptr) A mmap 3EE191&E LVGL FAIIHR (CBIN 2 LVGL BENXMEETHFIFHER).
shared_ptr it light + dark EREHZRE—{3FE,

7.5.4.3 & emoji_collection



cJSON* emoji_collection = cJSON_GetObjectItem(root, "emoji_collection");
if (cJSON_IsArray(emoji_collection)) {
auto custom_emoji_collection = std::make_shared<EmojiCollection>();
int emoji_count = cJSON_GetArraySize(emoji_collection);
for (int i = 0; i < emoji_count; i++) {
cJSON* emoji = cJSON_GetArrayItem(emoji_collection, i);
if (cJSON_IsObject(emoji)) {
cJSON* name = cJSON_GetObjectItem(emoji, 'name");
cJSONx file = cJSON_GetObjectItem(emoji, "file");
cJSON*x eaf = cJSON_GetObjectItem(emoji, "eaf");
if (cJSON_IsString(name) && cJSON_IsString(file) && (NULL == eaf)) {
if (!GetAssetData(file—>valuestring, ptr, size)) continue;
custom_emoji_collection—>AddEmoji(name->valuestring, new LvglRawImage(ptr,

size));
¥
}
}
if (light_theme !'= nullptr) light_theme->set_emoji_collection(custom_emoji_collection);
if (dark_theme !'= nullptr) dark_theme->set_emoji_collection(custom_emoji_collection);

BENRIBEEEEMIEM LvglRawImage(ptr, size) FHIA name jEAZEI EmojiCollection,

2 (NULL == eaf) —— EAF &%\ (emote-animation-frame) iE elif 7B —&HK12 (emote_display), &
LVGL 12,

7.5.4.4 emote #4132 (OLED / &ZRI5HiSE)
F AR FF emote_display MIE LVGL (faNH 4R/ OLED X EBE MR B ERIRF) :

#elif defined(CONFIG_USE_EMOTE_MESSAGE_STYLE)
auto emote_display = dynamic_cast<emote: :EmoteDisplay*>(display);

cJSON* emoji_collection = cJSON_GetObjectItem(root, "emoji_collection");
if (cJSON_IsArray(emoji_collection)) {
// ... TE#H fps/loop/lack Z#E9z0iE
emote_display->AddEmojiData(name->valuestring, ptr, size,
static_cast<uint8_t>(fps_value),
loop_value, lack_value);

cJSONx layout_json = cJSON_GetObjectItem(root, "layout");
// ... emote_display—>AddLayoutData(name, align, x, y, width, height);

fps / loop / lack FEXIZHI GIF-like EHEAIERSE; layout FATENX Ul TTREEAL

7.5.5 Download() —— TEHHE A assets 77X

=
=



bool Assets::Download(std::string url, std::function<void(int, size_t)> progress_callback)
if (mmap_handle_ '= 0) {
esp_partition_munmap(mmap_handle_);
mmap_handle_ = 0;
mmap_root_ = nullptr;
¥
checksum_valid_ = false;
assets_.clear();

% unmap—EF XM RXEANT, TEEHIE mmap IFRFEE.

auto http = network—>CreateHttp(0);

if (!http—>0pen("GET", url)) return false;

if (http—>GetStatusCode() != 200) return false;
size_t content_length = http->GetBodyLength();

if (content_length > partition_->size) return false;

const size_t SECTOR_SIZE = esp_partition_get_main_flash_sector_size();
size_t sectors_to_erase = (content_length + SECTOR_SIZE - 1) / SECTOR_SIZE;

ESP32 flash /NMEREBMUERBX (4KB), HEZEERZIVHFEX,

char buffer[512];

size_t total_written = 0;

size_t current_sector = 0;

while (true) {
int ret = http—>Read(buffer, sizeof(buffer));
if (ret <= 0) break;

/! DTFEEg: HItFEEZE LB S ETE

size_t write_end_offset = total_written + ret;

size_t needed_sectors = (write_end_offset + SECTOR_SIZE - 1) / SECTOR_SIZE;

while (current_sector < needed_sectors) {
size_t sector_start = current_sector *x SECTOR_SIZE;
esp_partition_erase_range(partition_, sector_start, SECTOR_SIZE);
current_sector++;

esp_partition_write(partition_, total_written, buffer, ret);
total_written += ret;
// ... HELLE

if (!InitializePartition()) return false;
return true;

A BErLL:

o AEJEMNREBRBIMDEX (BR/LVIFEE);
o BRI THREHIT — BFEE = max(ZRERETIE, THAIE) MAEME ZH;
o FRNAZRMAD X" BRT—HEBEARN - BFETEER"MFERE (RATEDEIR, EBEERN).

TH5GEIMENEF InitializePartition #%5& checksum, KMUHBASCHEIIR (B TFEHEI—ENEEIT) .

7.5.6 it

B mmap



Assets::~Assets() {
if (mmap_handle_ '= 0) {
esp_partition_munmap (mmap_handle_);

BHRATEIMIRIME RBFERTR), EEHERERFIR.

7.6 IBIERIRISF: MEEIEIER TIFRYEREEan A

BN
I app_main() [main.cc]
| L Application::Run()
I Application::Initialize() [application.cc]
| I Ota::MarkCurrentVersionValid() « OTA BEBRHFE
| I Assets::InitializePartition() « mmap + checksum
| I AudioService::Initialize()
| - McpServer: :AddCommonTools () « JEff LM IRTIA
| L board.StartNetwork() - Wi-Fi BHiEE
|- [NETWORK_CONNECTED H#ifiik]
| L ActivationTask
| - CheckAssetsVersion() [application.cc]
| | L HTTP RBHEBFRA
| | L Assets::Download() « WBFAR T8
| | L Assets::Apply() < DEFA/ 18R/ Rk
| - CheckNewVersion() [application.cc]
| | L ota::CheckVersion() « ZEMHURL/mqttECE /8]
| | L # has_new_version_: Ota::Upgrade() + esp_restart
| | L # has_activation_x_: Ota::Activate() / ShowActivationCode
| | L Zmmgkss
| L InitializeProtocol() [application.ccl
| L #8#E has_mqtt_config_ / has_websocket_config_
| Sk, MgttProtocol B WebsocketProtocol
- Application::Run() FEH « EWHANEZIERS
| - 432 MAIN_EVENT_TOGGLE_CHAT
| |- 432 MAIN_EVENT_SEND_AUDIO
| |- 438 MAIN_EVENT_STATE_CHANGED
| ...

7.7 REIRTERNE

1. eFuse FHIS + HMAC: EHRBMIER, SREBTIENE.
2. OTAA/B WP RX: ARKMAIEGR, KAZHE,
3. PENDING_VERIFY JR7: FEMESEERMIERNENR,



4. BEFZER: esp_ota_end RERHEEIR SHA-256 WLk,

5. NVS [§& namespace: REIERNEEEE T,
6. assets checksum: [fiRiE, TEFEIENRES,

7. assets magic ZZ: B EIREXHEIN magic BHEE1L.
8. NVS EALL3S: BRIIBH flash BB,

7.8 FERAZIMNX @R

KA

NVS (Non-Volatile Storage)

RAIl (19i&$TFF /4K H)

dirty_ BEtnis

eFuse / esp_efuse_read_field_blob

SOC HMAC 1ni&28 / esp_hmac_calculate
esp_partition_mmap

esp_ota_x APlI £Fi@

A/B 53X OTA

Wz HTTP T#

esp_partition_erase_range +
esp_partition_write

std::string().swap() idiom
std::stringstream + getline
cJSON_ArrayForEach + XM&FE
settimeofday

Meyers B5] (Assets / Ota)
ZHEIZ magic ‘27’

T 8 EANAREE N

shared_ptr + LVGL &#iR

7.9 ERAEMRMIZEERN

e NVS 21t%4. namespace ‘EAF
e Settings BY RAIl + dirty i&it

W FH

settings £F

Settings &

RIEBUI R commit

BEHTRNES

REBEN S INIIE

IE flash 2 XBREIZ] CPU HhiikZS[8], F#iE

begin / write / end / set_boot_partition / mark_app_valid
[HE4AE, HEGES—1E

512 =R + #ELNE, AR M S5K RAM

BERE T ENE

SBHITRI string B2

B X AR F R BT

#®H matt/websocket object
HTTP B AEE NTP

2 RME—E5)
BRX LS ER AR

BRD XEIETEM

SEBHEFE/ER

o Systeminfo 2EBEES A% + ESP32-P4 B9 Wi-Fi 551t

o OTA H5ZEERAZ: CheckVersion — Z@EH URL/MQTT E2& /A8 — Activate — Upgrade
o Activation HEWMIX (code &z vs HMAC challenge &)

o ESP32 HMAC EHhniR2sH TIERIE (eFuse key AANE + B R)

o A/B WX OTA + PENDING_VERIFY F5Z=tEHLH
o Assets —#HFIDXE (header + R5|&K + HEX)



e esp_partition_mmap ZEi#ZD1ij[G) flash

Assets HIHATVIRE T &

index.json f#Mf + #RBY/FUR/KIE/ KK Z BRZME

LVGL 1% vs emote BIZMZER (—TASK—EBH. — 1A AddXxxData)

T—E&= display/ + led/ BREERFRE.



% 8 E El_j_\—a?alj_‘: main/display/ 5 main/led/

Bt 3,426 17 (display 2,613 1T + led 813 17) , XFW T BEXZEBAR—ERE: MREXTE N 0nStateChanged() /
SetXxx() %0, BRAZMFENEARNES, AEILREIRESMT .

8.1 B{R45H

main/display/

— display.{h,cc} x Display HMZEZE (FIRfEH NoDisplay HEEm)

| EX SetStatus/SetEmotion/SetChatMessage/SetTheme...
|

F— lcd_display.{h,cc} x LCD/IPS & (SPI/RGB/MIPI =fh=%, LVGL)

| SpiLcdDisplay / RgbLcdDisplay / MipilLcdDisplay
|

— oled_display.{h,cc} x BHEERE (128x32 / 128x64, LVGL monochrome)

|

— emote_display.{h,cc} *» RIEHBEERR (RE LVGL, BTEREX)

|

L— lvgl_display/ [FEZ]

LvglDisplay @M LVGL B, F{R. /. GIF &EHIRE

main/led/

— led.h

— single_led.<{h,cc}

F— circular_strip.{h,cc}
L— gpio_led.{h,cc}

Led #h% (OnStateChanged —/MNAIREER%L + NolLed)

B WS2812B (REMN, X¥F RGB + K/ ER)

WS2812B iz (24, #F Scroll/Breathe/FadeOut)
& GPIO + PWM 2 LED (LEDC 4M& + FEEARNAH)

* o % %

8.2 Display S E %

8.2.1#0



class Display {
public:
virtual void SetStatus(const charkx status);
virtual void ShowNotification(const charx notification, int duration_ms = 3000);
virtual void ShowNotification(const std::string &notification, int duration_ms = 3000);
virtual void SetEmotion(const charx emotion);
virtual void SetChatMessage(const charx role, const charx content);
virtual void SetTheme(Themex theme);
virtual Themex GetTheme() { return current_theme_; }
virtual void UpdateStatusBar(bool update_all = false);
virtual void SetPowerSaveMode(bool on);

inline int width() const { return width_; }
inline int height() const { return height_; }

protected:
int width_ = 0;
int height_ = 0;
Themex current_theme_ = nullptr;

friend class DisplaylLockGuard;

virtual bool Lock(int timeout_ms = 0) = 0; // Z&

virtual void Unlock() = 0; // 4
BE

o ERVEIEN (SetStatus / SetEmotion / SetChatMessage / ShowNotification / SetTheme / UpdateStatusBar
/ SetPowerSaveMode) #BERINEZM—EXMEEMIT, FERIRFEE,

o Lock /Unlock E4EE—LVGL/EmoteEngine #& B HE B CHIBIME, FENTFA,

e friend class DisplayLockGuard il DisplaylLockGuard &EI private Lock/Unlock,

8.2.2 pisplayLockGuard —— RAII $ii

class DisplayLockGuard {
public:
DisplayLockGuard(Display *display) : display_(display) {
if (!display_->Lock(30000)) {
ESP_LOGE("Display", "Failed to lock display");

¥
~DisplayLockGuard() {
display_—>Unlock();
¥
private:
Display *display_;
BE

LVGL A2 R EM—EfIIF LVGL {£5518 Iv_xx APl RIS lock, RAI &EILSIERFEREN BN, BR

& unlock ZE%.

BARIEYE (7 OledDisplay:SetChatMessage E):



void OledDisplay::SetChatMessage(const charx role, const charx content) {
DisplayLockGuard lock(this);  // « ub4bpis
if (chat_message_label_ == nullptr) return;
// «.. 18 lv_label_set_text &
// REOR[EIRT I E I FEL

8.2.3 Nobisplay MESCER

class NoDisplay : public Display {

private:
virtual bool Lock(int timeout_ms = @) override { return true; }
virtual void Unlock() override {}

I

WFEERAXD, MEEOMEELNTHEE, XZNull Object ERX—EREFAHELE if (display) #I

Py

I o

8.2.4 setTheme FFRA 1L

void Display::SetTheme(Themex theme) {
current_theme_ = theme;
Settings settings("display", true);
settings.SetString("theme", theme->name());

FEEEE] NVS display namespace, FXREBNEEIIRE.

B8 OLED R

396 1T. = IR 0.96” 128x64 OLED REXEKIK.

8.3 OledDisplay

8.3.1 #95& —— LVGL Port #Jia1t,

OledDisplay::0ledDisplay(esp_lcd_panel_io_handle_t panel_io, esp_lcd_panel_handle_t panel,
int width, int height, bool mirror_x, bool mirror_y)
: panel_io_(panel_io), panel_(panel) {
width_ = width;
height_ = height;

auto text_font = std::make_shared<LvglBuiltInFont>(&BUILTIN_TEXT_FONT);
auto icon_font = std::make_shared<LvglBuiltInFont>(&BUILTIN_ICON_FONT);
auto large_icon_font = std::make_shared<LvglBuiltInFont>(&font_awesome_30_1);

auto dark_theme = new LvglTheme("dark");
dark_theme->set_text_font(text_font);
dark_theme->set_icon_font(icon_font);
dark_theme->set_large_icon_font(large_icon_font);

auto& theme_manager = LvglThemeManager::GetInstance();
theme_manager.RegisterTheme("dark", dark_theme);
current_theme_ = dark_theme;




o =HMF{K: text (IESUNE) /icon (RZESH/NEFR) / large_icon (FEIARIE);

o font_awesome_30_1 ;& Font Awesome (K[ 30px F& (ME B RS font_awesome.h);
o OLED R3Z# dark £/ (BRBRIIEM light) ;

o JIMEIZS LvglThemeManager (if assets / mcp B self.screen.set_theme BEEZF).

lvgl_port_cfg_t port_cfg = ESP_LVGL_PORT_INIT_CONFIG();
port_cfg.task_priority = 1;
port_cfg.task_stack = 6144;
#if CONFIG_SOC_CPU_CORES_NUM > 1
port_cfg.task_affinity = 1;  // JZH40iZ 1
#endif
lvgl_port_init(&port_cfg);

lvgl_port 5 espressif/esp_Ivgl_port AH—iE LVGL BE—TIII FreeRTOS {E5E:

o task_priority = 1 1L, LM%/ ZHN5THE;

e task_stack = 6144 6KB 1%, LVGL AALLESR;

o Y0z 10 XL HATIE Ul #3) core 1 IR audio_input (BT core 1) H=Z, BWRIWEES (core 0) BF, IR
audio_input {54k s T Ul AL Ul RFEZE audio,

const lvgl_port_display_cfg_t display_cfg = {
.10_handle = panel_io_,
.panel_handle = panel_,
.buffer_size = static_cast<uint32_t>(width_ * height_),
.double_buffer = false,
.hres = static_cast<uint32_t>(width_),
.vres = static_cast<uint32_t>(height_),
.monochrome = true,
.rotation = { .mirror_x = mirror_x, .mirror_y = mirror_y },
.flags = { .buff_dma = 1, .buff_spiram = 0 }
L:E
display_ = lvgl_port_add_disp(&display_cfg);

e buffer_size = width x height : B@REEEE= 1bit, 1B LVGL buffer X2 8bpp (128x64=8192 = 8KB)
—— OLED XS/NRIVE;

e double_buffer = false : BBRRIFEEEFRE/], ~FN buffer;

e monochrome = true : &iF LVGL ~"EzE RGB565 [&1F;

e buff_dma = 1: DMA {£% (CPU RFEZE);

e buff_spiram = @ : buffer /1 SRAM (PSRAM % DMA R&#F),

if (height_ == 64) {
SetupUI_128x64();
} else {

SetupUI_128x32();

64 175 vs 32 ITEMEMR, ZFET status_bar fii &,

8.3.2 setupUI_128x64() 7n[Efgta



container_ (128x64, #m flex)
— top_bar_ (128x16, ##M@ flex, space_between)
| | network_label_ « Wi-Fi/4G {ZSE#R
L— right_icons (i&m flex)
— mute_label_  « BEEIR
L— battery_label_ « EBtE#R

— status_bar_ (=% top_bar t7, ERREXF)
| | notification_label_ (BXIA hidden)
| L— status_label_ (LV_LABEL_LONG_SCROLL_CIRCULAR)
L content_ (128x48, #&M flex, center)
— content_left_ (32xcontent)
| L— emotion_label_ (font_awesome_30_1 F&k, SRAEMR)
L— content_right_ (contentxcontent, ZtiA hidden)
L— chat_message_label  (ZRmh¥:)

B LVGL WRAEZX—IZE padding/border/flex/scrollbar:

1v_obj_set_style_pad_all(container_, 0, 0);
lv_obj_set_style_border_width(container_, 0, 0);
1v_obj_set_style_pad_row(container_, 0, 0);

LVGL & API 58 S #12 selector ( LV_PART_MAIN | LV_STATE_DEFAULT Z%4H&, O = main+default),
RoNF BN FIAEE

static lv_anim_t a;

lv_anim_init(&a);

lv_anim_set_delay(&a, 1000);

lv_anim_set_repeat_count(&a, LV_ANIM_REPEAT_INFINITE);

lv_obj_set_style_anim(chat_message_label_, &a, LV_PART_MAIN);

lv_obj_set_style_anim_duration(chat_message_label_,
lv_anim_speed_clamped (60, 300, 60000), LV_PART_MAIN);

lv_anim_speed_clamped(60, 300, 60000) = “SF)R 60 18X, &/ 300ms —#, &% 60 ¥—i", WX F=4HA
8, KXFREBIE,

8.3.3 setEmotion() —— F{F4E emoji FF

void OledDisplay::SetEmotion(const charx emotion) {
const charx utf8 = font_awesome_get_utf8(emotion);
DisplayLockGuard lock(this);
if (emotion_label_ == nullptr) return;
if (utf8 != nullptr) {
1v_label_set_text(emotion_label_, utf8);
} else {
1v_label_set_text(emotion_label_, FONT_AWESOME_NEUTRAL);

font_awesome_get_utf8 3C “happy”/“sad”/“thinking” iXZEZ X emotion key &i%A Font Awesome FIREIFRAY
UTF-8 /e (8 \xf118 #I5KHK) . LVGL label ERX N FRHEAMEBFHER—RBFHEXMIMULITENERIE
HEN




%0 emotion BY fallback 2l NEUTRAL (4R8), FEERE,

8.3.4 setChatMessage() —— JRANF &

void OledDisplay::SetChatMessage(const charkx role, const charx content) {
DisplayLockGuard lock(this);
if (chat_message_label_ == nullptr) return;

std::string content_str = content;

std::replace(content_str.begin(), content_str.end(), ‘\n', ' ');
if (content_right_ == nullptr) {
1v_label_set_text(chat_message_label_, content_str.c_str());
} else {
if (content == nullptr || content[0] == '\0@') {
lv_obj_add_flag(content_right_, LV_OBJ_FLAG_HIDDEN);
} else {

1v_label_set_text(chat_message_label_, content_str.c_str());
1v_obj_remove_flag(content_right_, LV_OBJ_FLAG_HIDDEN);

o BATE \n BIAZE—LVGL R/ label FERITEIV FALLIRIRIT;

i

o ZTFF4EH — hide content_right_ (emoji X 5i%REE) ;
o BMWZA — show content_right_ (emoji 483 32px ZMl, FEEREGM).

8.4 LcdDisplay — ﬁ;@, LCD ,ﬁ
196 17 (£E:M), |REH.

8.4.1 =¥k

class LcdDisplay : public LvglDisplay { ... };

class SpilLcdDisplay : public LcdDisplay {
SpilLcdDisplay(io, panel, w, h, ox, oy, mx, my, sx); // SPI 54

bE
class RgbLcdDisplay : public LcdDisplay {

RgbLcdDisplay(io, panel, w, h, ...); // RGB #H1T%4
e
class MipilLcdDisplay : public LcdDisplay {

MipiLcdDisplay(io, panel, w, h, ...); // MIPI-DSI (P4)
e

EORE—N, FEAEMERHEMAREN LVGL flush/draw_buf BEE—SPI| F/\, PSRAM X&&Ed; RGB FAX
(800x480), FEEHRIF: MIPI FE DSI 5%,

8.4.2 XH&Rk A



class LcdDisplay : public LvglDisplay {
protected:
esp_lcd_panel_io_handle_t panel_io_;
esp_Llcd_panel_handle_t panel_;

lv_draw_buf_t draw_buf_;

lv_obj_t* top_bar_; // TERAS

lv_obj_t* status_bar_;

lv_obj_t* content_;

lv_obj_t* container_;

lv_obj_t* side_bar_;

lv_obj_t*x bottom_bar_;

lv_obj_t* preview_image_; // self.screen.preview_image MCP T BHAJFi

lv_obj_t* emoji_label_; /! HEFEEIEH

lv_obj_t* emoji_image_; // %M GIF/ {UEZEh
std::unique_ptr<LvglGif> gif_controller_; // GIF f#i545
lv_obj_t*x emoji_box_; // emoji BES

lv_obj_t* chat_message_label_;
esp_timer_handle_t preview_timer_;
std::unique_ptr<LvglImage> preview_image_cached_;
bool hide_subtitle_ = false;

i35

tt OLED 27

e emoji_image_ + gif_controller_: ¥RvILAEMGIE GIF RI1E;
e preview_image_x : MCP T B self.screen.preview_image A, ERini2E 5 W iEENFaE;
e hide_subtitle_: M assets index.json iEZEY, HiiZmXiEFEREXRIS,

8.4.3 setEmotion YXE&{Z

fREIB (SRR Ied_display.cc £ 600 17HH) :



void LcdDisplay::SetEmotion(const charx emotion) {
DisplayLockGuard lock(this);
autox lvgl_theme = static_cast<LvglThemex>(current_theme_);
auto emoji_collection = lvgl_theme—>emoji_collection();

/] B7F 1: FEFEIMTEHENXFKIZE (assets/emoji_collection) - ErfiE
if (emoji_collection != nullptr) {
auto image = emoji_collection—>GetEmoji(emotion);
if (image !'= nullptr) {
lv_obj_remove_flag(emoji_image_, LV_OBJ_FLAG_HIDDEN);
lv_obj_add_flag(emoji_label_, LV_OBJ_FLAG_HIDDEN);
if (image->is_gif()) {
gif_controller_->SetSource(image); // 7% GIF
} else {
lv_image_set_src(emoji_image_, image—>src());
}

return;

// B2 2: [EiBZ] Font Awesome F1F

lv_obj_add_flag(emoji_image_, LV_OBJ_FLAG_HIDDEN);
1lv_obj_remove_flag(emoji_label_, LV_OBJ_FLAG_HIDDEN);
lv_label_set_text(emoji_label_, font_awesome_get_utf8(emotion));

}
RITBEE:

o ERARBFEENSOMEUE (e / h|E);
o HEMEREFEH (—MFR = —FRE, FHREEEER);
o RIFLNIRIET hidden flag #2% emoji_image_ 1 emoji_label_ EFET,

8.4.4 GIF RiEizHl LvglGif

std::unique_ptr<LvglGif> gif_controller_;

LcdDisplay #5748 GIF f#f325., GIF 29Mif), FEIR fos EHIY) F—M—— LvglGif: :SetSource(image) WERE
esp_timer FEERRIMI,

FES unique_ptr —EIIREIFRRIBNERE gif_controller_.reset() RBRARIBENAR,

8.4.5 setPreviewImage() —— IGEIENG TR

void LcdDisplay::SetPreviewImage(std::unique_ptr<LvglImage> image) {
DisplayLockGuard lock(this);
if (preview_timer_) esp_timer_stop(preview_timer_);
preview_image_cached_ = std::move(image);
lv_image_set_src(preview_image_, preview_image_cached_->src());
lv_obj_remove_flag(preview_image_, LV_OBJ_FLAG_HIDDEN);
esp_timer_start_once(preview_timer_, PREVIEW_IMAGE_DURATION_MS * 1000);

5 #f5 timer &2, preview_image_ 3 reset EF—HRAEFEEIE., X2 self.screen.preview_image MCP T
BTzt (5 6 & 6.7.3),



8.4.6 =f 2 &aV1FHM

SPI (RE N, /& <320x240):

SpiLcdDisplay::SpiLcdDisplay(io, panel, w, h, ox, oy, mx, my, sx) {
// FH PSRAM #EZ draw_buf (E buffer, £/FF7 = wkhk2 F7 RGB565)
// =/ buffer: RFIFTIEENETLHZ
// partial mode: REE dirty X#f

RGB (KB =480x320, H{TR&HRG):

RgbLcdDisplay: :RgbLcdDisplay(...) {
// FHEFR RGB framebuffer
// direct_mode: LVGL E#5%5 framebuffer, & flush
// XX buffer: #RFEILENES

MIPI ({X ESP32-P4, HD J# 800x1280) :

MipiLcdDisplay: :MipilLcdDisplay(...) {
21{ RGB {87 MIPI-DSI E# (E5$H17, ZEER)
/ BEE PPA FEMEINE

BANESEZRESMEN nit RRE—ZERINERN,

RENEETRHE

657 17, XBTHIT LVGL B9455812, BTER ERRABT—TARE + ROFEBR, WRFHENHERBHERE
R,

8.5 EmoteDisplay

8.5.1 Af+4AAH LVGL

o LVGL JBRELTE ESP32-C3 / S3 X SRAM R3KAYS A LI 480x480 £F&ERNIZS (BMELM alpha AL
/ RS 5

o RIBEMEFKRER: EE fps + ZFENM:

o EHENX EmoteEngine (WMEEM .a FESENIVIRM) sEMEH PPA Hik DMA R,

(UFER[EYE

8.5.2 AssetData



struct AssetData {
const voidx data;
size_t size;
union {
uint8_t flags;
struct {
uint8_t fps : 6;
uint8_t loop : 1;
uint8_t lack : 1;

// 0-63

union + \=PER:

o —NFW =81, oK 6+1+1=7FE;
fps 6 UK 63, XI 60fps thi;

o loop : 2EMBIEKG

T ERMAMIT” B 4T 5

=z s = o .

o J&IY union BEEEEFTIIE flags

o lack: BF

(BN/EH), theefFERIENIAE.

MIERSESD clamp:

AssetData(const void* d, size_t s, uint8_t f, bool 1, bool k)

fps = f >63 ? 63 : f; // Bt
loop = 1;
lack = k;
¥
8.5.3 LayoutData TCREAL

struct LayoutData {
char align; // BFfF = —#35FA
int x, y, width, height;
bool has_size;

IE

char StringToGfxAlign(const std::string &align_str);

align_str = assets EERY “top_left” / “center” / “bottom_right” ZFFF &, EITHIHER EmoteEngine WERFERYER

FHRE (FE 50% K7F).

8.5.4 #&#[[a] Display {EEBE EmoteEngine

: data(d), size(s) {



class EmoteDisplay : public Display {
public:
virtual void SetEmotion(const charx emotion) override;
virtual void SetStatus(const charx status) override;
virtual void SetChatMessage(const charx role, const charx content) override;
virtual void SetTheme(Themex theme) override;
virtual void ShowNotification(const charx notification, int duration_ms = 3000) override;
virtual void UpdateStatusBar(bool update_all = false) override;
virtual void SetPowerSaveMode(bool on) override;
virtual void SetPreviewImage(const voidx image);

void AddEmojiData(const std::string &name, const voidx data, size_t size, uint8_t fps = 0,
bool loop = false, bool lack = false);

void AddIconData(const std::string &name, const voidx data, size_t size);
void AddLayoutData(...);
void AddTextFont(std::shared_ptr<LvglFont> text_font);

private:
std::unique_ptr<EmoteEngine> engine_;
std::shared_ptr<LvglFont> text_font_;
std::map<std::string, AssetData> emoji_data_map_;
std::map<std::string, AssetData> icon_data_map_;
i3

assets.cc 7t emote §&12 T AddEmojiData / AddIconData / AddLayoutData IBZERi%i## EmoteDisplay H
map, SetEmotion B¥tRIE emotion key M map BR, B4 engine_ #EZFIRE,

EmoteEngine ABREHIRMN ( libs/ T .a), APEE:

o EAF #z{ (Emote Animation Frame) f#I523;
o HEEHREMIMSRES
o DMA #MEIR,

SRR AE N, {807 emote_display.h B52E, MIMBELEEEHEIRE,

8.6 LED %5 =Fhsci]
8.6.1 Led O

class Led {

public:
virtual ~Led() = default;
virtual void OnStateChanged()

1l
S

3

class NolLed : public Led {
public:
virtual void OnStateChanged() override {}

IE

EOMB—RABE— onStateChanged() ZEEERZN,

i Application::HandleStateChangedEvent 7EFTE I8 & RSB



void Application::HandleStateChangedEvent() {
auto led = board_->GetlLed();
led—>0nStateChanged() ;
Jl ococ

LED F#EBCAEE Application BIHFPIRSHEIT BIAIEE .
8.6.2 singleLed —— ER¥i WS2812B £%2
163 17, B NAIRF EHE——FUIRELT (WS2812B 2 IEHIZRHIEEE LED, BB 24bit EREE) .

Maf: RMT JMRIREH WS2812

SingleLed::SinglelLed(gpio_num_t gpio) {
led_strip_config_t strip_config = {};
strip_config.strip_gpio_num = gpio;
strip_config.max_leds = 1;
strip_config.color_component_format = LED_STRIP_COLOR_COMPONENT_FMT_GRB;
strip_config.led_model = LED_MODEL_WS2812;

led_strip_rmt_config_t rmt_config = {};
rmt_config.resolution_hz = 10 * 1000 * 1000; // 10MHz

ESP_ERROR_CHECK(led_strip_new_rmt_device(&strip_config, &rmt_config, &led_strip_));
led_strip_clear(led_strip_);

RMT 2 ESP32 RILTIMEIRIME, BEMWAERFELER WS2812B EENISENFE (5B 0.4pus/0.8ps H4HE8 0/1) .,
led_strip AHIETIXEZIE,

esp_timer_create_args_t blink_timer_args = {
.callback = [](void *arg) {
auto led = static_cast<SinglelLedx>(arg);
led—>0nBlinkTimer();
Yy
.arg = this,
.dispatch_method = ESP_TIMER_TASK,
.name = "blink_timer",
bE

esp_timer_create(&blink_timer_args, &blink_timer_);

[NYEEE esp_timer EHAfGA OnBlinkTimer , ESP_TIMER_TASK 7f& M timer (FSEAE (F1E ISR Bi), ALEEER
AP,

OnBlinkTimer() SCINAYE:



void SinglelLed::0nBlinkTimer() {
std::lock_guard<std::mutex> lock(mutex_);
blink_counter_——;
if (blink_counter_ & 1) { // - =
led_strip_set_pixel(led_strip_, @, r_, g_, b_);
led_strip_refresh(led_strip_);

} else { /] 1B - X
led_strip_clear(led_strip_);
if (blink_counter_ == 0) {

esp_timer_stop(blink_timer_);

+

¥

}
TSHIHERER SR

o #Jt&4 blink_counter_ = times *x 2 (BXAMk = 5—K% + K—R);
o X timer tick J& 1;

o FHH. BEK

o JHZEl 0 BEifE.

FoBRIAMERY times = BLINK_INFINITE = -1, 3€ 2 = OXFFFE, JIFRAR.

OnStateChanged() — JRSEIENE ARSI R



void SinglelLed::0nStateChanged() {
auto& app = Application::GetInstance();
auto device_state = app.GetDeviceState();
switch (device_state) {
case kDeviceStateStarting:

SetColor(0, 0, DEFAULT_BRIGHTNESS); // E
StartContinuousBlink(100); /! IRA
break;

case kDeviceStateWifiConfiguring:
SetColor(@, 0, DEFAULT_BRIGHTNESS); // B
StartContinuousBlink(500); // BN
break;

case kDeviceStateIdle:
Turn0ff(); VA S
break;

case kDeviceStateConnecting:
SetColor(@, 0, DEFAULT_BRIGHTNESS); =
TurnOn(); /! E=
break;

case kDeviceStatelListening:

case kDeviceStateAudioTesting:
if (app.IsVoiceDetected()) {

SetColor(HIGH_BRIGHTNESS, 0, 0); // LT (i)
} else {
SetColor(LOW_BRIGHTNESS, 0, 0); // 541 (&)

¥
Turnon();
break;

case kDeviceStateSpeaking:
SetColor (0, DEFAULT_BRIGHTNESS, 0); // 4R
TurnOn();
break;

case kDeviceStateUpgrading:
SetColor (@, DEFAULT_BRIGHTNESS, 0); // R
StartContinuousBlink(100); /7 RIA
break;

case kDeviceStateActivating:
SetColor (0, DEFAULT_BRIGHTNESS, 0); /] KR
StartContinuousBlink(500); // BN
break;

RS- ERBBREIRIIR TN :

RE (B) = RE/MBIC (Boh/EM/EE)

o BB (1) = EIfAF (E=RE=EaTEiE, RRE=85);

o 8} = EIRIBFLAF /| RGMEIRTS (speaking/upgrade/activate) ;
o [R[A (100ms) = XBEH (Beh. AR

o 18/ (500ms) = FHFRE (BN, BE);

o BR = #1TH (B&EE. WiEP);

o 1BX =5 (idle).

R Listening ASEXSRIE VAD (BFEN) ERMEE—RENEIRE WEIRHIRIET .,

8.6.3 CircularStrip BT (2% LED)



233 17, ELXRBRIRT (2 box-3) FEBL—E 12 T WS2812B #2EH,

RS

struct StripColor { uint8_t red, green, blue; };

class CircularStrip {
std::vector<StripColor> colors_; // EE LED HyHEIENE
uint8_t max_leds_;
uint8_t default_brightness_ = ...;
uint8_t low_brightness_ = ...;

std::function<void()> strip_callback_; // &EWiHiTHIHE
esp_timer_handle_t strip_timer_;
BE

strip_callback_ 7 std::function

4 MEhERR

1. Blink —— BB{KAItR

void CircularStrip::Blink(StripColor color, int interval_ms) {
for (int i = 0; i < max_leds_; i++) colors_[i] = color;
StartStripTask(interval_ms, [this]() {
static bool on = true;

if (on) {
for (int i = 0; i < max_leds_; i++)
led_strip_set_pixel(led_strip_, i, colors_[il.red, ...);
led_strip_refresh(led_strip_);
} else {
led_strip_clear(led_strip_);
¥
on = 'on;
F)g
}
JEE static bool on —— B4 lambda ¥ NEEH—% static, AANRER lambda 2,

2. FadeOut — ZFHZThE

ob
BE

A IUEEE lambda, B IERRME— AR lambda,

¥ timer VARAFEE,



void CircularStrip::FadeOut(int interval_ms) {
StartStripTask(interval_ms, [this]() {
bool all_off = true;
for (int i = 0; i < max_leds_; i++) {
colors_[i].red /= 2; /] ERE
colors_[il.green /= 2;
colors_[il.blue /= 2;

all_off = false;

led_strip_set_pixel(led_strip_, i, colors_[i]l.red, ...);
+
if (all_off) {

led_strip_clear(led_strip_);

esp_timer_stop(strip_timer_);
} else {

led_strip_refresh(led_strip_);

JUERE (BXF+¥) — LEEUREE"HR" = (ARNSERIZEILITE) .
3. Breathe — ¥R

void CircularStrip::Breathe(StripColor low, StripColor high, int interval_ms) {
StartStripTask(interval_ms, [this, low, highl() {
static bool increase = true;
static StripColor color = low;
if (increase) {
/! BT5E +1

color.red < high.red ? color.red++ : 0;

/] eas

if (color reaches high) increase = false;
} else {

/! BT E -1

if (color reaches low) increase = true;

¥

// refresh all pixels

BAFIR—+F = E#(A, [this, low, high] {E##H3R low/high——& % lambda 5HMNS|IAEE.

4. Scroll — g},

if (colors_[il.red !'= 0 || colors_[il.green != 0 || colors_[il.blue !=



void CircularStrip::Scroll(StripColor low, StripColor high, int length, int interval_ms) {
// ZECEEN low
for (int 1 = 0; i < max_leds_; i++) colors_[i] = low;
StartStripTask(interval_ms, [this, low, high, length]l() {
static int offset = 0;
/! EENRE
for (int 1 = 0; i < max_leds_; i++) colors_[i] = low;
// 7E offset {UZiE length FiSE
for (int j = 0; j < length; j++) {
int i = (offset + j) % max_leds_;
colors_[i] = high;
¥
// refresh
offset = (offset + 1) % max_leds_; // F—WifF#Z +1

BN —ER =W BRI s, offset % max_leds_ iL'ETIRIEIR,

OnStateChanged() BREIZIAREENE

case kDeviceStateStarting:
Scroll({e,0,0}, {low_b, low_b, def_b}, 3, 100); // HE& 3 BRz)

break;

case kDeviceStateWifiConfiguring:
Blink({low_b, low_b, def_b}, 500); // HIA
break;

case kDeviceStateIdle:
FadeOut (50); /! g
break;

case kDeviceStateConnecting:
SetAllColor({low_b, low_b, def_b}); // EFE
break;

case kDeviceStatelListening:

case kDeviceStateAudioTesting:
SetAllColor({def_b, low_b, low_b}); // FI
break;

case kDeviceStateSpeaking:
SetAllColor({low_b, def_b, low_b}); // EL
break;

case kDeviceStateUpgrading:
Blink({low_b, def_b, low_b}, 100); // ERIBA
break;

case kDeviceStateActivating:
Blink({low_b, def_b, low_b}, 500); // LRIEIN
break;

tt SingleLed £ 7

e Starting — Scroll (FEEERE) ;
e Idle — FadeOut (FRIZBIK, B HER"HE),

8.6.4 GpioLed — & GPIO + PWM E &

262 17, RANEI”—FUH R LED # GPIO”, XEneeizdl, BrER=E.



LEDC SME[RIB

ESP32 fJ LEDC (LED Controller) 2%(71# PWM JM%:

o TEHERTEIEHRENEE GPIO;
e duty cycle = on—time / period RE=E (0-100%) ;
o TEHEW fade INBE (M duty A F383EZF) duty B), CPU £AEZ S,

GpiolLed: :GpioLed(gpio_num_t gpio, int output_invert, ledc_timer_t timer, ledc_channel_t
channel) {
ledc_timer_config_t ledc_timer = {};
ledc_timer.duty_resolution = LEDC_TIMER_13_BIT; // 8192 ==
ledc_timer.freq_hz = 4000; // 4 kHz PWM
ledc_timer.speed_mode = LEDC_LS_MODE;
ledc_timer.timer_num = timer_num;
ledc_timer_config(&ledc_timer);

ledc_channel_.channel = channel;

ledc_channel_.gpio_num = gpio;

ledc_channel_.timer_sel = timer_num;

ledc_channel_. flags.output_invert = output_invert & 0x01;
ledc_channel_config(&ledc_channel_);

ledc_fade_func_install(0);
ledc_cbs_t ledc_callbacks = { .fade_cb = FadeCallback };

ledc_cb_register(speed_mode, channel, &ledc_callbacks, this);

xTaskCreate(EventTask, "LedEvent", 2048, this, tskIDLE_PRIORITY + 2, &event_task_handle_);

o 13 fi[ duty DR = 8192 =R E (RERADTBEXASH, f#l fade FIRFER)
o 4 kHz PWM 87, nmTF ABRNIRRANEE;

e output_invert : HLHRF LED 3 VCC + GPIO (REFR), MIXDERLE;

o jIfit FadeCallback it fade SER/ZEEN;

Bl EH event_task 4ME fade end S,

StartFadeTask() —— RE{FIFIR



void GpiolLed::StartFadeTask() {
std::lock_guard<std::mutex> lock(mutex_);
fade_up_ = true;
ledc_set_fade_with_time(speed_mode, channel, LEDC_DUTY, LEDC_FADE_TIME);
ledc_fade_start(speed_mode, channel, LEDC_FADE_NO_WAIT);

void GpiolLed::OnFadeEnd() {
std::lock_guard<std::mutex> lock(mutex_);
fade_up_ = !fade_up_;
ledc_set_fade_with_time(speed_mode, channel, fade_up_ ? LEDC_DUTY : 0, LEDC_FADE_TIME);
ledc_fade_start(speed_mode, channel, LEDC_FADE_NO_WAIT);

bool IRAM_ATTR GpiolLed::FadeCallback(const ledc_cb_param_t s*param, void *user_arg) {
if (param->event == LEDC_FADE_END_EVT) {
auto led = static_cast<Gpioled*>(user_arg);
BaseType_t xHigherPriorityTaskWoken = pdFALSE;
xTaskNotifyFromISR(led—>event_task_handle_, 0x01, eSetValueWithOverwrite,
&xHigherPriorityTaskWoken) ;
b

return true;

void GpiolLed::EventTask(voidx arg) {
GpiolLed* led = static_cast<GpiolLed*>(arg);
while (1) {
ulTaskNotifyTake(pdTRUE, portMAX_DELAY);
led—>0nFadeEnd() ;

SRR AR IFIR AT :

1. CPU i@ ledc_set_fade_with_time(8191, 1000ms) + ledc_fade_start — CPU #iF, EHIEE;
2. LEDC &4 1 ERRIE duty M 0 $2Z 8191;

3. fade 53R, ME{Hfi%k ISR FadeCallback ;

4. FadeCallback 7 ISR BR—{Z: xTaskNotifyFromISR iB%0 event_task;

5. event_task B23&1E OnFadeEnd ;

6. OnFadeEnd #F#: fade_up_ i¥TE#IREH fade_start ;

7. BIMEE = HIRR.

RHLTEERE ISR BEIEE ledc_set_fade_with_time ? EJIXPMRBANEBE T ERFH, ISR TEE take i, F
TaskNotify 38 ISR T{Ei#iZI task 2 ESP-IDF fREER,

IRAM_ATTR [Ef%: i FadeCallback FEIANE SRAM MIE Flash, # & ISR 5ia) flash FEE,
OnStateChanged JR7SHRSY

8 SingleLed #£¥9—#, {BF SetBrightness {$& SetColor, listening AT StartFadeTask A EE& TurnOn—22
& LED REAMEX SRS, ReeEHETHE",

8.7 Display + LED + State JA7SEAGNEE



Application::HandleStateChangedEvent (ZE{E¥F L)
- board.GetLed()->0nStateChanged() [LED RiIZECIEBETE/ VK]
I board.GetDisplay()->SetStatus(...) [BIUASHEEIHRXF]
- board.GetDisplay()->SetChatMessage(...) [FE&5]

I audio_service.EnableVoiceProcessing(true) [FF/3% AFE]
...

Listening JRZS4FHALIE (VAD HEE(L):
audio_processor #@il%] VadStateChange
- on_vad_state_change [Eif
- MAIN_EVENT_VAD_STATE_CHANGED
- Application Z#7id led—>0nStateChanged() « LED XERRM"BEZT / FHZ"

8.8 AEREIFRERA

BAR W R

27 + Null Object &z NoDisplay / NoLed
RAIl $i=F 1 DisplayLockGuard
LVGL flex %3 OLED/LCD B#HE

LVGL label long mode + anim

font_awesome_get_utf8

fIE + GIF + Z{E =8 emoji fallback

fI=FE% union

Ivgl_port + task affinity

RMT JEE) WS2812B
EEITEER blink
std::function + F&

lambda {E##3X vs 5| AR
lambda A static TE

LEDC %M + 13bit duty + 4kHz
FE{4 fade + ISR + TaskNotify
IRAM_ATTR

NEa=RE (R 2 m3)

RS - Bt/ TE BREIR

REFR

FRIE — PR
LcdDisplay::SetEmotion
EmoteDisplay::AssetData
Ul {E5451% 1
SinglelLed/CircularStrip
B AR KRSE

CircularStrip 4 #z&hE

ERIITHZ S
& timer HBFZIRES

GpioLed FBRE

A5 CPU BYIFIRZR

ISR A& SRAM
FadeOut il fF& ARRREAN

PP 30—

8.9 ERAEIRIIZEIERN

e Display / Led M HRELNIZIT
o DisplayLockGuard RAIll 5f 13
e OledDisplay 128x64 / 128x32 ME LVGL /3



e Font Awesome F&FZk emoji

o LcdDisplay Zf/2% (SPI/RGB/MIPI) #9Z5

e LcdDisplay {iE+GIF+F{&=/Z fallback

e EmoteDisplay £ B % EmoteEngine WERRE (REEML)
 AssetData I FEREZEIFE

e SingleLed RE—EIBMETIIRITEZ

o CircularStrip 4 #zshiE (Blink/FadeOut/Breathe/Scroll) LI
o GpiolLed F LEDC @4 fade STHUIFIR (CPU E45)

¢ ISR — TaskNotify — Task K94 ESP-IDF &5

T—E%&E boards/ WRFMZK + JLMUKRMERFAT.



E 9 B MEHZFE: rainsboaras/

10 TMrFEZR. 4250+ ITHARB. X—RIESHES. W% (Wi-Fivs 46) . RRES, RigmeE. BIRE
B, IMREFEHMIER Board XERE. AEFHABEMIRE (common/ ), B 3 MRMURFIFFE.

9.1 ARl 5 il



Board (abstract base) |
GetUuid / GetAudioCodec /
GetDisplay / GetLed / GetCamera
GetNetwork / StartNetwork /
GetSystemInfolson /
GetDeviceStatusJson / ...

I
|
|
[ | 1
v v v

AtkDnesp32s3Box2_4G : M1307Board

| | 1 |
| wifiBoard | | M1307Board | | DualNetworkBoard |
| (Wi-Fi) | | (46 cat.1) | | (Wi-Fi + 4G) |
| | | | | | | |
| | |
| | | WEBsE
| | | wifiBoard 1 M1307Board
| | | tDi%iEm
v v v
| |
|  BIRFHBLE (110 9 board.cc Xf#) |
| |
|  CompactWifiBoard : WifiBoard |
|  CompactM1307Board : DualNetworkBoard |
|  EspBox3Board : WifiBoard |
|  AtomEchoS3RBoard : WifiBoard |
|
|
L

HAFH (& main/boards/common/):

- Button iRigHisE

- Backlight &tz

— PowerSaveTimer / SleepTimer

- SystemReset KIREI

- PressToTalkMcpTool #{+i#t1E MCP TH
- Esp32Camera iBig:Lits

- Axp2101 / Sy6970 HREENH I2C IEn)
- I2cDevice JBF I2C ig&EE

- Knob fzHi4mines

- LampController ¥JiE (MCP &RA)

- AfskDemod FiKECMfZRE

— Blufi BLE B2

- AdcBatteryMonitor ADC MEithEa/E

10 P boards/<xxx>/<xxx>_board.cc #EF—PNEIR:

1. 4¥iF WifiBoard / M1307Board / DualNetworkBoard ;

2. FAERR: 1REENS . 12C bus. EWRBIE. display 55t
3. Initialize* &3N: K3 HK 1°C / BRFRE /&8 / TR,
4, EF: GetLed() / GetAudioCodec() / GetDisplay() (X=1

5. ¥EREL: % init REURRARIER;
6. DECLARE_BOARD (BoardClassName) 7% EfizET[ .

WAIR) 5



9.2 Board ;E%E?éi*ﬁg
9.21 BHITI &5

class Board {
public:
static Board& GetInstance() {
static Board* instance = static_cast<Board*>(create_board());
return xinstance;
+
I/ coo
I

#define DECLARE_BOARD(BOARD_CLASS_NAME) \
void* create_board() { \
return new BOARD_CLASS_NAME(); \

create_board() f12/F C &, HEMRTFEXHFRER DECLARE_BOARD(MyBoard) RENX. HEERREEFE—T
U —FFINGRIERET CMake &R T

# main/CMakelLists.txt X%

if (CONFIG_BOARD_TYPE_BREAD_COMPACT_WIFI)
set(BOARD_TYPE "bread-compact-wifi")

endif()

target_sources("${COMPONENT_LIB}" PRIVATE
"${BUILD_PATH}/boards/${BOARD_TYPE}/${BOARD_TYPE} board.cc")

Board::GetInstance() W create_board() REIFT new KIEMKRIRFIER, & new + KA delete—F2Fiz{THAE
.,

9.2.2 XN

class Board {

public:
virtual std::string GetBoardType() = 0; // "wifi" or "ml307"
virtual std::string GetUuid() { return uuid_; } // EfF UUID
virtual Backlight* GetBacklight() { return nullptr; }
virtual Led* GetlLed(); // #tiA NolLed
virtual AudioCodec* GetAudioCodec() = 0; // AT
virtual bool GetTemperature(float& esp32temp);
virtual Display* GetDisplay(); // ZtiA NoDisplay
virtual Camerax GetCamera(); // EA nullptr

virtual NetworkInterfacex GetNetwork() = 0;

virtual void StartNetwork() = 0;

virtual void SetNetworkEventCallback(NetworkEventCallback);

virtual const charx GetNetworkStateIcon() = 0;

virtual bool GetBatteryLevel(int &level, bool& charging, bool& discharging);
virtual std::string GetSystemInfoJson();

virtual void SetPowerSavelLevel(PowerSavelLevel level) = 0;

virtual std::string GetBoardJson() = 0;

virtual std::string GetDeviceStatusJson() = 0;




#0 ERIASZHL RItEE

GetUuid IR[E] uuid_ NVS 4 R e} EEY

GetLed NoLed TEH, RFAIER
GetDisplay NoDisplay El

GetCamera nullptr take_photo T E Bzh#kid
GetBacklight nullptr screen.set_brightness Bnfpkid
GetBatteryLevel false REEAEREBM

W, REENRT —
NoAudioCodec

GetAudioCodec 4R

GetNetwork / StartNetwork /

g MEEIRAER, DI
GetBoardJson £ = H i

9.2.3 Board::Board() 14Ji& UUID 4R

Board::Board() {
Settings settings('board", true);
uuid_ = settings.GetString("uuid");
if (uuid_.empty()) {
uuid_ = Generateluid();
settings.SetString("uuid", uuid_);

UUID i&it:

o E/XB5NNVS &8 — 18 Generateluid() 4fK;
o FEBEMNEEIE NVS;
o EMFIREEE NVS (MREXL), TXRANSEMBEN—X

PIA UUID FEREIE—4RR, MAC 7T 2.

9.2.4 GenerateUuid() ¥ UUID v4

std::string Board::GenerateUuid() {

uint8_t uuid[16];

esp_fill_random(uuid, sizeof(uuid)); // ESP32 ##f+ TRNG

uuid[6] = (uuid[6] & OxOF) | 0x40; /! HRE 4

uuid[8] = (uuid[8] & Ox3F) | 0x80; /! EE 1

char uuid_str([37];

snprintf(uuid_str, sizeof(uuid_str),
"1%02X%02x%02X%02X-%02X%02X—%02X%02X—%02X%02X—%02X%02x%02X%02x%02X%02x" ,
uuid[0], ..., uuid[15]);

return std::string(uuid_str);

## RFC 4122 UUIDV4 35 :

o B 7FYT (uidl6]) B 4 58%I 0100 (FRAE 4);
e FEOFH (wid8]) & 2 fis&EH 10 (AR RFC 4122) ;
o HT 122 (IHEH TRNG 2% (esp_fill_random FAR A NI EL SR, REWF).



B AZAN f47ac10b-58cc-4372-a567-0e02b2c3d479 .
9.2.5 GetSystemInfolson() — iRTFHEIRZEI]
XNREE OTA MER POST LARRSSBHNIERIK, &

o WHYARAS: "version": 2

e IE=FE: M Lang::CODE £ (zh-CN /en-US / HiE%)
o Flash K\, FIRiE

e MAC. UUID

o HEBIE (cores / revision / features {i)

o NA® / RAS / fiFE / IDF fik7As / ELF SHA256

o 7X& (label / type / address / size M0 X)

o HFI OTA BT KX label

o BR{EE (monochrome / width / height)

o IRFESHINAE JSON ( GetBoardJson() iRM[E)

FEFFHHHE JSON

A cJSON EAZ—RMERII, BEHMEEEF:

json += R"("mac_address":")" + SystemInfo::GetMacAddress() + R"(",)";

R'(...)" B C++11 RIAFNBFHE — \" XMEXFAINERS ", B JSON RIRE D,

ARS523 Z EX (S B T DA

TR ES T AR matt/websocket BLE ;
BIRASRERTLIEMN URL;

1% elf_sha256 MEXEN (EFIZEMIZEERE ) 5
o IRERIBEBILARE emoji FIREE.

9.3 wifiBoard Wi-Fi *&E;
359 7L, 4ME Wi-Fi HRAVZNBEE:

9.3.1 IREH: EiR — #BIf — BN



void WifiBoard::StartNetwork() {
auto& wifi_manager = WifiManager::GetInstance();
WifiManagerConfig config;
config.ssid_prefix = "Xiaozhi";
config. language = Lang::CODE;
wifi_manager.Initialize(config);

wifi_manager.SetEventCallback([this, &wifi_manager] (WifiEvent event) {
// B WifiEvent EEREZT—HAY NetworkEvent
std::string ssid = wifi_manager.GetSsid();
switch (event) {
case WifiEvent::Connected: OnNetworkEvent(NetworkEvent::Connected, ssid); break;
7 coc

s
TrywWifiConnect();

void WifiBoard::TryWifiConnect() {

auto& ssid_manager = SsidManager::GetInstance();

bool have_ssid = !ssid_manager.GetSsidList().empty();

if (have_ssid) {
esp_timer_start_once(connect_timer_, CONNECT_TIMEOUT_SEC * 1000000ULL); // 60 RS
WifiManager: :GetInstance().StartStation();

} else {
vTaskDelay (pdMS_TO_TICKS(1500)); // ZEZEITHAIEE
StartWifiConfigMode();

void WifiBoard::0nWifiConnectTimeout(void* arg) {
autox board = static_cast<WifiBoard>(arg);
WifiManager::GetInstance().StopStation();
board->StartWifiConfigMode();

3 MR

1. 5 SSID + £Ei%: 60 #YN Connected fifi/k — esp_timer_stop BUHABAT;
2.8 SSID B3R L: 60 #Z — HARMNER;
3.7% SSID: F1.5% ((LIREERTHERAS) — #E#AEMER,

9.3.2 =HMEcM AR (Kconfig {Ei%)



void WifiBoard::StartWifiConfigMode() {
in_config_mode_ = true;
Application::GetInstance().SetDeviceState(kDeviceStateWifiConfiguring);

#ifdef CONFIG_USE_HOTSPOT_WIFI_PROVISIONING
// FEt 1: REHRSR + WIIEEE
auto& wifi_manager = WifiManager::GetInstance();
wifi_manager.StartConfigAp();
Application::GetInstance().Schedule( [&wifi_manager] () {
std::string hint = Lang::Strings::CONNECT_TO_HOTSPOT;
hint += wifi_manager.GetApSsid();
hint += Lang::Strings::ACCESS_VIA_BROWSER;
hint += wifi_manager.GetApWebUrl();
Application::GetInstance().Alert(Lang::Strings::WIFI_CONFIG_MODE, hint.c_str(),
"gear", Lang::Sounds::0GG_WIFICONFIG);
B)E
#endif

#if CONFIG_USE_ESP_BLUFI_WIFI_PROVISIONING
// FIt 2: BLE EZK (F# App)
Blufi::GetInstance().init();

#endif

#if CONFIG_USE_ACOUSTIC_WIFI_PROVISIONING
// Bzt 3: FEREER (AFSK)
xTaskCreate([](void* arg) {
auto ch = reinterpret_cast<intptr_t>(arg);
audio_wifi_config::ReceiveWifiCredentialsFromAudio(&app, &wifi, disp, ch);

vTaskDelete (NULL);
}, "acoustic_wifi", 4096, reinterpret_cast<voidx>(channel), 2, NULL);
#endif
¥
EEMA ) FAPRE
wifi_manager.StartConfigAp + HTTP FHIE “Xiaozhi-xxx” #Hm — I 5H 284
Hotspot MT1 o
server SSID/#%8
BLE BIuFi Espressif BluFi {1 FH App “EspBIuFi” #55F & SSID/Z5H5
il AFSK EHRIT AFSK JBHIE S #EiE FH App BRFEE - REERNK

—MARNEA—RPESHENSN, FREHE: TEAFE BLE/AP, BRIME THEERE.

EHDk

9.3.3 onNetworkEvent



void WifiBoard: :0nNetworkEvent (NetworkEvent event, const std::string& data) {
switch (event) {
case NetworkEvent::Connected:
esp_timer_stop(connect_timer_); // BUEERS
Blufi::GetInstance().deinit(); // i BluFi #JE
in_config_mode_ = false;
break;
case NetworkEvent::WifiConfigModeExit:
in_config_mode_ = false;
TryWifiConnect(); // EFE
break;
I coc
¥
if (network_event_callback_) {
network_event_callback_(event, data); // 244 L=

WEE (Application) @id SetNetworkEventCallback EAFECRIEIA, ATAMESHESITR,

9.3.4 GetDeviceStatusJson() —— MCP T ERAIIAESEf

std::string WifiBoard::GetDeviceStatusJson() {
/! HREEM:
// { “audio_speaker": {"volume": 70}, "“screen": {"brightness": 50},
// "battery": {"level": 80, "charging": true}, "network": {"type": "wifi", "ssid":
"xxx", "rssi": -55} }
// &[E45 self.get_device_status TH

MCP TH self.get_device_status (5 6 Z 6.7.2) HIZIISKIR,

9.3.5 GetNetworkStateIcon()

const charx WifiBoard::GetNetworkStateIcon() {
if (in_config_mode_) return FONT_AWESOME_GEAR;
auto rssi = WifiManager::GetInstance().GetRssi();
if (rssi == 0) return FONT_AWESOME_WIFI_SLASH;
if (rssi > -50) return FONT_AWESOME_WIFI_HIGH;
if (rssi > -65) return FONT_AWESOME_WIFI_MEDIUM;
return FONT_AWESOME_WIFI_LOW;

RETREP network_label_ ER{t+4 Font Awesome El#r., RSSI HEZZI{E (-50 38, -65 A, HE35S).

4G I ERER

274 17, EF LB5E(EM ML307R Cat.1 &R (UART AT mdizl),

9.4 mi307Board

e (vs WIiFi)

o REEMER—SIM KiELFEER, TEAFZS5;
e PPP #S EM: ESP32 @id UART iR ML307 1&{F, ML307 EREULEL PPP BERK;



o MBEEFFR (Cat.1 L4174 5Mbps T1T 10Mbps, {BIERIEE);
o JRAELE Wi-Fi Z: SIM £K3¥E / MEREM / 5555 / iEHE.

9.4.1 Modem & MFIEEIREH

enum class NetworkEvent {
// ... Wi-Fi REp9EM
ModemDetecting, // IEFEHBz0RF baud rate + EHRAE
ModemErrorNoSim, // & SIM £
ModemErrorRegDenied, // K& 1M#EEEFELE
ModemErrorInitFailed, // #/#E1E%I
ModemErrorTimeout // Ert

I

M1307Board: :StartNetwork() PIERKR

1. #afE UART (=& 921600 baud) ;
2. & AT s SHIMIERTELS (DAL OK) 5
3. MMAERELS ( AT+CGMM )
4. 1M SIM RIS ( AT+CPIN? ) ;
5. H1EMLEM ( AT+CREG? SR[E 18 5 RixoiEMAhay;Eis) ;
6. BEh PPP;
7. fi& Connected 4.

F—HRMWEBREE SN ModemError* B4, iItEEERERERR.

9.4.2 GetNetwork() IREINA[EH

NetworkInterfacex WifiBoard::GetNetwork() {
return EspNetworkAdapter::GetInstance(); // ESP-IDF H# LWIP 1%

NetworkInterfacex M1307Board: :GetNetwork() {
return M1307AtModem: :GetInstancel(); // ML307 A& TCP/IP #, & AT @<

*ﬁ%iﬁi‘l“ NetworkInterface 2M%FEO, EXT Creatthtp / CreateWebSocket / CreateMqtt / CreateUdp
DI A%, Wi-Fi iiREETF LWIP B9S2, AER.

eX.

XHMERNTAEE 5 E protocols £EMRB AT AR Wi-Fi # 4G R L33,

IR L4

9.5 DualNetworkBoard
98 17, mENHERAIEISY,
9.5.1 Big

HURFELR Wi-Fi XB 4G &R (41 atk-dnesp32s3-box2-4g ), FAFPRILUERAEP 7 —:

o ZER Wi-Fi (551 — B Wi-Fi 8iE;
o F4h/ Wi-Fi R]AE — )3 4G BiR=E



SMERARZBEHRMENRD, MEATBER sub-board:

class DualNetworkBoard : public Board {

private:
std::unique_ptr<WifiBoard> wifi_board_;
std::unique_ptr<M1307Board> ml307_board_;
NetworkType current_type_ = NetworkType: :WIFI;

public:
DualNetworkBoard(int m1307_tx, int m1307_rx, gpio_num_t reset) {
// BIEERTAESFIR
Settings settings("board", false);
std::string saved = settings.GetString("network_type", "wifi");
if (saved == "ml307") current_type_ = NetworkType::ML307;

Board& GetCurrentBoard() {
if (current_type_ == NetworkType::WIFI) return *wifi_board_;
else return xml307_board_;

// FTBE#EOE# %245 GetCurrentBoard()
NetworkInterfacex GetNetwork() override { return GetCurrentBoard().GetNetwork(); }

void StartNetwork() override { GetCurrentBoard().StartNetwork(); }
/) coo

void SwitchNetworkType() {
current_type_ = (current_type_ == NetworkType::WIFI) ? NetworkType::ML307 :
NetworkType: :WIFI;

Settings settings("board", true);

settings.SetString("network_type", current_type_ == NetworkType::WIFI ? "wifi" :
"ml307");
esp_restart(); // [FEHERE BEEHIET
¥
bE
RITER:

o YEIMKEERE NVS— FRBEIEIEA XIS

o EOEZLHE sub—board;

e SwitchNetworkType() EiZER—BREGTIHINIENEKRFROEZIASIEDA (BWERF. FOFFE
k. FMBERERS). ERNNME/ LD,

AFMEDSR: KEEMRE, BREMASRNRAET—EFPMRRBRFIRE .

9.6 ?EFH%#F Button / Backlight / PowerSaveTimer

9.6.1 Button

6 MEMH



class Button {
public:
Button(gpio_num_t gpio_num, bool active_high = false,
uintl6_t long_press_time = 0, uintl6_t short_press_time = 0,
bool enable_power_save = false);
void OnPressDown(std::function<void()>);
void OnPressUp(std::function<void()>);
void OnLongPress(std::function<void()>);
void OnClick(std::function<void()>);
void OnDoubleClick(std::function<void()>);
void OnMultipleClick(std::function<void()>, uint8_t click_count = 3);
%

FEEET iot_button A (Espressif IZ{HEAVLRE)

=8l WER debounce EiETTEER;

6 KEMH: HT/HHE/ KR/ BE/RE/ZE;

e enable_power_save : light-sleep &z RIS (45HECE)
o active_high : I TASBEFLEMEFE,

BRIFE (compact_wifi_board.cc £ 103 1T) :

boot_button_.0OnClick( [this] () {
auto& app = Application::GetInstance();
if (app.GetDeviceState() == kDeviceStateStarting) {
EnterWifiConfigMode();
return;
+
app.ToggleChatState(); // Eal/g#d boot fEAFLEINE
});

touch_button_.OnPressDown( [this] () {
Application::GetInstance().StartListening();

3

touch_button_.0nPressUp( [this] () {
Application::GetInstance().StopListening();

2

4% touch RE21H1E (PressDown — PressUp EExt), Bir boot IREBEIIRIAE
9.6.2 Backlight — [R&E & Y=l

backlight.h :

class Backlight {
public:
Backlight(...);
void SetBrightness(uint8_t brightness, bool save = false);
uint8_t GetBrightness() const;
void RestoreBrightness(); // M NVS £/
I

BHEIMIIH PWM GPIO (A& LCD HMAEREHI), A LEDC IMRIFAT=E., save = true
display.brightness , TXFFHLIRE .,

S NVS



9.6.3 PowerSaveTimer + SleepTimer
A timer &L E B

o PowerSaveTimer: #A\ idle JAZS N #/EB&SH (CPU 80MHz — 40MHz) ;
e SleepTimer: H idle M /G A\ light_sleep (CPU 218, ZrhHIkEE),

// EEH
class PowerSaveTimer {
void Start() { esp_timer_start_once(timer_, timeout *x 1000000); }
void Stop() { esp_timer_stop(timer_); }
void OnTimer() {
auto state = Application::GetInstance().GetDeviceState();
if (state == kDeviceStateIdle) {
Board: :GetInstance().SetPowerSavelLevel(PowerSavelLevel: :LOW_POWER);
}

IE

3k ldle IR (WIE/ITE/FrRF) SEE timer—RIEASTE LRI,
Btk (atom-echo F) —EEFEETNEAT I/, USB HEERABUEERIER .

9.7 1‘%%*&; 1 bread-compact-wifi (Eailj\ Wi-Fi §§-‘Em)
EN: NTHSREM., REENEE—ESP32-S3 + OLED + B#E RN, + B\ + 4 328 + 1 WS2812B,

9.7.1 B2& ( config.h)



#define AUDIO_INPUT_SAMPLE_RATE 16000
#define AUDIO_OUTPUT_SAMPLE_RATE 24000
#define AUDIO_I2S_METHOD_SIMPLEX

// I2S ZE#=/K (MEMS, #7& SPH0645)

#define AUDIO_I2S_MIC_GPIO_WS  GPIO_NUM_4
#define AUDIO_I2S_MIC_GPIO_SCK GPIO_NUM_5
#define AUDIO_I2S MIC_GPIO_DIN GPIO_NUM_6

// I2S Byl (PCM5102 / MAX98357 %)

#define AUDIO_I2S_SPK_GPIO_DOUT GPIO_NUM_7
#define AUDIO_I2S_SPK_GPIO_BCLK GPIO_NUM_15
#define AUDIO_I2S_SPK_GPIO_LRCK GPIO_NUM_16

#define BUILTIN_LED_GPIO GPIO_NUM_48 // WS2812B
#define BOOT_BUTTON_GPIO GPIO_NUM_0
#define TOUCH_BUTTON_GPIO GPIO_NUM_47

#define VOLUME_UP_BUTTON_GPIO  GPIO_NUM_40
#define VOLUME_DOWN_BUTTON_GPIO GPIO_NUM_39

#define DISPLAY_SDA_PIN GPIO_NUM_41
#define DISPLAY_SCL_PIN GPIO_NUM_42
#define DISPLAY WIDTH 128

// Kconfig EFEWIF# OLED

#if CONFIG_OLED_SSD1306_128X32
#define DISPLAY_HEIGHT 32

#elif CONFIG_OLED_SSD1306_128X64
#define DISPLAY_HEIGHT 64

#elif CONFIG_OLED_SH1106_128X64
#define DISPLAY_HEIGHT 64
#define SH1106

#endif

#define LAMP_GPIO GPIO_NUM_18 // MCP &r: ##|—&AT

Simplex 12S: A4 1°S 5| (—AZ7=MN in, —ABII\ out), ~HZ= BCLK/WS, BEER, FRRHERE.
F1t4 input 16k / output 24k:

o HIN 16k BEEAFEIER (8k REHHF), AFE/wake word #B#% 16k 1&%it;
o it 24k 2 LLM TTS WEARE (SEE), BHHMSETR.

9.7.2 LM ( compact_wifi_board.cc )



class CompactWifiBoard : public WifiBoard {
private:
i2c_master_bus_handle_t display_i2c_bus_;
esp_lcd_panel_io_handle_t panel_io_;
esp_lcd_panel_handle_t panel_;
Display* display_ = nullptr;
Button boot_button_;
Button touch_button_;
Button volume_up_button_;
Button volume_down_button_;

void InitializeDisplayI2c() {

i2c_master_bus_config_t bus_config = {
.12c_port = 0,
.sda_io_num DISPLAY_SDA_PIN,
.scl_io_num = DISPLAY_SCL_PIN,
.clk_source = I2C_CLK_SRC_DEFAULT,
.glitch_ignore_cnt = 7,
.flags = { .enable_internal_pullup = 1 },

178
i2c_new_master_bus(&bus_config, &display_i2c_bus_);

void InitializeSsd130@6Display() {

esp_lcd_panel_io_i2c_config_t io_config = {
.dev_addr = 0x3C, // SSD1306 IZ2C HititEFE 0x3C
.control_phase_bytes = 1,
.dc_bit_offset = 6,
.lcd_cmd_bits = 8,
. lcd_param_bits = 8,
.scl_speed_hz = 400 *x 1000, // 400 kHz Fast Mode

%

esp_lcd_new_panel_io_i2c_v2(display_i2c_bus_, &io_config, &panel_io_);

esp_lcd_panel_dev_config_t panel_config = {};
panel_config.reset_gpio_num = -1;
panel_config.bits_per_pixel = 1;

esp_lcd_panel_ssd1306_config_t ssd1306_config = { .height = static_cast<uint8_t>
(DISPLAY_HEIGHT) };

panel_config.vendor_config = &ssd1306_config;
#ifdef SH1106
esp_lcd_new_panel_sh1106(panel_io_, &panel_config, &panel );

#else
esp_lcd_new_panel_ssd1306(panel_io_, &panel_config, &panel );
#endif
esp_lcd_panel_reset(panel );
if (esp_lcd_panel_init(panel_) != ESP_OK) {
display_ = new NoDisplay(); // EH#T fallback
return;
b
esp_lcd_panel_disp_on_off(panel_, true);
display_ = new OledDisplay(panel_io_, panel_, DISPLAY_WIDTH, DISPLAY_HEIGHT,
DISPLAY_MIRROR_X, DISPLAY_MIRROR_Y);
1

void InitializeButtons() {
boot_button_.0OnClick( [this] () {
auto& app = Application::GetInstance();



if (app.GetDeviceState() == kDeviceStateStarting) {
EnterWifiConfigMode(); // B ERELHEN
return;
¥
app.ToggleChatState(); /! BEsEEFIE FRATE
1)
touch_button_.0nPressDown( [this] () {
Application::GetInstance().StartListening();
3
touch_button_.0nPressUp( [this] () {
Application::GetInstance().StopListening();
)8
volume_up_button_.0OnClick( [this] () {
auto codec = GetAudioCodec();
auto volume = codec—>output_volume() + 10;
if (volume > 100) volume = 100;
codec—>SetOutputVolume(volume);
GetDisplay()—>ShowNotification(Lang::Strings::VOLUME + std::to_string(volume));
3
volume_up_button_.0OnLongPress( [this] () {
GetAudioCodec()->SetOutputVolume(100);
GetDisplay()—>ShowNotification(Lang::Strings::MAX_VOLUME);
¥

// ... ZEM volume_down_button_

void InitializeTools() {
static LampController lamp(LAMP_GPIO);  // JE#f—7 MCP T A## GPI018 _LHILT

public:
CompactWifiBoard()

boot_button_(BOOT_BUTTON_GPIO),
touch_button_(TOUCH_BUTTON_GPIO),
volume_up_button_(VOLUME_UP_BUTTON_GPIO),
volume_down_button_(VOLUME_DOWN_BUTTON_GPIO) {
InitializeDisplayI2c();
InitializeSsd1306Display();
InitializeButtons();
InitializeTools();

Led* GetlLed() override {
static SingleLed led(BUILTIN_LED_GPIO); // EE WS2812B
return &led;

AudioCodec* GetAudioCodec() override {
static NoAudioCodecSimplex audio_codec(
AUDIO_INPUT_SAMPLE_RATE, AUDIO_OUTPUT_SAMPLE_RATE,
AUDIO_I2S_SPK_GPIO_BCLK, AUDIO_I2S_SPK_GPIO_LRCK, AUDIO_I2S_SPK_GPIO_DOUT,
AUDIO_I2S_MIC_GPIO_SCK, AUDIO_I2S_MIC_GPIO_WS, AUDIO_I2S MIC_GPIO_DIN);
return &audio_codec;

Display* GetDisplay() override { return display_; }



DECLARE_BOARD (CompactWifiBoard) ;

HEVRTE:

1. ISR EAIAL 4 DIRETIR;
2. REUREMORE 4 D Init REL
3.5 MNEEMEE (implicit Wi-Fi W),

5 LampController lamp(LAMP_GPIO) & static BEfEZE—& /XAA InitializeTools() BIiE, MiEEM
McpServer JEM—D “ATHX" TR, ik LLM A" THR LRI . X2WE BF &/ MCP &,

9.8 1’%2&*&% 2: bread-compact-ml307 (4G ix*ﬁmiz's)
R 9.7 JLSF—#¥, {B4%& DualNetworkBoard :

class CompactM1307Board : public DualNetworkBoard {

public:
CompactM1307Board() : DualNetworkBoard(ML307_TX_PIN, ML307_RX_PIN, GPIO_NUM_NC), ... { }

boot_button_.0nClick( [this] () {
if (GetNetworkType() == NetworkType::WIFI) {
if (app.GetDeviceState() == kDeviceStateStarting) {
// ¥#% wifi_board 7§ EnterWifiConfigMode
auto& wifi_board = static_cast<WifiBoard&>(GetCurrentBoard());
wifi_board.EnterWifiConfigMode();
return;

¥
app.ToggleChatState();
F)E
boot_button_.0OnDoubleClick( [this] () {
if (app.GetDeviceState() == kDeviceStateStarting || app.GetDeviceState() ==
kDeviceStateWifiConfiguring) {
SwitchNetworkType();  // X&iJ# Wi-Fi / 4G

FD)E

IR MZ LR, BE Wi-Fi I FHEM, static_cast<WifiBoard&> SRENERHNE GetNetworkType() ==
WIFI ,

9.9 fURIRF 3: esp-vox-3 (FEMFFER)

X4 BB



esp-box-3/

— config.h GPIO EX

— config.json WRF TTEE

— esp_box3_board.cc #RFLH (4% WifiBoard)

— emote.json EmoteDisplay FBHIFIE/Bic/HR
— layout.json UI nxuE

L— README.md

R

sy

o ¥ 320x240 IPS LCD (ST7789 SPI 24, i SpiLcdDisplay &1, {EZ4RF EmoteDisplay)
HEAMIER (GTI1I12C);

ES8311 HimiziEsE (L codec B 12S+MEMS £ X.) ;

EH PWM 3251

INEE T BMI270 (RIIEIRRIRIE) ;

e TA SPIFlash (16 MB) + PSRAM (A7, 38 LVGL ERENRZ).

esp_box3_board.cc Lt compact IRXIBEK 3-4 1%, BEERTE—#:

* 12C bus MiaTL (FFA—% bus &% GTI1 + ES8311 + INEEIT) ;
LCD #%41t, (SPI panel + ST7789 driver) ;

BUIERDIA

&4 codec #JiATL ( Es8311AudioCodec );

i (IRLE 3 TMIEEE);

Backlight;

£ MCP TE A,

HFRBERARENER, EEREREF esp_box3_board.cc &, FHINF: FIEZRERIPIR’I2C bus + LCD
panel + fif#E + codec + 1&52 + TH”6 9 HK,

9.10 HE 107 MRFHIE R

R AR REE:



AU4% HeE i) =T
N atk—dnesp32s3-box, atk—
atk-dnesp32s3% 7 ESEF S3 &% (5 40)
dnesp32s3m-4g
atom-echos3r, atoms3-
atom—x / atoms3x 5 M5Stack Atom Echo &7l
echo-base
. bread-compact-wifi/-
bread-compact—x* 5 HEREH (=Al) P
mi307/-lcd
esp-box, esp—box-3, esp—
esp-boxxk 3 Espressif B/ Box 1k P . P P
box-lite
df—x 2 DFRobot £&3%l1 df-k10, df-s3-ai—-cam
esp32—% 4 @ ESP32 (JE S3) esp32-cgc, esp32-cgc-144
e, s3-touch-amoled-1.8, s3-
esp32-s3-touch—* z1 AR R

touch-Icd-1.46

doit-s3-aibox / du-

3 wE AR —
chatx / echoear
esp—p4-function-ev- e w
PP 1 P4 T{EIR (R —
board
E if S3 RGB LCD ¥
esp-s3-1lcd-ev-board* 2 SPresst HE —
N
esp-spot 1 =EEMN S3 EfHF —
esp-hi 1 SimE Rk —
electron-bot 1 SENBAES —
esp-sensairshuttle 1 HERERT BIR —
esp-sparkbot 1 IMILEEA —
HE 60+ — EME=FIRT EEFHEN
BMRFABIXEER:

e config.h: GPIO EX + REBR + XX,

e config.json : RFITEIE (BF. A, #E BEBER);
e <name>_board.cc : RFEILH (& 9.7 KWEK);

e TJi% emote.json / layout.json : EmoteDisplay &J&;

o T README.md : RFERBIRA.

& chip / BRes / Z5%MX / BN\ / WM& / BIR 6 MEERERRFASENF,

9.11 7][] boards/<new_board>/ ;ﬁ%ﬁ*ﬁﬁ"]%d\*ﬁgg

1. SRIRBEMNRFBRENER, B

2. B config.h : A GPIO + RER~ + RHERMHR;

3. B <name>_board.cc : £F + E/R2: driver + codec A + Init REL

4. 70 DECLARE_BOARD (NewBoardName) 7ESI{4RE;

5. £ Kconfig.projbuild jI config BOARD_TYPE_<NEW_NAME>, FHIEEMIAN choice BOARD_TYPE ;



6. £ CMakelists.txt ANXINZAY if(CONFIG_BOARD_TYPE_<NEW_NAME>) set(BOARD_TYPE "<new_name>")

endif() ;

7. ¥ partitions/ : #R#E Flash K/\i& 4MB / 8MB / 16MB X %K

8. menuconfig ERF — HIF — KHE.

EBNIFE 100% FehEAE 109 MrFHEEAE,

9.12 FEAZIMIXEIZA

AR

HREE + SR

DECLARE_BOARD 7 + HE1Ei%iR
Networkinterface M

std: :unique_ptr 5% sub-board

RFC 4122 UUIDv4 + esp_fill_random
R'(...)" RiaFHEFHE

NVS X ¢ network_type / uuid / brightness
iot_button + 6 EEH

LEDC sM& PWM 12H 3%

I2C bus HEZig&
esp_lcd_panel_x API

dynamic_cast 18&E FHRER

Static BEPZEM lazy init

3 fEM (Hotspot / BLE / i) + Kconfig EIRT/EH
Modem AT &% + PPP

PowerSaveTimer + SleepTimer

9.13 ERAEIRNIZEREMN

Board E{5| T/ + DECLARE_BOARD =R T {E/RIE

W FH

Board — WifiBoard — E{f#R
RIFRTIENR, TITITRIFEH
Wi-Fi/4G RIS NI EERR
DualNetworkBoard %%
IR —ITIR

F 5 JSON iR

BERRES

RETEN

RERE

% GPIO (display + codec + touch #—%1 SDA/SCL)

FEEIRS—#EO (SSD1306 / SH1106 / ST7789 / GCOAO1
%)

DualNetworkBoard %I WifiBoard A& &iE
GetlLed/GetAudioCodec HHIE AR
RiBER

4G REYWBHIAM

B&IFESA + light_sleep

o 4 PNREELR (Board / WifiBoard / MI307Board / DualNetworkBoard)
o MERIMZER Networkinterface 1LY EARREEN Wi-Fi vs 4G

o Wi-Fi {REEZR B —ECRIRESHL

o 3 FMEEM AT, (Hotspot / BluFi / Acoustic AFSK)

o 4G A9 Modem HMFNEIREH

o DualNetworkBoard X% IIRey” ER AL
o Board E##) UUID £i55E

e GetSysteminfodson F5 JSON HIRB
o Button 6 EH# + HEIRE



o —1MNE{FRF (compact-wifi) B Init* / GetXxx 6 TR ER
o RIFRFHRIMERUE R

T—EBER THMBNEIR: scripts/ / docs/ / partitions/ / Kconfig / CMake,



£ 10 E WERASHENIAER

Bl 9 EBEMNRE main/ THTE ESP32 LHGITERIAIE, AERKE—IIEDRECERB RN 5 KHEEZERIHE
#: CMake 5 Kconfig ((EAMIBRRBZRY .bin ). partitions/ (Flash 'E4%i/&). scripts/ (Python TR
#5). docs/ (RITNHE5#ELE). idf_component.yml (HRHIEIE).

101 MEBRRL R

| |
| F&EHT idf.py build
| |

v v
| 1 | 1
| CMakeLists.txt | | sdkconfig |
| (B’ + main/) | «—— | Kconfig 45 |
| | | | |
|
| b
v

|
esp-idf CMake FZH#i (cmake/build.cmake) |

|
|
|
| 1. &% idf_component.yml $ufAf4 |
| 2. %% main BfE + FUEREEL |
| 3. ¥ build_default_assets.py %8 assets |
| 4. B84% ELF |
| 5. A partitions/k.csv 4R partition-table |
| 6. esptool merge-bin & .bin |
L |
T
|
v
|
build/ |

|
|

| }— xiaozhi.elf |
| |— xiaozhi.bin (Ef#) |
| | partition-table/partition-table.bin |
| |— bootloader/bootloader.bin |
| | srmodels/srmodels.bin (assets f&ik) |

| | generated_assets.bin (assets SZfF) |

| L— merged-binary.bin (—8&%A) |

|

WREINOX M



Xt

CMakeLists.txt (1R)

main/CMakelLists.txt

main/Kconfig.projbuild

main/idf_component.yml

partitions/v{1,2}/*.csv

sdkconfig.defaults.*

10.2 main/CMakeLists. txt
837 17 (F#% Keonfig E4y), #lEia:

10.2.1 38 1 E&: @RIREXHSIR (58 1-46 17)

set(SOURCES "audio/audio_codec.cc"
"audio/audio_service.cc"
"audio/codecs/no_audio_codec.cc"
"audio/codecs/box_audio_codec.cc"

"audio/processors/audio_debugger.cc"
"led/single_led.cc"
"led/circular_strip.cc"
"led/gpio_led.cc"
"display/display.cc"
"display/lcd_display.cc"

"protocols/protocol.cc"
"protocols/mqtt_protocol.cc"
"protocols/websocket_protocol.cc"
"mcp_server.cc"
"system_info.cc"
"application.cc"

"ota.cc"

"settings.cc"
"device_state_machine.cc"
"assets.cc"

"main.cc"

)

list (APPEND SOURCES ${BOARD_COMMON_SOURCES})

)=

FHRIE & + PROJECT_VER + €18
$ENV{IDF_PATH}/tools/cmake/project.cmake

BIFW"IBEAD”: RS + #R#E BOARD_TYPE HiNiRF
ERBMRI + 7T partition IEEHS

RFIETN / IES IR / FRIED / OTA URL FaJMMEEE

FIMREREIEE =5 4B (espressif/esp_Ivgl_port.
espressif__esp-sr. xiaozhi-fonts &) FIhRA&

Flash 9 X%

AR FESHIEIA Keonfig 1B

WRFIRFZFRIAI]

set (INCLUDE_DIRS "." "display" "display/lvgl_display" "audio" "protocols")

# WRRHEZEXM (button.cc, backlight.cc, power_save_timer.cc %)
file(GLOB BOARD_COMMON_SOURCES ${CMAKE_CURRENT_SOURCE_DIR}/boards/common/*.cc)

1ist(APPEND INCLUDE_DIRS ${CMAKE_CURRENT_SOURCE_DIR}/boards/common)



FrE 110 MRFHBEZLEEXE, file(GLOB ...) BHMIE boards/common/ THIE .cc ITHE—NFHH
common TERTREEH#RZE, T H CMakelists,

10.2.2 & 2 E%: BOARD_TYPE k& (% 67-660 17)
110 7 if-elseif-endif 9, 87MHx:

elseif (CONFIG_BOARD_TYPE_ESP_BOX_3)
set(BOARD_TYPE "esp-box-3")
set (BUILTIN_TEXT_FONT font_puhui_basic_20_4)
set(BUILTIN_ICON_FONT font_awesome_20_4)
set(DEFAULT_EMOJI_COLLECTION twemoji_64)

"E 41K

Hﬂilﬂ]

x8 i
v 42
BOARD_TYPE PHEEE

main/boards/<BOARD_TYPE>/<BOARD_TYPE>_board.cc

BUILTIN_TEXT_FONT RIFHEGNPXXFE (RIKH assets 2 XBEERR)
BUILTIN_ICON_FONT HIBHE R Font Awesome EFRRR
DEFAULT_EMOJI_COLLECTION ZRIA emoji £8 (R twemoji_64, OLED F none)

FIRZ FART IR R E R -

o AFRWRA 20pt F (FIIEMMSE) + Twemoji 64x64 & emoji;
o INEIRE 14pt F (128x64 OLED AN + X emoji {8&;

o XMFARER .a H#HEM, assets.bin EMEHFHEERT BRI,

hefa:

1ist(APPEND SOURCES '"boards/${BOARD_TYPE}/${BOARD_TYPE} board.cc")
1ist(APPEND INCLUDE_DIRS "boards/${BOARD_TYPE}")

EIFTNAR T <name>_board.cc MIAZRIE, ERFEZRIN include path ( config.h BE#HIRE) .

10.2.3 8 3 E&: mhiSEHRAMKEFE (5 760-769 1T7)

find_component_by_pattern("espressif__esp-sr'" ESP_SR_COMPONENT ESP_SR_COMPONENT_PATH)
if (ESP_SR_COMPONENT_PATH)

set (ESP_SR_MODEL_PATH "${ESP_SR_COMPONENT_PATH}/model")
endif()

find_component_by_pattern('xiaozhi-fonts" XIAOZHI_FONTS_COMPONENT
XIAOZHI_FONTS_COMPONENT_PATH)

if (XIAOZHI_FONTS_COMPONENT_PATH)
set(XIAOZHI_FONTS_PATH "${XIAOZHI_FONTS_COMPONENT_PATH}")
endif()

ESP-IDF A&4#E F&Zl managed_components/ Bx, {BBF hash fllRAS (41 espressif__esp-sr_2.1.5), &
REIRIZEBSAHE, find_component_by pattern 7E5 50-59 {TEN, @[5 BUILD_COMPONENTS 3%[ITHEZ,

BEAKRRERE, 1R model/ FEX (IBEEH) MIFAHRBERLLEMHE build_default_assets.py F,



10.2.4 28 4 E%: #J3# assets.bin (28 810-857 1T)

function(build_default_assets_bin)
set (GENERATED_ASSETS_BIN "${CMAKE_BINARY_DIR}/generated_assets.bin")

set (BUILD_ARGS
"——sdkconfig" "${SDKCONFIG}"
"——output" "${GENERATED_ASSETS_BIN}"

)

if (BUILTIN_TEXT_FONT) list(APPEND BUILD_ARGS "—-builtin_text_font" "${BUILTIN_TEXT_FONT}")
endif()

if (DEFAULT_EMOJI_COLLECTION) list(APPEND BUILD_ARGS "--emoji_collection"
"${DEFAULT_EMOJI_COLLECTION}") endif()

if (DEFAULT_ASSETS_EXTRA_FILES) 1ist(APPEND BUILD_ARGS "--extra_files"
"${DEFAULT_ASSETS_EXTRA_FILES}") endif()

1ist (APPEND BUILD_ARGS "--esp_sr_model_path" "${ESP_SR_MODEL_PATH}")
1ist (APPEND BUILD_ARGS "--xiaozhi_fonts_path" "${XIAOZHI_FONTS_PATH}")

add_custom_command (
OUTPUT ${GENERATED_ASSETS_BIN}
COMMAND python ${PROJECT_DIR}/scripts/build_default_assets.py ${BUILD_ARGS}
DEPENDS ${SDKCONFIG} ${PROJECT_DIR}/scripts/build_default_assets.py
COMMENT "Building default assets.bin based on configuration"
VERBATIM

)

add_custom_target(generated_default_assets ALL DEPENDS ${GENERATED_ASSETS_BIN})

endfunction()

CMake 1EF Python BiZ< ( build_default_assets.py) IEBiEEEE + F{K + emoji $TEIAL
generated_assets.bin, [EZEl assets PX, XZIEBITHRERSEIE " R13” o X B—EHF ik

xiaozhi.bin, HIFEFIR assets.bin,

add_custom_command #J DEPENDS sdkconfig #Ri&: sdkconfig T (Lbili={k) SEFHBHEIA, TNERZ,

10.2.5 55 5 & o XERFMHFHEFE (5 917-936 17)

partition_table_get_partition_info(size "--partition-name assets" 'size")
partition_table_get_partition_info(offset "-—partition-name assets" "offset")
if ("${size}" AND "${offset}")
# v2 pXZEE assets X
if(CONFIG_FLASH_DEFAULT_ASSETS)
build_default_assets_bin()
esptool_py_flash_to_partition(flash "assets" "${GENERATED_ASSETS_LOCAL_FILE}")
elseif (CONFIG_FLASH_CUSTOM_ASSETS)
# FHFIEME SR assets.bin (ZihE&438 URL)
get_assets_local_file("${CONFIG_CUSTOM_ASSETS_FILE}" ASSETS_LOCAL_FILE)
esptool_py_flash_to_partition(flash "assets" "${ASSETS_LOCAL_FILE}")
elseif (CONFIG_FLASH_NONE_ASSETS)
message(STATUS "Assets flashing disabled")
endif()
else()
# vl Z7XFRE assets pX
message (STATUS "Assets partition not found, using v1 partition table")
endif()

3 N Keonfig 93z :



1. FLASH_DEFAULT_ASSETS : 8 Python BIZA&RB 4R
2. FLASH_CUSTOM_ASSETS : FIFiE CUSTOM_ASSETS_FILE #R428[ URL, EIEEAN;
3. FLASH_NONE_ASSETS : A\f& (BFHEC idf.py flash HI84),

vl PXE (EBIRF) 5 assets HX, Haiphid—naEES,

10.2.6 457 RF: EL T & emoji (5 771-806 17)

if (CONFIG_BOARD_TYPE_ESP_HI)
set (URL "https://github.com/espressif2022/image_player/raw/main/test_apps/test_8bit")
set (FILES_TO_DOWNLOAD "Anger_enter.aaf" "Anger_loop.aaf" ...)
foreach(FILENAME IN LISTS FILES_TO_DOWNLOAD)
if (EXISTS ${LOCAL_FILE})
message(STATUS "File ${FILENAME} already exists, skipping")
else()
file(DOWNLOAD ${REMOTE_FILE} ${LOCAL_FILE} STATUS DOWNLOAD_STATUS)

endif()
endforeach()
endif()

esp—hi XRIRFEI EmoteEngine FIR ( .aaf HIEXM, 27 1) KATHEER, MWEMIRFEMM GitHub #iI, CMake
file(DOWNLOAD) ZHIEHEITE, IR OTA BETLX.

HmIFNECEAD

10.3 Kconfig.projbuild

menu 'Xiaozhi Assistant"

F— OTA_URL (7§, BAIA https://api.tenclass.net/xiaozhi/ota/)
— FLASH_DEFAULT_ASSETS / FLASH_CUSTOM_ASSETS / FLASH_NONE_ASSETS
[— CUSTOM_ASSETS_FILE (F7§&, HENX assets i)

— DEFAULT_LANGUAGE (40+ iEZTIik)

— BOARD_TYPE (110+ #RFFAJi%)

F— #RFAEXFIAM (OLED %£B 46 HREIS ERNAERE)

— USE_HOTSPOT_WIFI_PROVISIONING (bool, ZRiA y)

— USE_ESP_BLUFI_WIFI_PROVISIONING (bool, ZtiA n)

— USE_ACOUSTIC_WIFI_PROVISIONING (bool, ZXIA n)

— ENABLE_AUDIO_DEBUGGER (bool, ZRiA n)

— AUDIO_DEBUG_SERVER_IP (&)

— WAKE_WORD_TYPE (none / afe / esp_sr / custom)
L

menuconfig IEIXLEMAL ncurses 38, FAE DL — £ sdkconfig X — CMake & sdkconfig — REZRIZ M
15,

10.3.1 Kconfig i&iti&E=



choice
prompt "Board Type"
default BOARD_TYPE_BREAD_COMPACT WIFI

config BOARD_TYPE_BREAD_COMPACT_WIFI
bool "EHEMR (WiFi)"
depends on IDF_TARGET_ESP32S3
config BOARD_TYPE_BREAD_COMPACT_ML307
bool "E&#R (ML307 4G)"
depends on IDF_TARGET_ESP32S3

endchoice

e choice/endchoice HRFTREREE;

e depends on IDF_TARGET_ESP32S3 R/ RHA ESP32-S3 Himt A7 EEi%;

EFPAIEH sdkconfig %A CONFIG_BOARD_TYPE_BREAD_COMPACT _WIFI=y, HEHR =n;
CMakeLists F§ if (CONFIG_BOARD_TYPE_BREAD_COMPACT_WIFI) BXiXA flag,

10.3.2 £HFHFER

config OLED_SSD1306_128X32
bool 'SSD1306 128x32"
depends on BOARD_TYPE_BREAD_COMPACT_WIFI || BOARD_TYPE_BREAD_COMPACT_ML307

REETEHERTSHI OLED FIRII—B R K RIRE.

10.3.3 IAEEIa) L EY

choice
prompt "Wake Word Type"
default WAKE_WORD_AFE
config WAKE_WORD_NONE
bool "No Wake Word"
config WAKE_WORD_AFE
bool "AFE Wake Word (recommended)"
config WAKE_WORD_ESP
bool "ESP Wake Word (single-channel)"
config WAKE_WORD_CUSTOM
bool "Custom Wake Word (Sherpa—-ONNX)"
endchoice

%4 BT, 4 MIREREREERERR— T —BRTLENRIBHANE 4.

Flash o X&

ESP32 # Flash 29 XRHEN, P XERASHENEEHNE (0x8000) BY/NEIELR,

10.4 partitions/

10.4.1 vl vs v2

vl (BRRZS, T assets $X):



# Name, Type, SubType, Offset, Size, Flags
nvs, data, nvs, 0x9000, 0x4000,
otadata, data, ota, 0xd0oo, 0x2000,
phy_init, data, phy, 0xf000, 0x1000,
ota_0, app, ota_0, 0x20000, 0x31f0000,
ota_1, app, ota_l, , 0x3f0000,

5 MoK nvs (16KB) / otadata (8KB) / phy_init (4KB) /ota_0 (49 4MB) / ota_1 (£ 4MB), RFEUIEEA
GRiFHEY, EAMH SPIFFS XERRIETE ota P XEL——E/NEIBEM V1 # v2 G ETH assets DX,

v2 (FThRZs, & assets /X) —— partitions/v2/16m.csv :
nvs, data, nvs, 0x9000, 0x4000,
otadata, data, ota, 0xdooeo, 0x2000,
phy_init, data, phy, 0xf000, 0x1000,
ota_»o, app, ota_0, 0x20000, 0x3f0000,
ota_1, app, ota_l, , 0x3f0000,

assets, data, spiffs, 0x800000, 8M

i 8MB By assets X (SubType #x spiffs @A TILDXRIEIRBIMEIES X, LR LB raw flash 15
@), ¥ SPIFFS), 58 7 Eiffid Assets::Apply() A esp_partition_mmap EIFEZXMREIEI CPU it =iE, T2
DLikE,

10.4.2 FEIBTENDTEXR

partitions/v2/ F:

X% B OTA Z XK/ Assets A\
4m.csv 4MB Flash (% esp-hi) factory only, ~2.5MB 1.5MB
8m.csv 8MB Flash ~3MB x 2 ™B
16m.csv 16MB Flash (Eii) ~4MB x 2 8MB
16m_c3.csv ESP32-C3 16MB MHmE 8MB
32m.csv 32MB Flash (&) ~12MB x 2 8MB

AMB Flash 89 4m.csv &8 OTA WH KX

=

, FPIEEE:

0x410000 (0x20000+0x3f0000),

10.4.3 Y)#p XRIFE

sdkconfig EB:

CONFIG_PARTITION_TABLE_CUSTOM=y
CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="partitions/v2/16m.csv"

HRFAY sdkconfig.defaults BRIAIRE DL menuconfig FEIH.

10.5 idf_component.yml

B=R AR

TEAKE, R factory oKX, AHE OTA AL, %I USB EFIER.

CMake TESBmEEF—1"9 XM offset+size, FiA ota_1 i offset BoIE



dependencies:
espressif/cjson: "k

espressif/esp-sr: "==2.1.5"
espressif/esp_lvgl_port: "==2.6.1"
espressif/esp_codec_dev: ""1.0.0"
espressif/button: "==4.1.4"
espressif/esp_lcd_panel_io_additions: "==1.0.0"
espressif/esp_audio_codec: "==2.3.0"
78__xiaozhi-fonts: "==0.4.0"

idf.py reconfigure B ESP-IDF Component Manager &':

1. BB yml;
2. M https://components.espressif.com TEXF AR ;
3. fZ%£%| managed_components/<owner>__<name>_<version>/ ;

4 EEMMALE (8TAMHBCHE CMakelists.txt),

At At

cjson 25 6 & MCP JSON f##fr. 2 5 Efi¥ JSON
esp-sr %5 4 & AFE / WakeNet / EE1&EH
esp_lvgl_port %5 8 & LCD/OLED K9 LVGL £5%

esp_codec_dev &40 codec % (ES8311 %)

button % 9 & Button EWEKE (iot_button)
esp_audio_codec Opus wiZME2s (55 4 ZMHEA opus_encoder %)
xiaozhi-fonts BREFHNFHRES (BE / Font Awesome)

RAEE (==): RIEFRARFLER-H ~ RRAFHTREEN,

10.6 scripts/

BoE Python TE§
13 4" Python BIA/B %, RS 5 %,

10.6.1 332 4#HBN
build_default_assets.py (883 1T) —— LT 10.2.4 1RFIH”FTE assets.bin”filzds, FFE:

1. @7 sdkconfig #KI%ETMILE emoji / K / BT

2. 1 pack_models() 3B esp—sr fJ wn9_nihaoxiaozhi.bin ZHEEEURITEIRXITEAM srmodels.bin ;

3. ENFAXH (font_puhui_basic_14_1.bin %) ZIGEREH;
4.8 gen_lang.py 4R{ lang_config.h (IE=HEIR C LXf4);

5.4 srmodels.bin + F{% + emoji + index.json F§ spiffs_assets_gen.py FTRE—#Hl;

6. #it generated_assets.bin,

XEFRIG: pack_models() AFET#HHIENA (A SPIFFS), EN SPIFFS B, RIS
name + size + offset + data &, 5 7 & Assets::InitializePartition() FRHTHFLEXT

gen_lang.py (187 17) —— i assets/locales/<lang>/language.json %%A% lang_config.h :

EERE R T
B,



namespace Lang {

constexpr const charx CODE = "zh-CN";
namespace Strings {
constexpr std::string_view VOLUME = "&=: "

constexpr std::string_view MAX_VOLUME = "S=2B&KX";

¥
namespace Sounds {
constexpr std::string_view OGG_WIFICONFIG = "/wificonfig.ogg";

constexpr std::string_view :

o MEHEE, TIEITRFH;
o tb const charx ZPMKEFER, B% strien;
o FIFEEIEM Flash (.rodata), A5 RAM,

fallback #l#l: HENESRET key I en-US M—RIEAZEREFRH.

versions.py —— 4ME PROJECT_VER # bump &% (patch / minor / major),

10.6.2 k%5378

release.py (300+ 1T) —— HEBRIFAEIRFZIN + 3T zip KHE, ATE:

1. i£ main/boards/<board>/config.json FIH builds (—MRFETEEBZIETIR, UAEES. FAEAZEXA
@)
2. W/ NER:
o 5 sdkconfig append ## ( CONFIG_BOARD_TYPE_xxx=y + Z{REE sdkconfig);
o idf.py set-target esp32s3 — idf.py -DBOARD_NAME=... build ;
o idf.py merge-bin &HH{ merged-binary.bin ;
o [E4ERL releases/v1.5.0_<variant>.zip ;
3. I EFEN zip (BEME),

FERIB—10.2 T91RZIAY _AUTO_SELECT_RULES :

_AUTO_SELECT_RULES = {

"CONFIG_USE_ESP_BLUFI_WIFI_PROVISIONING": [
"CONFIG_BT_ENABLED=y",
"CONFIG_BT_BLUEDROID_ENABLED=y",
"CONFIG_BT_BLE_42_FEATURES_SUPPORTED=y",
"CONFIG_BT_BLE_50_FEATURES_SUPPORTED=n",
"CONFIG_BT_BLE_BLUFI_ENABLE=y",
"CONFIG_MBEDTLS_DHM_C=y",

i Keonfig By select XEFRTE menuconfig RENGEIFN BEINAKRE, release.py RIFRERN—HE
append CONFIG_USE_ESP_BLUFI=y ~=BmFBSEMRBINET%. FIAMAEFNE —DREIERE, Rk BluFi BB
EREFEDBT,

download_github_runs.py —— M GitHub Actions R334, A{E CI WHME.



10.6.3 FiRsER
p3_tools/ (E3H P3 BT H):

e convert_audio_to_p3.py : MP3/WAV — BEX P3 & (Opus + %) ;
e convert_p3_to_audio.py : R[ERFI;

o play_p3.py : ZAHHERN P3 XHIRIE;

e batch_convert_gui.py : ¥Ei8=t GUI it 24k,

P3 #&= (10.6.3 AZIN):
&mi: [1B type=0, 1B reserved=0, 2B opus_len BE] [Opus payload...]

type=0 EEBEIMM, TN type FERAMY R (FHH<. BEM. XBME), £5F
BinaryProtocol2 / BinaryProtocol3 M ZEX.

YRIBYATI — convert_audio_to_p3.py :

1. librosa.load MEFBEEEASIN;

2. M{KE — BFEE ( librosa.to_mono);

3. B[i% LUFS IiEY3—1t ( pyloudnorm) — itFABERTRSSE—3
4, EXRH#EF 16kHz ( librosa.resample );

5. opuslib.Encoder #®f3 60ms M;

6. & P3 B,

LUFS (Loudness Units Full Scale): ["EBRIIEIRE, LEEER RMS &, 16 LUFS RIEEERE (YouTube -14 /
Spotify —14 / Apple Music -16) ,

0gg_converter/xiaozhi_ogg_converter.py —— MP3 — OGG (T 5 4 & PlaySound() BHAVETS). OGG
A28 Opus 4wi5, RIZEMBIEE—.

mp3_to_ogg.sh —— —1T ffmpeg shell Bk,

Image_Converter/ —— PNG/JPG — C FTiA (HHEM) .

10.6.4 MiRX 5 i

audio_debug_server.py —— UDP #iXfkS5iH (55 4 & AudioDebugger FAZE!):

server_socket = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
server_socket.bind(('0.0.0.0', 8000))

wav_file = wave.open(f'{samplerate}_{channels}.wav", "wb")
wav_file.setsampwidth(2)

wav_file.setframerate(samplerate)

while True:
message, address = server_socket.recvfrom(8000)
wav_file.writeframes(message) # PCM E/ES WAV

%% FF T ENABLE_AUDIO_DEBUGGER f5, & audio frame i@ UDP &% PC 8000 i, PC HiEfER WAV—&
AFE 2MEXR. LI HRITF AT, IREARTK,

acoustic_check/ — FZIIITH,



sonic_wifi_config.html —— FEREMMTIEE, 3T HTML % SSID + B8 — WT1A Web Audio APl &% AFSK B
IR BT FNEY BN — ESP32 2RXIFE — BRZZEIE. SIRHERNES,

10.6.5 HFITE
spiffs_assets/ :

e build.py : B assets $J8;

e build_all.py : #tE:;

e pack_model.py : esp-sr iESEEITEBIE;

e spiffs_assets_gen.py : EAMO, #% build_default_assets.py import,

10.7 docs/ iﬁi‘l‘)‘(ﬁi'—i?ﬁ?ﬁ@l
docs/
— blufi.md BluFi IEZFECMIMNI5EER

— custom-board.md BARMFRT (SBHIE)
— mcp-based-graph.jpg MCP E{kZ2H3E (2243E)
— mcp-protocol.md MCP hiSG¥RE (IR1T3X4%)

— mcp-usage.md MCP T E{#Figr

— mqtt-udp.md MQTT+UDP #HiSG¥f# (55 5 EEfH)
— websocket.md WebSocket HiXi¥fE (55 5 ZEAL)
— vo/ ZIRARFHIIEEE (jpg)

L— v1/ FHRAAR FRIEEE + BERE

ve/ 9 5KE, vl/ 18 K—KEBDIRFRIYIZEEE, HERFECE.
mcp-protocol.md #1 mcp-usage.md R 6 ELIA MR H" —IEEINMNGIE doc BIEKBEESIEZ.
websocket.md / mqtt-udp.md 25 5 EMMXAIXTIHEXR (RSBMERETH),

custom-board.md £ 9 & 9.1 WEAHHIE, LbARZ 1M,

10.8 sdkconfig.defaults ,’{WU

INMBE#RBEZ sdkconfig.defaults Xf&:

sdkconfig.defaults # BREGA
sdkconfig.defaults.esp32 # E® ESP32 EIA (4MB HXFKE)
sdkconfig.defaults.esp32c3 # C3 EAIA
sdkconfig.defaults.esp32c5 # C5 ZRIA
sdkconfig.defaults.esp32c6 # C6 ZRIA
sdkconfig.defaults.esp32p4 # P4 BRIA (PSRAM k. Wix=51)
sdkconfig.defaults.esp32s3 # S3 A (REH, PSRAM Octal)

ESP-IDF EahHERRTE 48T IDF_TARGET Eh&H R AEIMLE sdkconfig:

idf.py set-target esp32s3
# IATIIERAY sdkconfig M sdkconfig.defaults + sdkconfig.defaults.esp32s3 SHEH

HEIRZE (s3):



CONFIG_ESPTOOLPY_FLASHSIZE_16MB=y
CONFIG_SPIRAM=y

CONFIG_SPIRAM_MODE_OCT=y

CONFIG_SPIRAM_SPEED_80M=y

CONFIG_FREERTOS_UNICORE=n
CONFIG_ESP32S3_DEFAULT_CPU_FREQ_240=y

CONFIG_FREERTOS_HZ=1000

CONFIG_PARTITION_TABLE_CUSTOM=y
CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="partitions/v2/16m.csv"
CONFIG_LWIP_MAX_SOCKETS=10

XUEER R RE/THRER & —— menuconfig ERFAIIAIABES (MEL/NWFRFH 8m DXEK),

10.9 EEMERIZHER

# Step 1: #BtmivkA (5 sdkconfig ZIA(E)
idf.py set-target esp32s3

# Step 2: HE (REHERF. 155, BEET, EMNHEE)
idf.py menuconfig
# %7 BOARD_TYPE_ESP_BOX_3 + LANGUAGE_ZH_CN + WAKE_WORD_AFE

# Step 3:

idf.py build

# AESHOR:

# 1. f@F idf_component.yml, TEi##%&ZH+Z] managed_components/
CMake configure: i sdkconfig, #R#E BOARD_TYPE k%, /E&EX1EZZ
CMake generate: “ff ninja/make Xt

ninja 1BEHEAEIRXF

###% ELF (xiaozhi.elf)

esptool elf2image “j5Y xiaozhi.bin

45 partition-table.bin (# 16m.csv)

# build_default_assets.py “ff generated_assets.bin

M esptool merge-bin #ELE 4 T&8 merged-binary.bin

H OB OB OH RF R KR
© oo NSO UL AN WN

# Step 4: KR (BXTER)
idf.py flash
# JEA: bootloader / partition-table / xiaozhi.bin / generated_assets.bin

# Step 5: M#MFEO
idf.py monitor
# 1 Ctri+] B4

# —RDSHEE=Y"

idf.py build flash monitor

BB (BfhE) — idf.py build flash monitor, CMake IBE%iF, /L TFIF.

10.10 AEAZIRIRERA



AR

CMake if-elseif k&

file(GLOB ...)

add_custom_command + DEPENDS
file(DOWNLOAD) HEHATH;
find_component_by_pattern
esptool_py_flash_to_partition
partition_table_get_partition_info
Kconfig choice/endchoice

Kconfig depends on
sdkconfig.defaults.<target>
idf_component.yml + Component Manager
constexpr std::string_view
FEZRETHBIFIRER

LUFS MEIF—1t

AFSK FEiR#RfZE (Web Audio + £5%R)

_AUTO_SELECT_RULES Fahfikifiphgt

10.11 ERAS{REZEEN

7 F

110 HRFi%k 1

boards/common B&BEE
sdkconfig & — Eif assets 18
esp-hi 1r#i .aaf FIR
managed_components R AEE
BEX D XBEFRBL

WS XBEEFE

BER&8®

FHA R
BSRBEMEHEINLEE
B=NEBRFEE
Lang::Strings B #EFF S
assets.bin tb SPIFFS B%[8]
RREEE—H

TR K

5 Keonfig select fEIFREIFRKMAVEE

M idf.py build % merged-binary.bin BIZEERIZ

e main/CMakelists.txt B 110 MRFEALMA if-elseif JRA&

e Kconfig.projbuild BA4RL menuconfig ZKE

o vivsv2 PXERMXF (assets HX)

e I[E Flash B2 (4M/8M/16M/32M) D XHRER

e build_default_assets.py EAEESRE+F{R+emoji+iEEHIFHTH—1T .bin
» release.py BAMEHFMBERTFZAHH BB

e gen_lang.py EAIE JSON EBiEREER constexpr C sk

e audio_debug_server.py /B4 ESP32 UDP iEif#iEHF WAV
e p3_tools/ HEIREFLNE Opus P3 AR B

e idf_component.yml EABEE=HAMLEIRA

e sdkconfig.defaults.<target> B9EFHHH
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RN 2 B

E&
MBEZR + BaifiiE + EXHIRER

FiAE2E: Application

REREH

FINFRYE: AFE / 1275 / Opus
WY : WebSocket / MQTT+UDP

MCP T EigRAHX

RZPRSS: OTA / Assets / Settings

ER5HER

RBIHER

MEZRS + THHE

KX

main.cc / application.cc/h

device_state_machine.cc/h /
device_state.h

audio/*
protocols/*
mcp_server.cc/h

ota.cc/h, assets.cc/h, settings.cc/h,
system_info.cc/h

display/, led/
boards/*

CMakelLists.txt, Kconfig, partitions/,
scripts/



| |
| RSEM |
| |
T
| WSS / MQTTS + UDP-AES-CTR
v

| |
| ESP32 &% |
| |
| | | | |
| | AudioService | | Application | <— Event Group |
|| | | (Main Loop) | |
|| - 2 Tnput |—| | |
|| - are o — ] |
| | - wakeWord | | |DeviceState | | |
| | - opus Enc/ | | | Machine | | |

e
| | Dec | | |
| ! | b | |
| | | — | |
| v | | Protocol | | |
| L wszmer | |
| | AudioCodec | L — |
| | (## codec) | | | |
| ! T R e I |
| | | MCP Server | | |

e
| | | |
| | pisplay | | | |
| ! S R e B |
| || otas | |
| | Led | | | Assets || |

|
| ! b | |
| T N e |
| | camera | | | Board | | |
| | (&%) | | | (BtFmzg) | | |

L 1
| ! b | |
| : ' |
| |

RN Ziagit B8

1. JRSNIRED: FRERAFREEM DeviceState FZRIBHEEININ

2. B4AMREE: FreeRTOS EventGroup iHESEESTH. A1,

3. B EIEM: Networkinterface / Protocol / AudioCodec / Display / Led 5 AKiZRit FEFTENEEANME G/ MEE
.

. BWIRIMEBIL . assets P XILNBEEKE! / FF / emoji / BERFIRNIESE, "ML OTA,

.MCP TEFI: @< JSON-RPC ik LLM EiZFiR&E8EH, THSEE AP,

. BAIREE + i ASR: IRERIEAMMABIIRE, R EDFERE,

. WIMNFHTFE: WebSocket FAFWAEIFA; MQTT+UDP #EIML/loT 155 EH.

. EEM=3i%—: Hotspot / BLE / Fiff, BBEIEFAEFIHMNEIFE,

. A/B OTA + Anti-bricking: ota_0 / ota_1 WH X, RIFBEIR,

10. fRIZFHAMR FiZ$R: 110 IREZMREZ, CMake if-elseif JRAFTIZITAIFFH.

© 00 4 O O b~

HEXE, BRIEA:

o JRITE—IR ESP32-S3 + & + I°S ERNBEEXTIHE;
o AIMECSK MCP TR (IZHI=E. EWXS. HRHME......);



o ARE—ARSI[IRNIE, EXFREHNBBIETIIE ESP32 Tt AR EREGHHRE;
o BORMFRF (3% 9.1 £E);
o FHIEEE commit MENRIII—EIEX,

£X5.



